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Forward 
Since the health reforms of the late 1990õs, Zambia has been improving its health information system. One 
of the early milestones of the health reforms was the creation of a health management information system 
(HMIS) that was paper based at health facility level (patient level) and automated at District level (in aggregate 
form). In early 2000, efforts were made to extend the Ministry of Healthõs information system capacity, aimed 
at providing a strengthened patient level information system, capable of providing continuity of care to 
patients / clients, while enabling clients to carry their medical health record in electronic form. This system 
is presently called SmartCare. 
 
The development of the SmartCare system has been based on a modular approach, with Well Care (MCH, 
VCT) and HIV Care (ART, CT and PMTCT) services being the initial modules. The development process 
can be traced, in sum, as follows: 
 

Late. 2003 Concept formation regarding complete patient level data systems and life long electronic health records 
2004 Consensus Building and Start of Software Development for the initial ANC module of the Continuity of Care system, with 

software development support from the Centers for Disease Control and Prevention. 

2005 Release of version 1.0:  

¶ Piloting and refinement (in Kafue District)  
Release of version 2.0: 

¶ First use of smartcards as electronic health records for continuity of care in Zambia 

2006 Release of version 3.15 including:  

¶ Integration of the Lusaka DHMT/CIDRZ ART Patient Tracking system (PTS), and called the Continuity of Care and 

Patient Tracking System (CCPTS) temporarily. 

¶ Identification of the system as a national standard by MOH 

¶ Revision of the systemõs name, from CCPTS to SmartCare 
2007 Release of version 3.2 including:  

¶ Full prescription and dispensation data capture; Lab results; Delivery services 

¶ Addition of Role Based Security for all users 

¶ Secure reporting, and other data security and confidentiality protection features and protocols 

2008 Release of version 4.0 including: 

¶ Paediatric HIV;  Postnatal services; Provider tracking; Mapping and GIS;  

¶ Patient Charts (initial versions); new Registration structure; new Clinician-in-Charge role; 

¶ New Site Configuration lock-down; improved Login Security; new CPU type Smartcard 

¶ Compatibility with new HMIS (DHIS); updated Reporting Framework and faster reports;  

¶ New primary storage 20x more compact; 13x faster merges with de-identification above District 

 
The development of the SmartCare software has, to a large extent, been collaborative with cooperating 
partners, and based on existing Ministry of Health data elements, protocols and regulations.  
 
This Procedures Manual is a guide to the non-software processes that are essential in implementing the 
SmartCare system. It is intended that the SmartCare system will improve service delivery and patient care, 
and also improve HMIS data accuracy, reliability and timeliness. 
  
Dr. Simon K. Miti 
Permanent Secretary 
Ministry of Health 
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Acronyms 
 

ACRONYMS DEFINITION  

ANC Antenatal Care 

ART  Antiretroviral Therapy 

ARTIS ART Information System 

CDC Centers for Disease Control and Prevention 

CHAZ Churches Health Association of Zambia 

CIDRZ Center for Infectious Disease Research in Zambia 

CRS Catholic Relief Services 

CT Counseling and Testing 

DB Database 

DDH District Director of Health 

DHIO District Health Information Officer 

DHMT District Health Management Team 

EGPAF Elizabeth Glaser Pediatric AIDS Foundation 

FDB Facility Database 

GIS Geographic Information System 

GUID Globally Unique ID 

HMIS  Health Management Information System 

HSSP Health Service and Systems Program 

ID  Identification 

IT  Information Technology 

LAN Local Area Network 

M&E Monitoring and Evaluation 

MCH Maternal and Child Health 

MOH  Ministry of Health 

MPD Manager of Planning and Development 

MS Management System 

MSH/RPM Management Sciences for Health/Rational Pharmaceutical Management 

NAC National HIV/AIDS/STI/TB Council  

NGO Non-Governmental Organization 

NHSP National Health Strategic Plan 

NUPN Nationally Unique Patient Numbers 

OA Operations Analysis 

OPD Outpatient 

PHO  Provincial Health Office 

PMTCT Prevention of Mother to Child Transmission of HIV 

QA Quality Assurance 

RBS Role Based Security 

SIF System Improvement Form 

TB  Tuberculosis 

USAID United States Agency for International Development 

VCT Voluntary Counseling and Testing 
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UNGASS United Nations General Assembly Special Session on HIV/AIDS  

UNESCO United Nations Educational, Scientific and Cultural Organization 

WAN Wide Area Network 

WHO World Health Organization 

ZEPRS Zambia Electronic Pediatric Records System 

ZIHP  Zambia Integrated Health Project 

ZPCT Zambia Prevention Care and Treatment Partnership 
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1 Introduction  
The Procedures Manual is designed as a guide for the implementation of the SmartCare system in the health care 
facilities. It covers a host of important steps that must be followed for successful implementation and usage, from 
pre-implementation site preparation through post-implementation troubleshooting and maintenance. This manual also 
discusses in detail the importance of security, protecting privacy and confidentiality. Included in the appendices are a 
number of tools that will help the user in the site level implementation of the SmartCare system and reinforce the 
importance of security, protecting privacy and confidentiality. 

 

It is important to understand that a system like SmartCare is 90% people, meaning that it is not just the hardware and 
software that make this system work. The successful implementation and usage of SmartCare depends on the 
supervisors, managers, service providers and all other staff members working as a team to fulfill their roles in the 
system while protecting the privacy and confidentiality of clients and patients. In many ways this will involve a shift in 
the culture of how medical records are handled as a result of the migration from paper-based medical records to an 
electronic health record system. 

 

This document represents the òbest practicesó and procedures to date for the SmartCare system. This document is a 
living document that is designed to evolve as new òbest practicesó are found and better procedures put in place. 

2 Background 
2.1 Conceptual Framework 
The Conceptual Framework draws the connection between the correct implementation of the SmartCare system and 
the improved health status of Zambians. This portable electronic patient health record is designed to allow service 
providers access to historical patient data regardless of health facilities used in the past or types of services sought. 

As patient histories and interactions are entered into the system clinical, laboratory and pharmaceutical service 
providers have at their disposal the essential information necessary to make informed decisions about appropriate 
patient care. While providing more information to decision makers, one of the benefits of the electronic system is that 
it preserves patient confidentiality by restricting access to non-essential information. 

The system is engineered to promote data use by all levels of Health Facilities, the District Health Management Teams 
(DHMTs), the Provincial Health Offices (PHOs), the Ministry of Health (MOH) and the MOH Implementing 
Partners, for management and policy making by providing access accurate and timely information.  

It is an assumption of the project that improving data timeliness will increase its relevance and consumption turning 
mere data into usable information. Service providers, managers and policy makers will use this information to change 
treatment decisions, adapt procedures, and create policies to improve the quality of patient care. It is believed that 
improving the quality of health care services for all patients in the country will result in an overall improvement in 
national health status. 

The SmartCare team in close collaboration with the MOH has designed the structure of the data tools to facilitate the 
ease with which patient data is collected and ensure the integrity of the standard data recommended by the MOH. The 
tools have also been structured so that they promote adherence to these nationally recognized standards of care.  

2.2 Project Objectives 
The SmartCare project objectives are multi-layered:  

Impact Statement: Improved health status of Zambians 
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  Outcome Statement: Improved continuity of care 
   Output Statement 1: Improved availability of and access to patient information 
   Output Statement 2: Improved availability of and access to management information 
   Output Statement 3: Improved utilization of patient information 
   Output Statement 4: Improved utilization of management information 

 

The output statements will be the measurable results of the SmartCare Programme.  
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3 Hardware and Software       
3.1 Hardware Requirements  
The hardware requirements for any given health care facility will vary depending on several factors, including the size 
of the clinic, the number of staff, the number of patients seen, whether or not you will have multiple computers tied 
together with a server, whether or not your system will be in communication with the central system and so on.  

Donõt worry about trying to decide what hardware you will need, the personnel who will be installing your system will 
configure your hardware to meet your needs.  

The hardware and software for your health care facility will be provided to you. There will not be any charge to your 
budget for these items.  

The following is a summary of the hardware specifications used for the Smart Care application: 

 
Hardware Minimum Requirements Preferred Setup 
Computer 1 GB RAM 2 GB RAM 
Hard Drive 10 GB 60 GB 
Operating System Windows 2000 Windows XP 
Service Pack SP 2 -- 
Mega Hertz 1.5 2.0 
Card Reader EZ 100 -- 
Touch Screen Dell E153 FPTc (1024 x 768)  
Smartcard 256 KB (good for 150 data storage interactions)  

  

3.2 Software Setup  
Your system will come with an installation disk that will automatically install all of the following software, making 
your system fully functional: 

¶ .NET Firmware 

¶ SQL Server desktop edition 

¶ Crystal Report Runtime Components 

¶ SMARTCARE SYSTEM Database 

¶ Developer Express Components  

¶ SmartCare Runtime  

¶ Card Reader Installer  

¶ Desktop Shortcut to SMARTCARE SYSTEM Application  

3.3 Caring for Your Equipment 
Caring for Your Monitor. To clean your antistatic screen, lightly dampen a soft, 
clean cloth with water. If possible, use a special screen-cleaning tissue or 
solution suitable for the antistatic coating. Do not use benzene, thinner, 
ammonia, abrasive cleaners, or compressed air. Use a lightly-dampened, warm 
cloth to clean the plastics. Avoid using detergent of any kind as some detergents leave a milky film on the plastics. If 
you notice a white powder when you unpack your monitor, wipe it off with a cloth. This white powder occurs during 
the shipping of the monitor. Handle your monitor with care as darker-colored plastics may scratch and show white 
scuff marks more than lighter-colored monitor.  

Caring for Your Keyboard. One of the dirtiest parts of your computer is the keyboard. Preventive maintenance, 
protecting form liquid spills and dust accumulation, is the most useful step. Regular cleaning may help keep the 
keyboard working properly. If you shake your keyboard upside-down this may remove some of the particles that tend 

CAUTION! 
Before cleaning your monitor, 

unplug it from the electrical outlet. 
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to accumulate. If a mild vacuum is available, this is thought to be better than blowing. 

Caring for Your Mouse. Like the keyboard, the mouse pad is sitting in the open most of the time getting dusty, wet, 
slimed, or anything else that happens on you desktop. The mouse then rolls over whatever has collected on the mouse 
pad and gets inside, gumming up the works. To clean the mouse pad, wipe it off occasionally with a damp cloth or get 
a new one. If you turn your mouse over, youõll notice a round ball with a cover over it. This cover can be twisted off 
and the ball will come out. Roll the ball on a clean, lint free cloth. Then take a look at the rollers inside the mouse. 
Take tweezers, a screwdriver, or even your fingernail to scratch the dirt and lint off the rods. Next, you should look 
inside the mouse and clean out any other dirt or lint that is hiding in there. Finally, replace the ball and twist back on 
the cover. 

3.4 Troubleshooting Equipment  
Often no matter how well you take care of your equipment something might go wrong which will require your 
attention. A Troubleshooting Guide has been developed for the SmartCare system and is provided in Appendix A. 
The Troubleshooting Guide provides general information about common problems you may encounter, but if the 
possible solutions provided in the guide are not successful you should always consult with the DHIO or designated IT 
person, before attempting heroic measures.  

3.5 SmartCare System Improvement  
The SmartCare System Improvement Form (SIF) is the formal document used when the user is unable to solve 
problems, has questions, or would like to offer suggestions regarding the SmartCare system. Feedback from your 
sites is essential to successful deployments and management of the SmartCare system. Please note that 
suggestions for improving the system are highly encouraged. Any ideas that make your work, or the work of your 
staff, easier or more efficient, would likely help all users. A copy of the SmartCare System Improvement Form and the 
process for submitting the form is provided in Appendix B. 

The experience of the support team to date has been that the desired level of user feedback was not always obtained, 
and perhaps different methods will be proposed and developed that users are more inclined to use.  

If the SIF does not meet your need, please make a suggestion for a better tool! 

Critical user feedback is the lifeblood of an evolving information system; do not be shy! The SmartCare team, of 
which you are becoming part, your fellow users nationwide, and our patients (if they knew), will thank-you. 

More locally, system reports and audit trails will be used to support supervision and management of facilities. 

4 Deployment Framework 
4.1 Introduction 
The SmartCare paper and electronic patient record system will be phased into Zambian health facilities over time 
based a practical marriage of national priorities (top down) and site preparedness (bottom up). Selected sites will be 
required to assess ongoing processes to most effectively integrate the SmartCare system. Provincial, District and 
facility staff will be trained in the system and requested to provide feedback to the SmartCare team using the System 
Improvement Form.  

4.2 Deployment Timeframes 
The implementation timeframes vary by service and by implementing partner, so this document is generic, and leaves 
the actual timeframes to separate deployment documents, some of which are still being developed by the partners. 

Generally speaking, the deployment timeframe to new sites is dependant upon the success rate of the sites already in 
progress.  

4.3 Site Selection 
The updated MOH health record standards will be implemented in health centers and hospitals. Sites will be selected 
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based on a multitude of criteria including the availability of appropriate physical infrastructure to support an electronic 
system, effectiveness and consistency of logistics support, and sufficient human capacity to successfully manage it. 
SmartCare deployment may be constrained by the human and financial resources of the MOH and its partners to 
implement as well as to maintain the systems already in place, to avoid over-extension.  

Sites characteristics to be considered as part of a deployment strategy include; 

¶ Geographic location of initial site which permits adequate DHMT oversight, 

¶ Initial sites with strong PDMS or implementing partner support, 

¶ Prepared sites which have more highly trained DHIOs and MCH specialists with high documented 
achievement levels, 

¶ Prepared sites where clinical aspects of ART care are well established. 

¶ Prepared sites which provide ART, ANC, delivery, VCT, or PMTCT services (services covered by current 
release version of SmartCare), 

 

¶ To assure that the national SmartCare team has practical field experience, the team may assist one area a bit 
more intensively, and this may help by providing a model for other provinces and implementing partners.  

4.4 Site Preparation 
Upon site selection, each site will start the deployment process by completing the Site Preparation Checklist (See 
Appendix C). The checklist includes questions regarding the availability of necessary physical infrastructure to support 
the daily operations of an electronic system and staff skill levels for maintaining the electronic system. 

The checklist will be administered by the DHIO or perhaps self-administered by facility staff, where facility staff have 
this capacity and the checklists should be promptly returned to the DHIO (and appropriate implementing partners 
where available).  

The collective installation team; the facility staff, DHIO and implementing partner or PDMS; will use the Site 
Preparation Checklist to identify areas of strengths and weaknesses. The weaknesses will need to be addressed before 
the system is installed.  

A ôweaknessõ example might be the lack of a secure space to store the equipment. In this example the site would need 
to make or locate a secure area for the equipment before the electronic system can be deployed. This requires keeping 
in mind that the location of the equipment should be based on how best it will fit with patient flow in a health facility.  

4.5 Operations Analysis 

4.5.1  Definition  
An operation is a motivated process - a series of actions and events designed to achieve an end ð in this case, the 
intended result is quality health service delivery in the outpatient context.  

An Operations Analysis (OA) is the process of looking at the parts of complicated operations in order to understand 
them ð generally for the purpose of assessing effectiveness, changing them, replicating them, or interfacing with them.  

The Operations Analysis is a crucial senior-staff-administered exercise facilitated by experienced SmartCare 
deployment team members, to help new institutional implementers (such as hospitals and large clinics) to understand, 
document, (and reach consensus about) the current patient and data flow processes in a large institution, and 
the various facility and staff resources and constraints which affect delivery of services.  

The result of the analysis will often be eye opening to management. Sometimes the very process of bringing to 
light how things have actually been working will result in immediate changes being mandated and clear opportunities 
being identified. This is why both a senior member of the institution and of the SmartCare implementation team, need 
to be engaged in the consensual vetting of the analysis, so that if some changes are needed for optimal SmartCare 
implementation they can be tabled during a natural period of institutional reassessment and revision. 

The OA is designed to document how things actually work, not how people have been told to do them, nor at first, 
how policy would have them be.  

After a thorough OA, it may be required to provide time for the dust to settle while new information is assimilated, 



SmartCare v4.0 Procedures Manual | 6 
 

since the information sometimes triggers further revisions in operations that could necessitate redoing the 
SmartCare implementation approach for that institution, if implemented too soon. 

4.5.2  SmartCare Use of the Operations Analysis 
The OA will help the installation team to identify processes that will need to be modified, adopted, or removed to 
ensure ease of use and to maximize the benefits of the SmartCare 
system for patient care and reporting.  

SmartCare is engineered to be configured in several combinations of ways: 

¶ E-First, E-Fast, or E-Last data entry timing, for each context, 

¶ keyboard vs. touch screen data entry, for each context, 

¶ one computer vs. multiple, 

¶ number of sub-clinics IDs needed at facility, 

¶ Local Area Network (LAN) vs. stand-alone installations, 

¶ with or without issuance of SmartCards, (without, for ART only) 

¶ in rural clinics or urban institutions, 

¶ with dedicated data clerks or using existing and possibly clinical 
staff,  

¶ ANC vs. ART vs. VCT type clinical contexts.  

Additionally the system is engineered to be inclusive of and coordinated 
with the paper data processes in clinics that may continue using paper 
systems for several years, and to be forward looking about the gradual future events of transition to electronic 
capacity. (The key piece for this is to promulgate in paper clinics the use of a unique number per patient that is reused 
over time and location, the NUPN.) 

The OA helps inform the implementer about the best choice of configurations listed above, but also informs the 
configuration of Role-Based Security. 

Operations Analysis can yield information that affects SmartCare deployment or configuration or management. 
Health service operations vary by hospital, so a system designed to interface with existing hospital outpatient 
operations, and to improve them, must be well informed both about the existing processes at a facility, as well as 
knowledgeable about the different ways in which the new interfacing system (SmartCare) can be implemented to best 
fit a given context. 

Hospital operations often differ regarding Patient Flow, Document Flow, Staff Roles, and Service Delivery and often 
for good reasons, or at least, for reasons that one may not wish to try to revise as part of SmartCare implementation.  

Re-engineering even the outpatient part of hospital operations is quite beyond the scope of efficient SmartCare 
deployment. But the presence of this tool will surely provide some new options for operations and management that 
hospitals may likely decide to exploit in the future, and it may well serve as a catalyst for various operations 
improvements. (See Appendix D for the Operations Analysis Guide.) 

4.5.3 Types of Operational Analyses to deploy SmartCare 
The most critical step prior to configuring SmartCare for any large or complex facility is to thoroughly understand the 
existing operations. The following information will help: 

¶ Patient Flow chart showing how a patient moves through the system for different health conditions,  

¶ Current information systems in use including all documents in use and how they move with the patient, 

¶ Staffing and Roles in provision of the service and information system use. (The itemization of each task that 
each staff member needs to do to provide the service, will inform the configuration of the Role Based 
Security settings in SmartCare.),  

¶ Services Delivered, and 

Defining E-First, E-Fast and  
E-Last 

There are three ways in which 
SmartCare data capture can be 
operationalized within a facility:  
 
¶ E-First: data is entered while the 

provider is meeting with the 
client/patient. The client/patient 
goes away with updated 
information on their SmartCard. 
 

¶ E-Fast: data is entered while the 
client/patient is still in the facility. 
The client/patient goes away with 
updated information on their 
SmartCard. 
 

¶ E-Last: data is entered after a 
client/patient has left the facility. 
Their SmartCard is updated when 
they return for their next visit. 
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¶ Building layout and distances impact Patient and Data Flow options. 
  

The analysis begins once this information is documented and one describes all the ways these relate and interact with 
each other. While simple to say, is takes a bit of work to do. 

 

In Appendix D is an example of the level of detail needed for each hospital and major clinic. The example covers a 
hypothetical VCT service and initial parts of an HIV Care /ART service, and is NOT prescriptive. An example of two 
flow charts with both patient flow and document flow in one diagram follow, one for HIV Care/ART and one for 
ANC/PMTCT. Your facilityõs operations will surely differ in some regard. 

4.6 Baseline 
Baseline questionnaires will be administered at sites where SmartCare is to be implemented. The tool will gather key 
information for the SmartCare Project to assess progress towards meeting project objectives and to measure changes 
from the implementation of SmartCare in a site over time. The responses will establish what systems are in place and 
a little bit about how they are working. The results of the baseline may generate more questions than it answers. 
However the same questions will be asked over a period of time to understand the impact SmartCare has had on 
information management, the quality of patient care, and facility management and some of the questions make more 
sense when they are understood to be Time 0 questions, to which interesting answers may only happen after 6 or 12 
months. The final baseline questionnaire is under revision and will be provided separately. 

4.7 Training 
In addition to physically preparing the sites, human capacity must be enhanced prior to implementation. District and 
facility staff must be trained in the relevant aspects of managing the SmartCare system from maintaining patient 
confidentiality and system integrity to entering data and caring for the system. Specific training sessions will include; 

¶ Conducting District Director of Health and Manager of Planning and Development orientation session,  

¶ Conducting Training of Trainers for District Health Information Officers (DHIOs) and MCH/PMTCT/CT 
Coordinators (District level), as well as Implementing Partner level staff, 

¶ Conducting Data Management Specialist and implementing partner orientation, 

¶ Conducting M&E activities for the system, and providing feed back to the central team for any action needed 
at the central level.  

  
 

Important 
¶ You should make flow diagrams like those in Appendix D for each institution and each clinical service prior to 

implementing SmartCare for those services.   

¶ Flow diagrams should be available and discussed during facility training, and revised as necessary.  
¶ Flow diagrams should be posted in clinics using SmartCare. 

¶ Flow diagrams should be copied to the DHIO, PDMS, MOH and SmartCare support team. 

¶ Flow diagrams should be appended to the local copies of Procedures Manualsô Appendix D, at facility and at 

District, and kept on file at PHO and centrally to facilitate support. 
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5 Key SmartCare 
Procedures  
5.1 Facility by Facility Merge, Symmetric, and Asymmetric 

5.1.1 Merge: record-level data propagation 
Patients visit multiple clinics. If these clinics do not have SmartCare, each of these clinics will end up with a fragment 
of the patientõs health record. The patient may end up with one or more service specific paper documents which 
expire at the end of some period of service. The task of providing patients with continuity of care, and successful 
inter-service referrals, is the same as the task of making a single health record out of all the fragments and finding way 
for it to be accessible at each point of care. This is what SmartCare does. The following tells how. 
 
There are two ways that SmartCare can heal a broken health record: 

1 Provides a client with a portable copy of their electronic health record on a smart card called the òCare 
Cardó so that as they visit clinics, the prior fragments are linked, clinic by clinic. 

2 Provides a means for the health records to be gathered up, fragments are linked, and intact versions of 
records are redistributed to the same health facilities from which the fragments came. 

5.1.2 Circuit rider management and authentication 
Consideration must be made for managing and authenticating the person who will have rights to perform the patient 
record merging, referred to as the Circuit Rider. That role is sensitive, requiring a trusted individual who has been 
specifically authorized.  
 
RBS (Role Based Security) in SmartCare now supports a specific role for the Circuit Rider, but at some point 
leadership needs to provide structure, oversight, and review, of the use of the Circuit Rider privilege, just as for the 
DHIO Role privilege. 
 
Presently the system maintains a log of all user events, which is effectively an audit trail. Supervisors, DHIOs, 
directors, PDMS, implementing partners, may each have a need to review elements in this log, and it may be that push 
button reports should be designed and added to the system to make such oversight easier. 

¶ All other users, lacking the specific Circuit Rider Role, must be prevented from performing the merge.  

¶ The Circuit Rider Role should not be assigned to a facility staff, only a DHMT staff member. 

¶ Like the DHIO Role, the user with the Circuit Rider Role cannot be allowed to also have rights to facility 
patient level data. Neither one has a need to access patient level data.  

¶ Role Creation and User Rights Assignment is the task of the DHIO, so at the initial configuration of the 
Facility RBS, the DHIO needs to have secured a document from the DDH identifying the roughly two 
persons who will provide the Circuit Rider capacity for the District, and define them in the system.  

¶ Circuit Riders should be senior supervisors who most frequently visit all clinics.  

¶ It is possible to divide the Circuit Rider duties by facility or facility groups (i.e., West Circuit and East Circuit). 
 
Current Facility-by-Facility Merge. The electronic health records in SmartCare databases at facility level are accumulated 
and made available to the District office (DHMT) by a Circuit Rider for purposes of District level reporting and de-
duplication of counts.  
 
Monthly, the Circuit Rider goes from clinic to clinic with a flash drive (a small stick-like memory device), inserts it into 
the USB port of the facility computer, logs into SmartCare as the Circuit Rider Role, presses the Merge button in the 
Administration Mode of SmartCare, waits a bit until the merge is complete, logs out of SmartCare, then proceeds to 
the next clinic in the circuit and repeats these steps.  
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After this process is done for all clinics, the flash drive will have a de-duplicated master copy of all District records 
stored in a secure encrypted format called a Transport Database. When this full circuit Transport Database is then 
merged with the DHMT SmartCare database, the DHMT installation receives an update of all of the District data 
from SmartCare facilities. The DHMT is then capable of running reports for any facility or the District as a whole, as 
of the time of the first facility visit of the circuit ride. 
The database process of accumulating non-duplicative records is called a Facility by Facility Merge or FxF Merge.  

5.1.3 Use case: asymmetric circuit synchronization 
Goal: To propagate patient records across multiple Facility Databases by synchronizing each asymmetrically with a 
Transport Database. The end result will be a master transport database with each local facility database containing 
updated patient information for patients that it has seen. However, each local facility will contain no more individual 
patient records than it did at the start of the merge. 
Specifically, there are presently two types of merge, asymmetric and symmetric.   
 
The Asymmetric Merge is used for FxF. The asymmetric merge checks the Transport Database on the flash drive 
for any record fragments that link to a record on the Facility Database (FDB), and if present, links the fragments to 
make a more intact record and saves it both on the Transport DB and the FDB. All non-matching FDB records are 
also copied to the Transport DB, but Transport DB records of people who have never visited the Facility are NOT 
copied to the FDB. 
 
With the current SmartCare release and current HMIS reporting requirements, the District is the administrative level, 
and printing a HMIS report is the process, by which SmartCare produces the information needed by the HMIS for all 
the services in a District using SmartCare. 
 
Once there is a new HMIS implemented and the specifications for the modifications are final, SmartCare will export a 
specific aggregate file that the DHIO should be able to import directly, alleviating the need for data entry into HMIS. 

5.1.4 Use case: symmetric circuit synchronization 
Goal: To propagate patient records across multiple Facility Databases by synchronizing each with a Transport 
Database. 
 
The Symmetric Merge is used for the final step of the FxF circuit ride process: when the Circuit Rider returns to the 
DHMT and merges the full Transport DB with the DHMT DB, producing an updated District master database. 
Future District by District Merge. By a very similar process, de-identified versions of health records that have been 
accumulated at each DHMT within a Province can be periodically merged to provide the same de-duplicated 
SmartCare reports and dynamic maps of services versus populations at the Provincial Health Office (PHO) level as 
was available in SmartCare at the facility and District levels. 
 
By using a òSymmetric DxD mergeó (instead of asymmetric DxD merge), all the Districts in a province, as well as the 
PHO, end up with a Provincial GIS view of the de-identified electronic patient record data. No patient level reports 
or views of data will be available for DxD datasets, but the maps comparing the distribution of de-duplicated services 
by town and village vs. distribution of people, should be invaluable in assessing service gaps in a way never before 
possible. 
 
Future Province by Province Merge. The de-identified PHO held records could be available for further accumulation by 
SmartCare at the MOH, implementing partner, and NAC level for reporting, public health monitoring and evaluation, 
surveillance and analysis, as needed for epidemic or health services monitoring, again by the same merge process. For 
privacy assurance purposes both the DxD and PxP processes will operate on simplified de-identified records, with 
specificity reduced by using a sufficient set of top and bottom coding, interval coding, rounding, n-dimensional small 
cell suppression in OLAP structures, and geographic blurring where resolution indicates need to assure preservation 
of confidentiality. 
 
Role Based Security by Administrative Level. At each Administrative Level there are different RBS roles appropriate to that 
level: 

1) Facility: District level staff should not have access to patient level data when visiting a facility. Facility level 
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staff should not automatically have access to other facilities or even other sub-clinics of same facility, without 
specific need to know. DHIOs need to anticipate frequency of staff movement, and have sufficient numbers 
of users created at the time of establishing the lock down policy. 

2) District : Any access to patient level data at the District level is entered into a multi-year log for future review, 
since there is rarely a need to know patient level information at the District. Reports from this log will be 
made available to management. We presently expect there is no normal use case for District staff to need to 
access patient level data, except for unusual cases of clinical supervision QA, that should be done in a 
structured sampling manner (as in a system generated report, not user selected case records.. RBS Roles for 
all District staff not doing clinical quality assurance should not have access to patient records or patient level 
reports. 

3) Province and above: never have a need to review identified patient data, and identifiers are always removed 
at time of DxD merge and de-deduplication. PxP òmergeó will likely not be a true merge and de-
deduplication, but a simple òappendingó. This is in part for reasons of performance with multi-million record 
files and in part because the inter-province de-duplication yield as a percent of the total would be quite small. 

5.2 Assigning Unique Patient ID Numbers 

5.2.1 Background: record linkage and de-duplication 
Health care information may be collected at separate locations, different times and for somewhat different purposes, 
and as a result, health records usually are fragmented records at multiple locations.  

In Zambia, health records may lack sufficiently unique identification for national linkage, photocopiers are not often 
present, transport alone is a challenge and telecommunications often unaffordable or absent. So creating a 
comprehensive longitudinal patient health record (electronic or paper) system, rather than a snap shot patient record, 
is difficult.  

SmartCare helps to properly connect fragments once they are brought to a common place, by using record linkage 
and record de-duplication.  

The means by which this is done is through the creation and use of unique IDs.  

In the health system context, the assignment of unique IDs is generally not hard, but rather properly connecting 
health record fragments and preventing the assignment of multiple unique IDs to one person, and then recognizing 
and fixing this condition once if it has happened is the hard part. The process of recognizing and fixing the 
assignment of multiple IDs is called Record De-duplication and Reconciliation. 

The following five classes of IDs in the SmartCare system are designed to provide the system with the capacity to 
provide unique IDs and to help prevent, detect, and repair the assignment and use of Multiple IDs. 

5.2.2 SmartCare identifiers: five classes of IDõs used in system 
The SmartCare System will utilize the following 5 classes of identifiers (4 external and 1 internal) in order to achieve 
record linkage and record de-duplication:  

 
NUPN: Nationally Unique Patient Number   

¶ Bridging paper and electronic systems 

Example: 5040-251-00001-1  
(PPDDFFFnnnnn-C)  

¶ PP: Province  

¶ DD: District   

¶ FFF: Facility or clinic code; FFF codes are strings and can be alpha  

¶ Nnnnn: Locally assured unique in clinic serial number,  

¶ C: trailing digit of check sum of serial number digits 
Card ID:  

¶ Unique number up to 99,999,999  

¶ Shorter, random correlate of NUPN 

Examples: 01-01-01-01 or 99-99-99-99  

¶ Assigned to patient upon provision of an initialized SmartCard  
with patient EHR  

Patient GUID: Globally Unique ID  

¶ 16-Byte random key links patient in  
distributed DB tables 

Example: {3F2504E0-4F89-11D3-9A0C-0305E82C3301};  
 


