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Forward

Since the health reforms o ¥ingtthhealth idotmatiornl systet.dO
of the early milestones of the health reforms was the creation of a health management informat
(HMIS) that was paper based at health facility pextien(t Ievahd automated Bistrictlevel (n aggratg
forml n early 2000, efforts were made to exte
at providing a strengthened patient level information system, capable of providing continuity of
patients / clients, while enablingiats to carry their medical health record in electronicThrsnsystem
is presently called SmartCare.

The development of the SmartCare system has been based on a modular approach, witki@F)| ¢
VCT) and HIV CareART, CT and PMTQBervices beg the initial moduleshe development proces:
can be traced, in sum, as follows:

Late. 2003 Concept formation regarding complete patient level data systems and life long
2004 Consensus Building and Start of Software fioe #stopitiahANC module of the Con
software development support from the Centers for Disease Control and Preve
2005 Release of version 1.0:

Piloting and refinement (irDicfige
Release of version 2.0:

Firstuse of smartcards as electronic health records for continuity of care in Zam
2006 Release of version 3.15 including:

Integration of the Lusaka DHMT/CIDRZ ART Patient Tracking system (PTS), a
Patient Tracking SYy&E&RTS) temporarily.

Identification of the system as a national standard by MOH

Revision of the SmadGaemds name, from
2007 Release of version 3.2 including:

Full prescription and dispensation data captur®edliaemesehsices

Addition of Role Based Security for all users

Secure reporting, and other data security and confid éeditalrasproteptiotocols
2008 Release of version 4.0 including:

PaediatritlV; Postnatal servitzesider trackikgppingndGIS;

Patient Charts (initial versions); new Registration structusie:Cleavgelimkzan

New Site Configurationdoek; improved Login Security; new CPU type Smartcan
Compatibility with new HMIS (DHIS); updated Reporting Rtfeataroepprts

New primary storage 20x more I®xipatdr merges withmdication albps#ict

The development of the SmartCare software has, to a large extent, been collaborative with cooj
partners, and based on existing Ministry of Healtkldatents, protocols and regulations.

This Procedures Manual is a guide to thesoftware processes that are essential in implementing
SmartCare system. It is intended that the SmartCare system will improve service delivery and p
and aso improve HMIS data accuracy, reliability and timeliness.

Dr. Simon K Miti

Permanent Secretary
Ministry of Health
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AcCronyms

ACRONYMS DEFINITION

ANC
ART
ARTIS
CDC
CHAZ
CIDRZ
CRS
CT

MS
MSH/RPM
NAC
NGO
NHSP
NUPN
OA
OPD
PHO
PMTCT
QA
RBS
SIF

B
USAID
VCT

Antenatal Care

Antiretroviral Therapy

ART Information System

Centers for Disease Control and Prevention
Churches Health Association of Zaan
Center for Infectious Disease Research in Zambia
Catholic Relief Services

Counseling and Testing

Database

District Director of Health

District Health Information Officer

District Health Management Team

Elizaketh Glaser Pediatric AIDS Foundation
Facility Database

Geographic Information System

Globally Unique ID

Health Management Information System
Health Service and Systems Program
Identification

Information Technology

Local Area Network

Monitoring and Evaluation

Maternal and Child Health

Ministry of Health

Manager of Planning and Development
Management System

Management Sciences for Health/Rational Pharmaceutical Management

Natioral HIV/AIDS/STI/TB Council
Non-Governmental Organization

National Health Strategic Plan

Nationally Unigue Patient Numbers
Operations Analysis

Outpatient

Provincial Health Office

Prevention of Mother to Child Transsios of HIV
Quiality Assurance

Role Based Security

System Improvement Form

Tuberculosis

United States Agency for International Development
Voluntary Counseling and Testing
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UNGASS United Nations General Assembly Special SessidIV/AIDS
UNESCO United Nations Educational, Scientiincl Cultural Organization
WAN Wide Area Network

WHO World Health Organization

ZEPRS Zambia Electronic Pediatric Records System
ZIHP Zambia Integrated Health Project

ZPCT Zambia Preventio@are and Treatment Partnership
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Introduction

The Procedures Manual is designed as a guide for the implementation of thee Sysei@an the health c
facilities.It covers a host of important steps that must be followed for successful implementation and 1
preimplementation site preparation through-pogtementation troubleshooting and maintendimte manual a
discusses in detail the importance of security, protecting privacy and confitteitidéty.in the appendices &
number of tools that will help the user in the site level implementation of the SmartCare system and
importance of sedty, protecting privacy and confidentiality.

It is important to understand that a system like SmartCare is 90% people, meaning that it is not just the
software that make this system wdihe successful implementation and usage of Smaitt#pams on tli
supervisors, managers, service providers and all other staff members working as a team to fulfill the
system while protecting the privacy and confidentiality of clients and patiemy. ways this will involve a shi
the culture of how medical records are handled as a result of the migration froaspdpeedical records t
electronic health record system.

This document represents the o0Obes
|l iving document that is designed

Background

2.1 Conceptual Framework

The Conceptual Framewahtawshe connection between the correct implementation of the SmartCararsys
the improved health status of Zambid@hs portable electronic patient health record is designed to allow se
providers access to historical patient data regardless of health facilities used in the past or types of serv

p r aThis documens ¢

t
to evolve as

As patient hisries and interactions are entered into the system clinical, laboratory and pharmaceutical se
providers have at their disposal the essential information necessary to make informed decisions about a
patient care. While providing more infdiometo decision makers, one of the benefits of the electronic syste!
it preserves patient confidentiality by restricting accessdssenitial information.

The system is engineered to promote data use by all levels of Health Fafligieist thealth Management Tec
(DHMTSs), the Provincial Health Offices (PHOSs), the Ministry of Health (MOH) and the MOH Implementir
Partners, for management and policy making by providing access accurate and timely information.

It is an assumption of thegpect that improving data timeliness will increase its relevance and consumptiol
mere data into usable information. Service providers, managers and policy makers will use this informat
treatment decisions, adapt procedures, and poéeitss to improve the quality of patient care. It is believed tl
improving the quality of health care services for all patients in the country will result in an overall improv
national health status.

The SmartCare team in close collaboratibrtivei MOH has designed the structure of the data tools to facilit
ease with which patient data is collected and ensure the integrity of the standard data recommended by
tools have also been structured so that they promote adhetbkese t@tionally recognized standards of care

2.2 Project Objectives

The SmartCare projeobjectives are mtiiyered:

Impact Statement: Improved health status of Zambians

1| SmartCare v4.@rocedures Manual



Outcome Statement: Improved continuity of care

Output Statement 1: Improvedavailability of and access to patient information
Output Statement 2: Improved availability of and access to management informatio
Output Statement 3: Improved utilization of patient information

Output Statement 4: Improved utilization of magament information

The output statements will be the measurable results of the SnPaicigrareme

Figure 1 SmartCare Conceptual Framework

Conceptual Framework of SmartCare Syst

Clinicia
Electronic n
Health | makes | __
Record an |
system links informe !
patient data d I
to care: ! Impr
Over time indad OVG‘? ™
Between Decisi Policy/ | ! quali IMPRO
locations on manage| 1 | ¥ Of VED
Across maker | | ment |, ;a:re HEALT
services s use change H
(e.g. timely s at STATU
ANIC progr facility S OF
Assumptions
Quality structured and standard data tools improves data collection ease,
quality, and use
Improved access to and utilization of clinical information will result in
better informed care decisions, management and policies
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Hardware andSoftware

3.1 Hardware Requirements

The hardware requirements for any given health care facility will vary depending on seyereutiingthe siz:
of the clinic, the number of staff, the number of patients seen, whether or not you will have multiple com
together with a server, whether or not your system will be in communication with the central system and

D o médiry about trying to decide what hardware you will need, the personnel who will be installing your
configure your hardware to meet your needs.

The hardware and software for your health care facility will be provided to you. There aillyrcidrge to you
budget for these items.

The following is a summary of the hardware specifications used for the Smart Care application:

Hardware Minimum Requirements Preferred Setup
Computer 1 GB RAM 2 GB RAM
Hard Drive 10 GB 60 GB
Operating Syster Windows 2000 Windows XP
Service Pack SP 2 --

Mega Hertz 15 2.0

Card Reader EZ 100 --
Touch Screen  Dell E153 FPTc (1024 x 768)
Smartcard 256 KB (good for 150 data storage interac

3.2 Software Setup

Your system will come with an installatisk that will automatically install all of the following software, mak
your system fully functional:

.NET Firmware

SQL Server desktop edition

Crystal Report Runtime Components

SMARTCARE SYSTEM Database

Developer Express Components

SmartCare Runtime

Cad Reader Installer

Desktop Shortcut to SMARTCARE SYSTEM Application

3.3 Caring for Your Equipment

Caring for Your Monitorclean your antistatic screen, lightly dampen a sg CAUTION!

clean cloth with water. If possible, use a specialslzarimg tissue or Before cleaning your monitor,
solution suitable for the antistatic coating. Do not use benzene, thinner, | unplug it from the electrical outlet.
ammonia, abrasive cleaners, or compresdddead lightiglampened, warm
cloth to clean the plastics. Avoid using detergent of any kind as some detergents leave a niékylalsticdh t
you notice a white powder when you unpack your monitor, wipe it off with a cloth. This white powder occ
the shipping of the monitddandle youmonitor with care as darkalored plastics may scratch and show wt
scuff marks mre than lightecolored monitor.

=4 =8 -8 -4 _8_9_-9_-°

Caring for Your KeybOaedof the dirtiest parts of your computer is the keyd@@dentive maintenance,
protecting form liquid spills and dust accumulation, is the most useful step. Regular cleaning may help k
keyboard working properlfyyou shake your keyboard upside/n this may remove some of the particles that
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to accumulatéf a mild vacuum is available, this is thought to be better than blowing.

Caring for Your Mduge the keyboard, the moypsal is sitting in the open most of the time getting dusty, we
slimed, or anything else that happens on you deBkéomouse then rolls over whatever has collected on the
pad and gets inside, gumming up the wbokslean the mouse pad, wipaffioccasionally with a damp cloth ol
a new one. I f you turn your mous e Thiswevercan peawisted d
and the ball will come o®oll the ball on a clean, lint free cldtien take a look at thellers inside the mouse.

Take tweezers, a screwdriver, or even your fingernail to scratch the dirt and lint offliset,rpds.should look
inside the mouse and clean out any other dirt or lint that is hiding iRitiadise.replace the ball andstviback on

the cover.

3.4 Troubleshooting Equipment

Often no matter how well you take care of your equipment something might go wrong which will require
attentionA Troubleshooting Guide has been developed for the SmartCare system and is propeixnAp
The Troubleshooting Guide provides general information about common problems you may encounter, |
possible solutions provided in the guide are not successful you should always consult with the DHIO or ¢
person, before attenipy heroic measures.

3.5 SmartCare System Improvement

The SmartCare System Improvement Form (SIF) is the formal document used when the user is unable t
problems, has questions, or would like to offer suggestions regarding the SmartCeedpsi&rrom your
sites is essential to successful deployments and management of the SmartCare syddgase note that
suggestions for improving the system are highly encodmag&tbas that make your work, or the work of you
staff, easier or more efficiambuld likely help all users. A copy of the SmartCare System Improvement Fol
process for submitting the form is provided in Appendix B.

The experience of the support team to date has been that the desired level of user feedback wasainedl
and perhaps different methods will be proposed and developed that users are more inclined to use.

Ifthe SIF does not meet your need, please make a suggestion for a better tool!

Critical user feedback is the lifeblood of an evolving informatem;sye not be shyhe SmartCare team, of
which you are becoming part, your fellow users nationwide, and our patients (if they knewsyauill thank

More locally, system reports and audit trails will be used to support supervision and managéesnt of faci

Deployment Framework

4.1 Introduction

The SmartCare paper and electronic patient record system will be phased into Zambian health facilities
based a practical marriage of national priorities (top down) and site preparedness (bottordupleSelgidbe
required to assess ongoing processes to most effectively integrate the SmartCare systeDistPiciwndial,
facility staff will be trained in the system and requested to provide feedback to the SmartCare team usin
Improvament Form.

4.2 Deployment Timeframes

The implementation timeframes vary by service and by implementing partner, so this document is gener
the actual timeframes to separate deployment documents, some of which are still being developeersy tt

Generally speaking, the deployment timeframe to new sites is dependant upon the success rate of the s
progress.

4.3 Site Selection

The updated MOH health record standards will be implemented in health centers and&Shespitdlfselected
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based on a multitude of criteria including the availability of appropriate physical infrastructure to support
system, effectiveness and consistency of logistics support, and sufficient human capacity to successfully
Smart@re deployment may be constrained by the human and financial resources of the MOH and its pa
implement as well as to maintain the systems already in place, to aexidnsiean.

Sites characteristics to be considered as part of a deplowtegyt isclude;

Geographic location of initial site which permits adequate DHMT oversight,

Initial sites with strong PDMS or implementing partner support,

Prepared sites which have more highly trained DHIOs and MCH specialists with high documente
achieverant levels,

Prepared sites where clinical aspects of ART care are well established.

Prepared sites which provide ART, ANC, delivery, VCT, or PMTCT services (services covered b
release version of SmartCare),

= = E ]

1 To assure that the national SmartCxm thas practical field experience, the team may assist one a
more intensively, and this may help by providing a model for other provinces and implementing [

4.4 Site Preparation

Upon site selection, each site will start the deploymensgipaesnpleting the Site Preparation Checklist (Se
Appendix C). The checklist includes questions regarding the availability of necessary physical infrastruc
the daily operations of an electronic system and staff skill levels for maimagténgronic system.

The checklist will be administered by the DHIO or perhagedseifiistered by facility staff, where facility staff
thiscapacityand the checklists should be promptly returned to the DHIO (and appropriate implementing p
where available).

The collective installation team; the facility staff, DHIO and implementing partner or PDMS; will use the ¢
Preparation Checklist to identify areas of strengths and weakhessesknesses will need to be addressed
the systm is installed.

A Oweaknessd® example might be t Hehislexampie the $ite veouldsne
to make or locate a secure area for the equipment before the electronic system can bénideiqyieds keepi
in mind that the location of the equipment should be based on how best it will fit with patient flow in a he

4.5 Operations Analysis
4.5.1 Definition

An operation is a motivated proceaseries of actions and events designed to achievedam teisdcase, the
intended result is quality health service delivery in the outpatient context.

An Operations Analysis (OA) is the process of looking at the parts of complicated operations in order to
thema generally for the purpose of assessfagtigeness, changing them, replicating them, or interfacing wi

The Operations Analysis is a crucial sstaffradministere@xerciséacilitated by experienced SmartCare
deployment team members, to help new institutional implementers (egpitads bnd large clinicsytmerstand
document, (and reach consensus about) the current patient dod gatecessean a large institution, and
thevarious facilitgend staff resourcasd constraintshich affect delivery of services.

The result of the analysis will often be eye opening to managemer@ometimes the very process of bringin
light how things have actually been working will result in immediate changes beingamdtetategpportunities
being identifiedThis is why both a sen member of the institution and of the SmartCare implementation tee
to be engaged in the consensual vetting of the analysis, so that if some changes are needed for optimal
implementation they can be tabled during a natural periodtutfansl reassessmanidrevision.

The OA is designed to document how things actually work, not how people have been told to do them, r
how policy would have them be.

After a thorough OA, it may be required to provide time for the dutiietevdele new information is assimilate
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since the information sometimes triggers further revisions in operations that could necessitate redoing tt
SmartCarenplementation approach for that institution, if implemented too soon.

4.5.2 SmartCareUse of the Orations Analysis

The OAwill help the installation team to identify procéisaewill need to be modified, adopted, or removed
ensure ease of use and to maximize the benefits of the SmartCare

systenfor patient care and reporting. . ,
Defining E-First, E-Fast and
SmartCare is engered to be configured in several combinations of W E-Last
i L There are three ways in which
1 E-First, EFast, or ELast data entry timing, for each context, | SmartCare data capture can be
operationalized within a facility:
1 keyboard vs. touch screen data entry, for each context,
. 1 E-First: data is entered while the
I one computer vs. multiple, provider is meeting with the
. .. client/patient. The client/patient
1 number of sukzlinics IDs needed at facility, goes away with updated
1 LocalArea Network (LAN) vs. staralone installations, information on their SmartCard.
; ; ; ; 1 E-Fast: data is entered while the
1 with or without issuance 8martCarg (without, for ART only) clientpatientis stil in the facilty
 in rural clinics or urban institutions, 72 Sl el st gees eran i
updated information on their
1 with dedicated data clerks or using existing and possibly clin SmartCard.
staff, 9 E-.Last: dgta is entered aﬂe( a
f ANC vs. ART vs. VCT typeirital contexts. clisifpitzn hes Jeiiine Bl
Their SmartCard is updated when
Additionally the system is engineered to be inclusive of and coordin theyreturn for their next visit.

with the paper data processes in clinics that may continue using paper

systems for several years, and to be forward looking about the gradual future evetits &b tedatsronic
capacity(The key piece for this is to promulgate in paper clinics the use of a unique number per patient tl
over time and location, the NUPN.)

The OA helps inform the implementer about the best choice of configuragidrabliste, but also informs the
configuration of RolBased Security.

Operations Analysisin yield information that affects SmartCare deployment or configuration or managen
Health service operations vary by hospital, so a system designed to ithesfastng hospital outpatient
operations, and to improve them, must be well informed both about the existing processes at a facility, a
knowledgeable about the different ways in which the new interfacing system (SmartCare) can be st
fit a given context.

Hospital operations often differ regarding Patient Flow, Document Flow, Staff Roles, and Service Delivel
for good reasons, or at least, for reasons that one may not wish to try to revise as part of SmartCatiemy

Reengineering even the outpatient part of hospital operations is quite beyond the scope of efficient Sme
deployment. But the presence of this tool will surely provide some new options for operations and mana
hospitals may likely dee to exploit in the future, and it may well serve as a catalyst for various operations
improvements. (See Appendix D for the Operations Analysis Guide.)

4.5.3 Types of Operational Analyses todeploy SmartCare

The most critical step prior to configuring Snaae@r any large or complex facility is to thoroughly underst:
existing operationghe following information will help:

9 Patient Flow chart showing how a patient moves through the system for different health conditior
1 Current information systenmsuse including all documents in use and how they move with the patie
1 Staffing and Roles in provision of the seandénformation system ug@he itemization of each task tr

each staff member needs to do to provide the service, will informfidgperaton of the Role Based
Security settings in SmartCare.),

I Services Delivered, and

SmartCare v4.@rocedures Manuab



1 Building layout and distances impact Patielidata Flow options.

The analysis begins once this information is documented and one describes all the gtk deteehct witl
each other. While simple to say, is takes a bit of work to do.

Important
You should make flow diagrams like those in Appendix D for each institution and each clinical service prior o
implementing SmartCare for those services.
Flow diagrams should be available and discussed during facility training, and revised as necessary.
Flow diagrams should be posted in clinics using SmartCare.
Flow diagrams should be copied to the DHIO, PDMS, MOH and SmartCare support team.
FIl ow diagrams should be appended to the | ocal copi
District, and kept on file at PHO and centrally to facilitate support.

=

= = = =

In Appendix D is an example of the level of detail needed for each hospital and major clinic. The exampl
hypothetical VCT service and initial parts of an Hé (B4&RT service, and is NOT prescriptive. An example ¢
flow charts with both patient flow and document flow in one diagram follow, one for HIV Care/ART and c
ANC/PMTCT.Your facilityés operations will surely

4.6 Baseline

Basehe questionnaires will be administered at sites where SmartCare is to be implemented. The tool wi
information for the SmartCare Project to assess progress towards meeting project objectives and to me:
from the implementation of @mCare in a site over time. The responses will establish what systems are ir
a little bit about how they are working. The results of the baseline may generate more questions than it ¢
However the same questions will be asked over aqfdinod to understand the impact SmartCare has had c
information management, the quality of patient care, and facility management and some of the question:
sense when they are understood to be Time 0 questions, to which interesting armwerspypsn after 6 or 1.
months.The final baseline questionnaire is under revision and will be provided separately.

4.7 Training

In addition to physically preparing the sites, human capacity must be enhanced prior to impBistittaind.
facility st must be trained in the relevant aspects of managing the SmartCare system from maintaining
confidentiality and system integrity to entering data and caring for the system. Specific training sessions

1 Conductingistrict Director of Health and Manager of Planning and Development orientation sessi

1 Conducting Training of Trainers fistrict Health Information Officers (DHIOs) and MCH/PMTCT/C
Coordinatorsijistrictlevel), as well as Implementing Partner level staff,

1 Conducting Da Management Specialist and implementing partner orientation,

1 ConductingM&E activities for the system, and providing feed back to the central team for any acti
at the central level.
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Key SmartCare
Procedures

5.1 Facility by Facility Merge, Symméeric, and Asymmetric

5.1.1 Merge:record-leveldatapropagation

Patients visit multiple clinitfsthese clinics do not have SmartCare, each of these clinics will end up with a
of the pat i eThdpatent hay antl aphlwithroeeoranordaEspecific paper documents which
expire at the end of some period of serVieetask of providing patients with continuity of care, and succes:
inter-service referrals, is the same as the task of making a single health record out of allttherfdafymdeny we
for it to be accessible at each point of G&is.is what SmartCare doé® following tells how.

There are two ways that SmartCare can heal a broken health record:
1 Provides a client with a portable copy of their electronic heatthrred o n a s maQdae c
Cardd so that as they visit clinics, the pri
2 Provides a means for the health records to be gathered up, fragments are linked, and intact vers
records are redistributemithe same health facilities from which the fragments came.

5.1.2 Circuit rider management andauthentication

Consideration must be made for managing and authenticating the person who will have rights to perforn
record merging, referred to as theutiRider. That role is sensitive, requiring a trusted individual who has |
specifically authorized.

RBS (Role Based Security) in SmartCare now supports a specific role for the Circuit Rider, but at some
leadership needs to provide structurersight, and review, of the use of the Circuit Rider privilege, just as f
DHIO Role privilege.

Presently the system maintains a log of all user events, which is effectively arSapeitvisolrs, DHIOs,
directors, PDMS, implementing partneay each have a need to review elements in this log, and it may be
button reports should be designed and added to the system to make such oversight easier.

9 All other users, lacking the specific Circuit Rider Role, must be prevented fronmgdhiemmerge.

1 The Circuit Rider Role should not be assigned to a facility staff, only a DHMT staff member.

9 Like the DHIO Role, the user with the Circuit Rider Role cannot be allowed to also have rights to
patient level dathleither one has a k& access patient level data.

1 Role Creation and User Rights Assignment is the task of the DHIO, so at the initial configuration
Facility RBS, the DHIO needs to have secured a document from the DDH identifying the roughly
persons who will prade the Circuit Rider capacity for Bhistrict and define them in the system.

9 Circuit Riders should be senior supervisors who most frequently visit all clinics.

1 Itis possible to divide the Circuit Rider duties by facility or facility groups (i€irddesand East Circu

Current FactHityFacility Merdée electronic health records in SmartCare databases at facility level are acc
and made available to strict office (DHMT) by &Circuit Rider for purposes dDistrictlevel repding and de
duplication of counts.

Monthly, the Circuit Rider goes from clinic to clinic with a flash drive (a srrédestiekmory device), inserts it
the USB port of the facility computer, logs into SmartCare as the Circuit Rider RotbeMesgedutton in the
Administration Mode of SmartCare, waits a bit until the merge is complete, logs out of SmartCare, then |
the next clinic in the circuit and repeats these steps.
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After this process is done for all clinics, the flash dhilivhave deduplicateanaster copy of dllistrictrecords
stored in a secure encrypted format callednaport DatabaseWhen this full circuit Transport Database is tf
merged with the DHMT SmartCare database, the DHMT installation receidedeanfugl of th®istrictdata
from SmartCare faciliti€idie DHMT is then capable of running reports for any facility @rigtectas a whole, a
of the time of the first facility visit of the circuit ride.

The database process of accumulatinglgalicative records is called a Facility by Facility Mefge dlerge.

5.1.3 Use case:asymmetric circuit synchronization

Goal To propagate patient records across multiple Facility Databases by synchronizing each asymmetri
Transport Databas€he ad result will be a master transport database with each local facility database co
updated patient information for patients that it hasldegrever, each local facility will contain no more indivi
patient records than it did at the starhefrherge.

Specifically, there are presently two types of merge, asymmetric and symmetric.

The Asymmetric Mergeis used for FxFhe asymmetric merge checks the Transport Database on the flas|
for any record fragments that link to a record oRdbdity Database(FDB), and if present, links the fragment
make a more intact record and saves it both on the Transport DB and tAd RRfBnatching FDB records ar
also copied to the Transport DB, but Transport DB records of people who havesteddhe Facility are NOT
copied to the FDB.

With the current SmartCare release and current HMIS reporting requireni2istsictiie the administrative leve
and printing a HMIS report is the process, by which SmartCare produces the infoedatidnyrtbe HMIS for «
the services inRistrictusing SmartCare.

Once there is a new HMIS implemented and the specifications for the modifications are final, SmartCare
specific aggregate file that the DHIO should be able to impoiydaketiating the need for data entry into HI

5.1.4 Use case:symmetric circuit synchronization

Goal To propagate patient records across multiple Facility Databases by synchronizing each with a Tral
Database.

The Symmetric Mergeis used for the finatep of the FxF circuit ride process: when the Circuit Rider return
DHMT and merges the full Transport DB with the DHMT DB, producing an upiRiatedt master database.
FuureDistricbyDistricMergdy a very similar proceds;identified versions of health record¢hat have been
acamulated at each DHMT within eoRince can be periodically merged to provide the sashuplidated
SmartCare reports and dynamic maps of services versus populations at the Provincial Health Office$PF
was available in SmartCare at the facilitip istrett levels.

By using a oSymmetric DxD mer g e Districts imesprogircel asovéll as
PHO, end up with a Provincial GIS view of th@eéatified electronicgtient record datdlo patient level reports
or views of data will be available for DxD datasets, but the maps comparing the distdewtigplicdtedservices
by town and village vs. distribution of people, should be invaluable in assessingsénace ggnever before
possible.

Future Province by Provincéhdeatgdentified PHO held records could be available for further accumulatio
SmartCare at the MOH, implementing partner, and NAC level for reporting, public health neowitvahgation
surveillance and analysis, as needed for epidemic or health services monitoring, again by the same Foer
privacy assurance purposes both the DxD and PxP processes will operate on shidpfititddieecords, with
specificity r@uced by using a sufficient set of top and bottom coding, interval coding, rowdidiegsional sma
cell suppression in OLAP structures, and geographic blurring where resolution indicates need to assure
of confidentiality.

Role BaseenBty by Administrative Ladvehch Administrative Level there are differentrBBS appropriate to th

level:
1) Facility: Districtlevel staff should not have access to patient level data when visitingFatalayitievel
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staff should not autoatically have access to other facilities or even otkaingigof same facility, withc
specific need to knoDHIOs need to anticipate frequency of staff movement, and have sufficient r
of users created at the time of establishing the lockpddayn

2) District: Any access to patient level data ddigtectlevel is entered into a myidar log for future revie
since there is rarely a need to know patient level informatioBiatribeReports from this log will be
made available to megyemeniVe presently expect there is no normal use ca&¥etfmt staff to need to
access patient level data, except for unusual cases of clinical supervision QA, that should be dol
structured sampling manner (as in a system generated repeet, selected case recoRBS Roles for
all District staff not doing clinical quality assurance should not have access to patient records or [

reports.

3) Province and abovenever have a need to review identified patient data, and &largifaways remowv:
at time of DxD merganddededuplicatorP x P o mer ge 6 wi | | éanddeel y n
deduplicaton but a simple oOoappendingo. Thi sniliongecarc

files and in part because titertprovincededuplicatioryield as a percent of the total would be quite ¢

5.2 Assigning Unique Patient ID Numbers

5.2.1 Background:record linkage andde-duplication

Health care information may be collected at separate locations, different times aadHat ddferent purpose:
and as a result, health records usually are fragmented records at multiple locations.

In Zambia, health records may lack sufficiently unique identification for national linkage, photocopiers ar
present, transport aloigea challenge and telecommunications often unaffordable orSabeesating a
comprehensive longitudinal patient health record (electronic or paper) system, rather than a snap shot p
is difficult.

SmartCare helps to properly connegnfirents once they are brought to a common place, by using record li
and recora@leduplication

The means by which this is done is through the creation and use of unique IDs.

In the health system context, the assignment of unique IDs is gendrally, imit rather properly connecting
health record fragments and preventing the assignment of multiple unique IDs to one person, and then r
and fixing this condition once if it has happened is the hard part. The process of recognizinghend fixing
assignment of multiple IDs is called ReBarduplicatiorand Reconciliation.

The following five classes of IDs in the SmartCare system are designed to provide the system with the ¢
provide unique IDs and to help prevent, detect, and tepassignment and use of Multiple IDs.
5.2.2 SmartCareidentifiers:fivecl asses of | D6s wused in

The SmartCare System will utilize the following 5 classes of identifiers (4 external and 1 internal) in orde
record linkage and recordaiglicdion:

NUPN: Nationally Unique Patient Number | Example: 504252000011
f Bridging papeandelectronic systemg (PPDDFFFnnnn#C)
1 PP: Province
9 DD:District
1 FH-= Facility oclinic codeFFF coaes are strings and ca
1 Nnnnn Locally assured gpuie in clinic serial number,
1 C:trailing digit of check sum of serial number digits

Card ID: Examgpes: 0101-01-01 or 99999999
1 Unigue number up to 99,999,999 1 Assigned to patient upon provision of an initiaradtCe
I Shorter, random correlate of NUPN | with patienEHR

Patient GUID: Globally Unique ID Example{3F2504E4F8911D39A0G0305E82C3301};
1 16Byterandomkey links patient in

distributedDB tables
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Facility-ServiceCase IDs Examples: Hspital ID,SafeMotherhood ID, Insurance ID

1 Unique by facility
1 maybe by service, maybe by case*y
IDs arelocally assigned

1

Quasi IDs: Examples: phone#, NRC#, address, name, DOB

1 Quasi unique values,
1 Based on client information
1 Used to deluplicate record fragment

The purpose of each ideiatifand its relationships to other identifiers is presented below:
Nationally Unigue Patient Numbéd U PN (_ épN Eh\W )

The NUPN isdesigned to be a unique ID that

=4 =8 8 -4 -8 -9

can be localigndmanually uniquely assigned without telecom or computer
can be used irotth paper and electronic record system elements

provides basis for linking paper record fragments upon computerization
only training of card issuers and client education protects exclusivity
over time may be replaced by Cardbtidy are linked to PatieGtUID

has a one to one relationship with Patient GUID, ddedgplicaton t he ear |l i est
but the duplicate NUPN values are maintained in patient ID table fod eseitication

Card ID
The Card ID islesigned to be a unique Iiat

f
f

E R E

E

is SmartCare system assigned for complete assurance of uniqueness nationwide due to product
printing unique serialized runs

is human readable but linked 1:1 with computer readable Card ID due to production process of p
initializing Card ID in single pass

only training of card issuers and client education protects exclusivity; protocols exist for provisior
andreplacement cards with diff IDs, but in these cases the multiple Card IDs are assigned by sys
knows d@ent and are linked via Patient GUID and posentuplicatiorproblem.

is of random content and so slightly more confidential than NUPN

is 2/3 length, less burdensoramlgmore accurate for manual transcription

is durable, portable, and valued (dueitg @printed on attractive plastic smart card)
linksSmartCardhstance to patient indirectly, via internal system managed Patient GUID, so that in
that a card is lost, a new-prated and initialized card can be assigned without need tmtewviaElDs
for patient (Patient GUIDs may be in tables at multiple disconnected sites)

Card ID has a many to one relationship with NUPN

Card ID has a many to one relationship with patient GUID

Card I D can be retired ijgnedto amothgripatientbuias idduplicate
NUPNs above, duplicate, retired Card ID values are maintained in the patient ID tableder use in
duplication

Patient GUID
The Patient GUID is a unigl@ that

f

f
f
1

i's SmartCar e syst eomracwaely rbeahande a GUWEmMay he eipeciekctdr
once per 20128 or 10738 times)

is fully secure and privéteever printed, never visible, not human used

provides the glue between patient information fragments, and is associated with each
Duringdeduplicaton i n case duplicate fragments are
all duplicate Patient GUID values are maintained in patient ID table for subsequdetdig®ication

FacilityServiceCase ID
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The FacilinServte Case ID is gite or purposespecific legacy (nd@martCare) ID that

= E I =

is usually unique within a specified local context, and is used by a provider of services for interna
processes; may hot be unique over time

may provide link to (usually pggrecord fragments in that context
may be very public IBssometimes written on large carried documents

may have 1:1 or M:1 relationship with Patient GUID; but hazard is that they may not be unique, &
alone might lead to a false positive link.

maybe useful durindeduplicatiorin the same manner as Quasi IDs

QuasiUnigue IDs

QuasiUnigue IDS are patieprovided relatively specific values that

1

f
f
f
f

6.1

when sufficient in number and used in combination are usually unique

exist independently of the Sr@are system

might generally be provided by patient in the future

might generally be relatively constant over time

are selected for entry into Smarwu@arnd®dslded a
record fragments when the systenfdilesl to assure exclusivity of the IDs used by a client.

Security

Executive Overview

SmartCare System Security Policies are intended to address ditenaecessddata integritgonditions
associated with use of SmartCaireese include physicybtem and software system access, and data presel
policies, a people policy that includes training, privileges (including limited personal use of equipment, R
Security) and responsibilities, and lastly a security assurance policydongréssecurity performance failures
abuses as they arise.

1) Pemle Procedures for Users, User Supervisors, User Managers, Patidhies;sand

a. Training elements (assuring that people kobeies well as operations)

. Isprincipl e @&&8pon mlkudersldie beld desponsible; no access
provided to persons for whom a signe
System Security Policiesd is not on

b. User elements

. 2dprincipl e 0dystemdccdsis leditto that 6Gne person, or very small
number of persons, who Oneed to know

ii. Oversight: viewing patient records in absence of a patient visit has limited legitime
purpose, and all such events are logged by the systerieifior re

c. Supervision elements (procedures supervisors may use which allow them to assure syste
follow security policies and good practices)

d. Management elements (procedures higher levels of management may use to assure that
assure that systeusers follow security policies and good practices)

. 3dprinciple O0Separation of Powerso: ¢
different users; this reduces risk and simplifies oversight

2) Physical System Procedubesess Bstritions and Sfem htegrityAssurance

a. Access protection
I. After hours (grills, locks, who has keys, how they are kept)
ii. During operations (who can enter space, for what reasons, who supervises and a
who manages supervision and assures compliance)
b. Integrity potection
i. Protection from heat, sun, dust, water, vibration, falls, magnetism, theft,

3) Software System ProcedubesessRestrictions andystemintegrityAssurance
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a. Facility oUseré6 account operations
i. Data entry; dat@ndreport access; data bapk syst@ error reporting
b. DHI O 0Power User 6 and oUser 6 account op
i. Configuration, user accounts; baglandFxF merge oversight; support
c. MOHandl mpl ementing Partner centr al 0Admin
i. Initial installation, site configuration, DHIO actmat up; high tech repairs; OS upgre
4) Security Assurance ProcedBesurityQualityMaintenance anfissurance dystemintegrity
5) An appropriate cascade of control interventions for system security quality issues is required to &
a. System Perforamce failures: security gap identification and response

I. Revise physical access restrietioitraining to address gaps

ii. Revise logical access restricimitraining to address gaps

ii. Revise procedure implementaéiodtraining to address gaps

b. Individual Wer Performance issues (failure to adhere to System Security procedures)

i. Structured retraining and rehearsal of procedures (for gaps in knowledge)

ii. Reduction of access privileges, such as reassignment to other duties that do not i
system responsikidi$ (for inappropriate use of privileges or demonstrated repeated
to follow procedures)

ii. Reduction of scope of responsibility for management or supervision (for repeated
implement and maintain specific procedures)

c. User Abuse dPrivileges

i. Suspension of duties

ii. Release from employment

iii. Legal prosecution (for intentional breaches, fraud, or misuse of authority)

6) SmartCare Data Badgp and Security Procedures
a. Facilities with single SmartCare installation (1 computer)
i. V4.0
1. Daily backup to local hard drive at time of logout (active, but user is promp
BU at logout)
2. Provide smart cards to clients (passive, distributeleo®U on smart cards)
3. Monthly Merge witbistrict (active, but needed for information cascade, off
BU)
b. Facilities with multiple staiadl one Smar t Car e i nsdiatlesad i(o>n
network)
i. V4.0
1. Dalily intrafacility Merge with other sudite installations (to maintain synchron
2. Daily Backup to local hard drive at time of logout
3. Provide smart cards to clients (distributediteffBU)
4. Monthly Merge witbistrict (off site BU)
c. Facilities with SmartCare configured as asdiarér system on a LAN (>1 computer, network

i. V4.0

1. Daily backup to local hard drive at time of logout
2. Provide smart cards to clients (distributeesicdfBU)
3. Monthly Merge witDistrict (off site BU)

Protecting Privacy
and Confidentiality

7.1 Introduction

The SmartCare security procedures will help to preserve and control access to health facilitieane quagierd
recordsProtection of sensitive data gathered by the SmartCare system is necessary to maintain data ac
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integrity Three interrelated concepts have an impact on the development and implementation of protectic
sensitive datPrivacy, Confidentiality, and Security.

Privacy is a legal concéptefers to the legal protection accorded to an individual to control both access to
of personal information and provides a framework within which confidentiality andaseconfifemented.

Confidentially relates to the privacy of individuals when storing, transferring and using their data, given tl
individuals may be considered to have rights as well as responsibilities;

Security is a collection of technical appro#wteaddresses issues covering physical, electronic, and proce
aspects of information protecti@ecurity issues fall in two categories: security from breach of privacy and
from data loss or corrupticd®ood backup procedures, including @ite backups, as well as preserving ‘audit t
of all changes, are therefore part of security considerations.

The subsequent sections explain the necessary elements and proposed strategies in securing privacy a
confidentiality in the SmartCardesys

7.2 Ethical Considerations in Protecting Privacy and
Confidentiality

7.2.1 Adherence tointernational ethical and legal ssandards

The procedures that generate personal health data should conform to international ethical and legal star
Fundamental ethicaihd legal standards for protecting privacy and confidentiality exist in relevant human r
instruments. See: Universal Declaration on Human Rights; Article 17 of the International Covenant on C
Political RightsArticle 37 of the Convention omet Rights of the Child; paragraph 16 of the 2001 UNGASS
declaration; and Article 9 of the UNESCO Universal Declaration on Bioethics and Human Rights.

Data collection that fails to conform to these standards should not be used for the program activity.

7.2.2 Respect forindividual rights

Organizations, institutions, and individuals should respect the rights of those whose identifiable data ma
or stored. These rights include but are not limited to:

1 The right to refuse to answer questions posebg tollecting the data
9 The right to have a copy of their health record

1 The right to access, review, and correct identified data that can be verified to be erroneous

9 The right to voluntary informed consent when appropriate

1 The right to seek redress, withnegative consequences, for a perceived breach of confidentiality
7.2.3 Obligation to assure thatprotections are inplace

Organizations, institutions, and individuals having access to the data have an obligation to ensure that t
confidentiality and sedyrprotections for identifiable information are in place.

1 Confidentiality and security protections are needed to ensure the quality of prevention, treatment
programs.

1 Local ownership and proper steps to ensure confidentiality and secuatproside quality data for
reporting upstream.

1 Measures for confidentiality and security protection should go hand in hand with community and
efforts to reduce stigma.

7.2.4 Technical andphysicalsecurity should be assured

Personal health informatiand data collected for patient management and monitoring should be maintaine
technically and physically secure environment.
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7.2.5 Authorized users should bdrained, demonstratecompetence and
accountability

Individuals authorized to access personal h#altimation should receive appropriate training and should be
responsible for protecting confidentiality.

7.2.6 Securitybreaches should benvestigated andsanctionsimposed
Security breaches and loss of confidentiality should be thoroughly investiggiptbpriate sanctions imposed

7.2.7 Laws, regulations,policies, andsecurity procedures should be
continuously reviewed

Security procedures, policies, regulation and laws should be continuously reviewed, independently asse
changed when required.

7.2.8 ldentifiable data should beshared inlimited circumstances
under explicit authority of the Ministry
Data should only be shared between or among organizations or institutions under the proviso that:

T the recipient organi zat i avdandwalde using thdidate foraapvellr
defined legitimate health purpose intended to either directly benefit the patient or, under MOH at
public health, and

1 the security and confidentiality measures of the receiving organization megtuhe standards of the
organization which collected the data and which were, in effect, consented to by the patient whel
were providedThis requirement generally results in the need for increased levels of security for in
levels of data acowlation.

7.2.9 Data access anduse forresearchpurposes

Organizations that provide significant support to sites should monitor and evaluate data
sites, subject to the authorities of the University of Zambia Research Ethics Committee
relevaninstitutional Review Boards or their equivalents, and the Ministry of Hitmakver,
access or use for purposes of research should additionally be guided both by a represel
Research Committee process for overseeing pesparake of urconseted public health dat:
and by more stringent policies stipulating required conditions for conducting such resear
including:

limitation of data access to thaimum records and fields required for the project,

predefinition of scope of project inding shells of tables proposed for publication,

an approved research protocol including demonstration of research competence and experience

researcher(s),

1 commitment to use of data for a defined period and the approved purpose, and to destary(if elata
is deidentified) securely archive all data after an agreed period after research is complete,

9 description of security measures to be used while data are held by readaagneement to have thes
security measures audited,

1 commitmenthat no efforts will be made to identify an individual, unless this is an essential and ay
part of the research protocol or is necessary for provision of medical care, in which case it must |
demonstrated that a consented protisoodt feasibief this research or medical care is necessary, ar
the prospect of benefit substantially outweighs the risk,

9 restriction of further dissemination of data by researcher to assistants or other persons not name
request, and

1 review of worlkby MOH orprior to publication to assure privacy is sufficiently protected.

= =4 -9

7.2.16haringindividual patient datawith other governmentagencies

Individual level information should not be shared with those charged with law enforcement, immigration:
mangement of the public welfare system, or othehealth functions without consent, except in circumstan
involving the threat of imiment danger agrave physical harm to individuals or populations.
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7.2.11Scope ofdatacollection should notexceedpurpose

Organizations and institutions should collect only information that fulfills the clearly stated and authorizec
for which the data is collected.

7.2.12Policies andprocedures should bdranspaent andavailable

Organizations, institutions, and individsiatsuld ensure that all policies and procedures related to security ¢
confidentiality of identifiable information are transparent and available. This includes potential future use
collected patient information, including on deceased iadBvidu

7.2.130rganizations, institutions, and individuals should be accountable

Organizations, institutions, and individuals who fail to adequately protect the security and confidentiality
identifiable information should be held accountable and approprexteesamposed.

7.2.14Policies andprocedures should beonsistent with theseprinciples

The development and implementation of policies and procedures should be consistent with these princig
involve concerned persons (such as those living with tdI\g}leer stakeholders, and be integrated into natior
care and treatment plans and practice.

7.3 Strategies and Concepts for Protecting Privacy and
Confidentiality

7.3.1 Balance between potecting privacy rights and protecting the public welfare

The public health gbto safeguard the health of communities through the collection and dissemination of
must be carefully balanced with the individual
cultural norms, which may influence tipedieies, while ethical principles should guide decisiking regarding

the appropriate use and dissemination of@adsall, guiding principles should be based on human rights pr

The purpose of establishing health information confidgrtiaditsecurity principles is to assure that health de
used to serve the improvement of health, as well as the reduction of harm, for all people, healthy and nc
Pursuing this goal involves an ongoing process of refining the balance beetiweeingrof benefits, which can
should come from the wise and fullest use of data, and protection from harm, which can result from eithe
or inadvertent inappropriate release of individually identifiable data.

7.3.2 Requires more than a technicasolution

Appropriate policies, procedures and technical methods must be balanced to secure both individual and
protectionsA number of managerial and organizational procedures need to be followed to ensure safegu
collection, transfeind storage of personal identified data, use of the data and the dissemination and dispc
information.

7.3.3 Assessing risk of breach and of risk of harm

In developing a security policy, assessing the risk of a confidentiality breach is often tleetfirsteisrmining
risk to confidential data and is discussed in Chapter 6 Security Overview, Chapter 7 Protecting Security
Confidentiality, and Chapter 8: SmartCare User Rights and Responsibilities, but consideration of breach
alone is indticient, given that the purpose of the system is to both protect data and to make data approp!
accessible.

The risk of harm following either a breacch proper as@esss with the national or local context according to
of stigma, lacki@omprehensive public health safety nets, legal traditions of respect of privacy, religious
and other local conditiorihe greatest social benefit, which is associated with fullest possible heaitbedfate
public good, becomes ava#éaonce a society masters the issues of stigma and universal access to good ¢
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regardless of health condition, since these are prerequisites for minimizing risk of harm due to health da
society.

However the two elements which may mdsein€e the risk of harm are:
1 the type of the data provided (aggregated or not; identified or not), and
9 the means by which data is provided: view, print hardcopy, export a file

7.3.4 Risk of harm by type of dataidentifiability, specificity, and sensitivity

Privacy sensitivity and thek of harm to both the patient and the health system if confidentiality is not pres:
depend on the identifiability of the data, and the specificity and sensitivity of the information it reveals, ar
sometimes other factors.

In increasing order of risk, these data types can be classified as:
1) Aggregated datale.g., counts by category, such as HMIS tallies)

a. Anonymized aggregate tables (no identifiers, few fieldgawiic categoriesy table approved
experienced sigticians for public use with minimal risk of identification even when ancillar
used together with the anonymized aggregates

b. Aggregated tables with no 'small cells',

c. Aggregated tables that may include small cells (note: an aggregate table withgeu n't s
similar risk to ddentified line listed patient data

d. Nonraggregated data or o6individual ©patien
report; often a printout with one patie

2) De-identified individual records- potentially personally identifiable data (when ancillary data migh
that would result in identification),

3) Coded individual records- names are replaced by initials; external IDs such as NRC are removed
system ID iprovided

4) Identified individual records- inexplicitly personally identified d&sk assessment, regulations, poli
user roles, and training, all need to reflect a consideration of these classes of data.

5) Single individual complete recordcontaining geat detail, and possibly identifying persons other tha
patient.

Role Based Security (RBS) in SmartCare provides for defining data use roles according to the five catec
above:

1) Aggregate tabular report

2) De-identified individual line listeelport

3) Coded individual line listed report

4) Identified individual line listed report

5) Single individual complete report

To support these distinctions, Reports are grouped in this same way.

In the future, it may be required to provide access rightsporicbsereport basis for some reports; it may alsc
that the Aggregate report category will be partitioned into 3 categories, as above.

7.3.5 Risk of harm by media of data outputview, print paper, export a file

The ease of redistribution to unauthorizedsugethe same confidential data that the system is designed to
available to authorized users (clinical providers from whom the patient has sought services) is a second
risk of harm following system breach or access.

Accordingly Role Bad Security provides distinct rights for viewing, printing or exporting data.

Note that export rights shoUREVER be a default right for any role or any user, and should only be enable
temporary purpose of exporting limitedicitified data acading to an approved purpose authorized by the |
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and ethics review committee, and if for research, additionally by a public health data research oversight
described in 7.2.9 Research Use of Public Health Data.

7.3.6 Need to continually refine ptivacy and confidentiality law and regulations as
new questions arise

Within countries, privacy and confidentiality laws should be in place, or developed if not already in place
parameters of privacy or confidentiality laws must be revielatam by those involved with the data at all |
New technologies and procedures may require addressing in new regulations and sometimes by new la

7.3.7 Need to develop, useand update written policies

Countries and organizations within all levettgediealthcare system should have a written policy of security
procedures concerning the way data are collected, stored, transferred and released. The policies need t
implemented at all relevant levels, and staff need to have understood theghsigiexiaan agreement stating
they will implement them as part of their work. This will also involve training new staff and updating all st
relevant procedures.

As with privacy and confidentiality law, policies also need to be livimgikscaontinually reassessed and re\
in the light of changes in norms, values, staffing, patient requirements, clinical protocols, technologies, a

7.3.8 Need to identify an accountable agent

Organizations at all levels of the healthcare systeimeamational organizations, should identify a security ar
confidentiality officer (SCO) to be ultimately responsible for the confidentiality and security of personal h
information within that organization.

7.3.9 Obligations of authorizing and funding olganizations:

System authorizing agencies and donors alike should comply with privacy standards and principles, and
obligation to make a portion of the funding of health services available for implementing them, sufficient
adequate protaoh of the data collected and used; and to require that maintaining these Privacy, Confide
Security standards are a condition for authorizing or funding of any implementing partners or agencies.

SmartCare User Rights anc
Responsibllities

8.1 Facility-based User Rights and Responsibilities

This gction provides guidance for the handling of visitors to the health facilities by facility staff, and also
guidance regarding any requests for access to the equipment and patient healttpezanrée@r@nic) that is |
the custody of the facility. For security purposes, a visitor is any person not stationed for duty at your fac

8.1.1 General facilitybased wserrights and responsibilities

Non-patient visitors may have physical accessientealth facility only with written authorization from the Dt
or first hand verbal authorization from the DHNRE&main with any visitors.

Authorization for visitors (Circuit Rider, Quality Assurance Specialist, Management, DHIO, implementing
MOH) to access clinic computer equipment or SmartCare software must be in writing, must speafdpurp
access limits, and an ID must be providedord the identity, authority, date, time, and purpose of any indiv
who has access to paper or et records, and remain with them to supeBtst#.may turnover, and access
authorization is not permanent.
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Passwords control two stages of facility computer agtbeg-acility User password controls access to the
computer operating systemq &r) a personal SmartCare password controls access to patienFesigyds.
passwords may be changed by the fakifiyoperly authorized visitor will have their own password to Smart
but should ask facility staff to start the operating system

Facility staff may i.) use the same Facility User password to start the computer operating system, and dc
authorized for access, but ii) passwords to Sr
supervisomMeveraccess SmartCare with your password, and then allow another person to use SmartCar
namelf you do this, the log file will show it was you, and youwill be accountable.

Al ways touch oO0Logout 6 Wsceen sdvarwithgsstorl dusubs usedgto Helm@re
accidentally |l eaving the system O6opend for a t

Persons authorized to access SmartCare have til
a DHIO may have no need to view identified patimtc or ds i n a facility sin
clinical staff may have no need to access supervisor reports if they are not supervising, and iii) Quality A
Specialists may have no need to enterSatiarity for patients is impeal by providing each user role with onl
scope of access that meets their need, and monitoring the usage for irregularity.

8.1.2 Specificfacility-basedclinical userrights and responsibilities

If you are a clinician working in a health facility, you en@gponsible for entering or accessing identified pa
health records in SmartCare, reviewing the management of patients who are not doing well, and potenti
supervising other cliniciaslditionally, for small clinics, you may have the resgtyngibdliversee daily
management and security of the system such as performanceips.bagiore remote clinics, you may need 1
create SmartCare user accounts when the DHIO is not available.

A cliniciands access ¢ge,allpwed anlg as part of@rovidingdcare to spatient. |
SmartCare keeps a log of records that have been opened and Dinsvegdvill be reviewed periodically in
management reports to assure confidential procedures are being respected.

For more remt locations, creation of new SmartCare users may need to be done by the facility lead use
be assigned a r ol encbhya rDgHl 60 wciatlhl eldi ndiCtlei dn i he &dgition te
creating paper user roles callexilers (i.e. clinicians who are authorized to sign paper clinical forms as p!
this facility, and whose names and IDs will show up on choice lists for data entry of Provider ID field at e
form, but who may NOT have login rights), thei€anin-charge role can create clinical data entry luasthg, the
Cliniciarin-charge role can reassign this role to their replacement @tirtibange, at which point they relinqui
this role Only one person at a facility should have tls rol

8.1.3 Specificfacility-baseddata entry userrights and responsibilities

If you are a Data Associate (a data entry staff employed in some larger facilities, with specialized Whtiu
has been given additional responsibilities for system suggeolrdim job performance and demonstrated expe
someti mes you may be asked to be responsible f
Using other rights to access the operating system is logged and reviewed bysthe aogeswch accesses shc
correspond fully with documented tasks assiBegardless of other responsibilities, when using SmartCare
will always access the computer with a oUserod

A Data Entry st arecbrédisa limited miglege, allowedonlpvehite itheyrarte érgering dat
patientSmartCare keeps a log of records that have been opened and Ti@isgavill be reviewed periodica
by supervision to assure confidential procedures are bpegeae.

8.1.4 Specificquality assurancespecialistuserrights andresponsibilities at afacility

If you are a Quality Assurance Specialist (a roving specialist who may be based at proviDesratdargerith
an implementing partner, having spedalalizend/or statistical education who has been given additional
responsibilities for system Quality Assurance, Monigmdtigyaluation via a Facility User account), your Sme
Role in a facility may permit access to supervisory reports not &vaithbtefacility users, but this role does n
include data entry or modification of défaen you find errors or issues, report them to DHMT, MOH and
SmartCare team so that there is systematic documentation of issues prior to intdresatieporiare likely to
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be generally useful, and may often be the feedback that leads{widgstaprovements. Regardless of these

speci al roles within SmartCare, a Quality Ass!
password.
AQualty Assurance Specialistds access to a pati

reviewing data quality issues on a scheduled visit, and does not include chaBgiagi@atea.keeps a log of
records that have been opened aad ed This log will be reviewed periodically by supervision to assure
confidential procedures are being respected.

8.1.5 Specificcircuit rider userrights and responsibilities when at dacility

If you are thdistrict Circuit Rider performing (a roving spkstiwho may be based at province or |Bigeicis
or with an implementing partner, having specialized IT and/or statistical education who has been given &
responsibilities for system Quality Assurance, Monigmatievaluation via a Facillyser account), performing
your SmartCare Role in a facility does not include access to reports, patient data, or data entry or modif
Regardless of these special roles within SmartDetaceCircuit Rider always accesses the conwpithies
oUser o6 | evel password.

A Circuit Riderds access to a patientds recor
District Data Merge scheduled visit, and does not include viewing identifi8thdd@are keeps a logexords
that have been opened and browBeis.log will be reviewed periodically by supervision to assure confiden
procedures are being respected.

8.1.6 Specific DHIO userrights andresponsibilities when at dacility

If you are thdistrict Health Inform#&on Officer (often the responsible IT person for supporting all the syste
District), you may have special rights and responsibilities regarding the operating system. To partially oft
liability for this substantial responsibility |geel,should assure that your own SmartCare Role as Facility Sy
Administrator will not include access to patient data, even though part of your role is to create the user a
all other facility staff, including those who can and should atieetsipta.

This partitioning of rights reflects th#tabHiCe ec
were to create a clinical user account for him or herself or another unauthorized person in order to acce:
data, this wuld be a serious abuse of authdrdyenhance security, the SmartCare system will permanently
irregular RBS events of this type for future reports and review by managbiEdtwill always be logged into
the computer wi trdwhenaocEssirg i SmartQaeevotother ggatsts tivecoperating systel
will be logged and reviewed, and such accesses should correspond fully with documented tasks assigne
or central MOH SmartCare system administration tasks whichsecjuioperating system access.

A DHI O staffds access is a |limited privilege,
for which the DHIO is responsible, but not to permit patient a8resstCare keeps a log of recordshtha bee
opened and browserhis log will be reviewed periodically by supervision to assure confidential procedure
respected.

Al nor mal operations at a facility are desnggr
systemln emergency, the DHIO and MOH or implementing partner IT Specialists will have special levels
to the operating system, but this special access is logged and monitored, and is normally only used for i
installation, configation, and operating system upgrades.

At time of configuration of a new clinic installation of SmartCare, it may be prudent for a DHIO to create
of aci-duestl,yariltywg uest 2, Gluacst L0y xmar t Ca fnetcurendyrworkin
at the facility, but who might be moved or transferred to the facility in theTiueseepreset accounts would allc
the DHIO to provide a password to a new user at a facility by phone, without having to go to the faaility &
create a new user each time there is a staff chdanges woul d require careful

user | Dds and p as s WistricidAlernatif/ety,rfor rmdrel rembta locatibris, tcreagion of inex
SmartCareusersymaneed to be done by facility | ead uwise
chargedé with | imited rights to create clinical

8.1.7 Specific MOH and implementing partnerrights and responsibilities at a
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facility

If you are the MOHbr implementing partner SmartCare IT Specialist in your area (such as an MOH Smar
lead, a PDMS or the lead IT specialist for an MOH authorized implementing partner), performing your us
SmartCare Role in a facility, this will not include aoqesteint data, clinical reports, or data entry or modifice
of data, except upon identification of a system problem that makes such actions necessary, and for whic
assignment is documented by superviBianawill usually be at the requedheffacility, the DHIO, the DHMT, «
at the central direction of the MOH or MOH implementing paifhere should be an authorizing event. If it is
possible to address the service problem with

Alead I T Specialistds access to a patientds re
order to provide the required system support, and upon régeesbntrols on this access are in the limited ni
of persons with s access, the fact that the access is on request of others, the level of oversight the acti
and the physical access control embodies in the fact that the occasion of each physical access to the de
facility is recorde@hese perst and these conditions are the only ones that might entail access to Smartt
files outside SmartCare Role Based Security limitations.

At time of a new clinic installation of SmartCare (may be done on a computer centrally, and later sliel)yen
be a password protected installation in the field, the MOH Lead IT User will provide the initial values for
install ationds site, owner , |l evel , supporting

system rights, and theHID initial SmartCare passwo8lbsequently this information may be edited by the C
via the Admin section of SmartCare, but these further site configuration changes are logged by the syste

8.2 User Rights and Responsibilities at a DHMT Installation of
SmartCare

I n nor mal operations, a Circuit Rider periodi
Databased6 in a s erDistidt tooreate a étuplicated sehdf dll SrhaatCare Ipatignts ia
District This isdone using a flash drive and a Circuit Rider password, and results in an updated, encrypte
Database being returned tothe DHMIThi s Tr ansport Database is the
system installation to create a SmartCare systéng lablistrictwide dataset.

This SmartCare DHMT file serves as the basistiplieatedistrictreports, exports of counts to HMIS, and |
al s o -saint eddp fbbftheadcords at the facilities, should a syste(hdad.that client held smieards are al
an effective of6ite backup)

Because the number of patient records &tistrict may be roughly 10 times the number at a single facility, ¢
this DHMT SmartCare database must be designed with substantially more resttictitarty pegarding acces
identified patient recordRole Based Security for a DHMT installation of SmartCare supports a more limitt
rights than at a facility, and the tool is primarily intended to providistttetmanagement with a védayge variet
of current and dduplicated reports and maps oferict

1 to assist in the identificationsmErvice problems or gaps,
i to aid projections of consumable resource needs,

i to target interventions,

i to help evaluate program interventions,

9 to better allocate staff based on load, and

9 to assist in justifying budget requests.

Districtuse of compileDistrictwide facility data is primarily for statistical and management purposes. Acc
identified patient data will be disabled by default.

8.3 User Rights and Responsibilities at a PHO Installation of
SmartCare

I n nor mal operations, a Circuit Rider periodic
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Databased6 in a serial ma n n e r-dugicated adt of all SrHdviTase patients ¢
province wideThis may be done using a flash drive and a Circuit Rider password, but may be increasing|
WAN as telecommunications expdncesults in an updated, encrypted Transport Database being rettireed
PHO.Thi s Transport Database is then o0Mergedo wi
system holding a province wide dataset. t he DHMT t o DHMT 0 midentified @ith ael
merge, retaining only a certed version of the internal system id for linkage athapdleation purposeslany
potentially identifying data categories are made less specific, ages grouped, etc.

This SmartCare PHO file serves as the basis of more tirdeplidated province repe than is available via a
paper systenthere is no need to access identified patient data, and there is no capacitiw the sallions of
visit records per year will provide a very clear picture of epidemiologic and programmatic conaatiagdnd
with the SmartCare GIS function, will be very useful for identifying trends and gaps, and for communicat
observations is ways that are readily understood.

The provincial tool is primarily intended to provid®iktictmanagement withvery large variety of current ar
deduplicated reports and maps ofsrict

i to assist in the identifications#rvice problems or gaps,

9 to aid projections of consumable resource needs,

i to target interventions,

1 to help evaluate program intervergjon

1 to better allocate staff based on load, and

i to assist in justifying budget requests.

Provincial and national use of aggregated praviedacility data is for statistical and management purpose

8.4 Written Authorizat i on f or Acc eSssem ano
Access Log

It is an unusual event to have a visitor for purposes of accessing your electronic records, unless it is for
oversight of facility operations, sinceQtgrictwill have an aggregated backup of all but the most recent rAc
Ovisitordod for this purpose i s any person not ¢

In the event that a visitor needs to access electronic records, the DHMT Director will provide an original
authorization, including:

9 Date of authorization ter
1 To (Specific Facilities, or@lktrict Facilities)
9 Person(s) authorized to have access
9 Purpose of accedsqluding a statement of the limiting scope of the access)
9 Duration of access authority (start date and end date)
9 Original signature of persautf@orizing visitor access
The affected facility wildl record in the 6Syst
I Date and time of access
91 Dates of authorized access
1 Person(s) authorized to have access (and verify that this is the ID of person accessing)
1 Purpose of access and it the scope of the access
1 Person authorizing

If there is need for repeat access covered under a single authorizatiomathe agonfirms that the person still
carries the original letter, and then makes a new date and time entry in the Systarg Aefeeencing the initial
authorizationAuthorization may be removed by the authority reclaiming the letter, thus need for the origir
Sample O6Access Authorization Letterso and faci
reference.
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8.5 Pledge of Confidentiality and Information Protection

In order to protect the privacy, confidentiality and security of patient information and electronic health rec
SmartCare system all users at every level of the system mushdndecept and sign the Pledge of Confider
and Information Protection document (see Appendix I). This signed and completed document will be key
the facility and hold SmartCare Users accountable for their respective rights anditrespohsitbusing the
system.

In addition, trainers and supervisors should ensure that SmartCare users have basic knowledge and un
the importance of security, privacy and confidentiality. A sample list of security questions to digstialioe p
existing SmartCare user understanding of the importance of security, privacy, and confidentiality in the S
system is listed in AppendiXde answers to these questions will provide guidance on where more training
necessary in thesarof security.
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Appendix A:
Troubleshooting
Equipment

EQUIPMENT TROUBLESHOOTING GUIDE

If the options listed in the troubleshooting guide do not solve the problem(s), always contact the DHIO o

IT person

POWER PROBLEMS-EQUI PMENT

| S 0DEADS®

The following table contains general information about common electrical supply problems you might en

COMMON SYMPTOMS

POSSIBLE SOLUTIONS

No indication that equipment has power

Monitor:
1 No picture
1 No lit power button
1 Noresponse to other buton

Computer (CPU):

1 Nolights

f No fan or hard drive or other sour

1 No beeps &r you press

Power On Button

1 Nowarmth in power supply
Printer:

1 Nolights

T No sounds

1 Noresponse if you press power |
or test buttons

UPS:
1 No lights
T No sound

T Nowamth

1 No power output from
outlets in back of UPS

Ensure power buttons are depressed fully when you are turning device o
Verify electricity supply, with due calegtrocution can be fatdl

Note: electricity flows, like water in water pipes.
Powe fails when the supply is switched off, unplugged, a fuse fails, wire |
or battery dies, at any point 0O6u

Check upstream parts of power supply chain:

Fuse in equipment: reset if present.

Power cable connections at deandat source: check for good connect
Power cable(s): swap if possible.

Fuse in cable plug; check/swap fuse.

UPS: verify it is operating and indicates sufficient power; reset fuse;
temporarily bypass UPS if not working.

Surge suppressor: verify switch 6 ond; check fus
Mains electrical outlet: use alternate outlet known to work; check circ
Circuit serving mains outlets: replace fuse, or reset circuit breaker.
Equi pment: swap; replace i1 f 06d

=4 =8 =8 -8 -8 _9_9_°5_-°9

General strategies forleting problems:

1 Use asimple, inexpensive device, like a light bulb in a lamp, to test
power supply at points in supply chain.

1 Either bypass neworking power supply parts, or swap\warking parts
for parts known to work.

1 Binary Search: quickly diwithe size of the problem by first checking the
midpoint in a supply chain, then the midpoint of the half not working, etc.

TOUCH SCREEN PROBLEMS

The following table contains general information about common monitor problems you might éhcteutiter.
Touch Screen Monitor has three cables with three different purposes:
1. apower cabléhat plugs into a UPS device, a surge suppressing cable, or a mains outlet,
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avideo cablevith a 15 pin plug, that connects to the video port of the computer, and
aUSB cableghat connects to the flat USB port of the computer, just like a mouse, and

conveys information about where the screen is touched. This USB cable provides the touch
screen feature, and special software (TouchWare) must be installed to use it.

COMMON SYMPTOMS

POSSIBLE SOLUTIONS

No picture, light in power button is OF
Omonitor is dead?d

1 Ensure power button is pressed fully.

1 Verify electricity supply (see Power Problems section, above
1T Press |l eft button on Delénda
for monitor configuration)f i.) you have power and your power bu
light is burned out, but actually ON, AND ii) someone has set all
intensities to 0 (zero), the menu should appear normally and yot
the Color Settirgyto reset the color intensity to the Normal Preset
(nonblack!) stat& his is similar to brightness controls on other mc

No picture or no brightness,
light in power button is ON

1 Check connection integrity at both ends of the video cableui®
gets from computer to screen.

Increase 'Brightnessid'Contrast' controls, using buttons on m
Check for bent or broken pins on thes@ib cable.
Perform monitor seliest feature check

Picture Is fuzzy, blurry or ghosting

Press left kton on the monitor to access the monitor controls,
Sel ect OFactory Resetd, or
Select Image SettingsRbase' and 'Clock’

Swap video extension cables

Perform monitor reset

Lower video resolution or increase font size

Wavy picture or fine movement

Push’Auto Adjust' button

Adjust ‘Phase’ and 'Clock’ controls via OSD

Perform monitor reset

Check environmental factors such as interference from other
equipment nearby by removing or turning them off

Relocate and test in otheono

S I I I B B B e R |

LCD screen has spots

Clean the LCD Screen, please ref@atong for Your Monitor
Cycle power caoff

These are pixels that are permanently ofsanddtural defect th
in LCD technology

=A =4 4|1

LCD screen has bright spots

Cycle power caoff

These are pixels that are permanently on and is a natural de
in LCD technology

= =4

Picture too dim or too bright

Perform monitor reset
Push 'Aub Adjust' button
Adjust 'Brightnessind'Contrast’ controls

Screen not centered correctly

Perform monitor reset on "All Settings"

Push 'AuteAdjust’ button

Adjust the centering controls

Ensure monitor is in proper video mode, please refeeset dis|

Screen has one or more lines

Perform monitor reset

Push 'Auto Adjust' button

Adjust ‘Phase’ and 'Clock’ controls via OSD

Peform monitor seltest feature check and determine if these
Check for bent or broken pins on thes@ib cable.

Screen is scrambled or appears torn

Perform monitor reset

A=A =A== A=AA=" A==
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COMMON SYMPTOMS

POSSIBLE SOLUTIONS

Push 'Auto Adjust' button

Adjust 'Phase’ and 'Cloatthtrols via OSD

Perform monitor seliest feature check to determine if scrambl
mode

Check for bent or broken pins on thesib cable

Boot up in the 'Safe mode'

LCD Screen has scratches or smudgs

Turn monitor off and cleahe screen
For cleaning instruction, €éaring for Your Monitor

Visible signs of smoke or sparks

Do not perform any troubleshooting steps
Monitor need$o be replaced

Monitor malfunctions oandoff

Ensure monitor is in proper video mode
Ensure video cable connection to computer and to the flat pe
Perform monitor reset

Perform monitor seliest feature check to determine if the inter
test mode

=4 =8 =8 A=A A=a A=A = =A =4 =

TOUCHWARE PROBLEMS

PROBLEM

POSSIBLE SOLUTIONS

Touch screen is not responding

1 Ensure that all cables are properly connected.

1 Check that the touch screen and USB cables do not have any
that connector pins anet bent.

1 Restart your computer.

1 Make sure the touch screen controller is connected to the corr
Review the installation procedures and verify all hardware is prop
connected.

1 Reset the touch screen and its controller. Turn off both the teor
and the monitor, wait a few minutes, and then turn on each device
1 ClickFind Touch Screento locate the USB port in use. If the
touchscreen was not found, this field will be grayed out and the
Find Touch Screerbutton is active.

Touch screear mouse are not workin

9 If both devices are sharing the same port or IRQ, check your ¢
system to see if you have a device conflict.

1 Verify that any previously loaded hardware or software that us
port have been uninstalled.

Cursor doesat display on the screen
after starting Microsoft Windows

SelecMouse properties from th€ontrol Paneland ensure that
Touch Screen Hidden Cursorss not selected.

Cursor does not reach out to edges ¢
screen

9 Calibrate the touch screen. When cahlrétte screen, be sure yo
touch the center of each target firmly and precisely.
I You may also want to turn on thdge Adjustmentin theCursorta

Cursor is jittery

Run theStabilize Cursoroption to adjust the controller frequency se

NOTE: Any time you adjust the frequgnou should test how the
toucltscreen is working and verify you are satisfied with the operat
touch screen. It is a good idea to calibrate the touch screen again.

Cursor jumps or bounces suddenly
across screen

You are most likely touching the screen in more than one spot at t
time. Be sure to point and touch with one finger only. Keep your o
fingers away from the touch screen. Do not rest your hand on the
or bezel while touching the screen.

Drawing lines are not straight and

smooth

Run theStabilize Cursoroption to adjust the controller frequency se
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NOTE: Any time you adjust the frequegou should test how the
touctscreen is working and verify you are satisfied with the opef#t
touch screen. It is a good idea to calibrate the touch screen again.

Doubleclick on touch screen does nq  Use theTouch Settingstab to adjust the doubtdick speed and a

work

The doubleclick speed defines how quickly you must toudttéen fo
interpretyour actions as a doulslek.

9 Set the doublelick speed in the slow to medium range for optir
performance with a touch screen. The tick mark on the bar indicat
default setting.

1 Click the globe (Test) to t#st doubleclick speed and area settir
If the MicroTouch Enabled logo begins to circle the globe (or stop
the touch screen recognized your touch as a etiakle

KEYBOARD FAILURES

COMMON SYMPTOMS

POSSIBLE SOLUTIONS

Keyboard does noéspond atall | § Look behind the system (Computer Tower or Case) where the key

plugs in. Make sure the cable connector is fully seated into the keybo
connector. Also that if a PS/2 that it is not accidentally connected into
MOUSE port i.e. clo& and make sure the mouse and keyboard connet
not been switched.

1 Restart the computer, sometimes this will resolve the problem, as
frozen up during the first boot up. Make sure nothing has spilled or fal
the keyboard (betee the keys).

9 Shut the computer down. Physically remove the keyboard cable a
check to make sure that no pins are bent or broken. If you have acce:
keyboard try it, if it works then replace the keyboard. If the new keybao
do e s n © thenwom mdst likely have a CPU problem.

Continuous beep from the systen| Check keyboard, maybe a key is stuck or there is something resting c

when starting up

MOUSE FAILURES

COMMON SYMPTOMS

POSSIBLE SOLUTIONS

Mouse does not qasnd at all

1 Look behind the system (Computer Tower or Case) where the mouse |
Make sure the cable connector is fully seated into the keyboard connector.
a PS/2 that it is not accidentally connected into the Keyboard port i.endhee
sure the mouse and keyboard connectors have not been switched.

1 Restart the computer, sometimes this will resolve the problem, as it me
frozen up during the first boot up. Make sure nothing has spilled or fallen ir
keyboard (betweenet keys).

1 Shut the computer down. Physically remove the mouse cable and visu
make sure that no pins are bent or broken. If you have access to another r
if it works then repl ace t hethemyouuns
likely have a CPU problem.

CPU FAILURES

COMMON SYMPTOMS

POSSIBLE SOLUTIONS

CPU does not boot, green lig
on your monitor but not on yo
CPU

1 Check to make sure power cables are connected
1 Check to make sure power is switched on

1 Check the all socket or surge strip to see if they are bad (sometimes
will have good and bad outlets).
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1 Check all the connections, the cables between the CPU and the mon
the electrical cables.

91 If there is a green light on your CPU andyaat monitor, then you have &
problem with your monitor and your CPU may belfigeu have another mor
that you know is good, the quickest way to test is to put another monitor ¢
machine and see if you get an image on the screen.

1 If you have a light on both the monitor and the CPU, check the pins of
cable between the monitor and the G&single bent pin can cause an imag
problem.

CPU boots but fails to load
operating system

Ensure that nothing is plugged into the USB papta{from the printeEBmarCe
reader and touch screen) or inserted into the floppy disk drives. If so rem
press a combination of Ctrl+Alt+Del

Computer is frozen

Press Ctrl + Alt + Del (all three keys at the same time) to bring up the fTas
Select any program that says "Not responding” and click the End TasRby
ended.If this does not work, reboot or turn the computer off, wait several -
turn the computer back on, and let the computer run theiskcand

PRINTER FAILURE

COMMON SYMPTOMS

POSSIBLE SOLUTIONS

Printer does not have power
indicator

1 First, make sure that the printer is on. When a printer is on it should h
type of light (usually green) that indicates that the printesivengepower and |
9 If youdo not have any indicator light make sure the printer is connect
working power outlet by verifying each end of the power cable. Next, pres
printer power button.

Printer error (orange or blinkir
light)

After your printer has completed its initial startup you should have a solid
If the light indicator is blinking or orange often this is an indication of a pri
For example:

No paper in printer

A paper jam

Toner is low

Other serious erro

Without paper your printer will not be able to print. Make sure you have p
paper loaded into the printer paper cartridge or tray. Next, verify that no [
paper is jammed or partially fed into the printer. If you have one or morefj
paper stuck in the printer these will need to be manually removed before
will print again.

Printer does not respond des
sending a print job to it

Having already verified that power is connected to the printer (the printer
is on and green as mentioned above), make sure that the data cable, US
properly connected between the printer and computer.

Printouts from the printer are

very faint

Toner is low

SMART CARD READER FAILURE

COMMON SYMPTOMS

POSSIBLE SOLUTION S

Smart card reader cannot red
write to card

1 Check to make sure card is properly inserted and the right face up

1 If you have access to another Smart Card reader try it, if it works ther
SmarCard reader.

T I'f the new r erkihen msersa cartl that ydbwokeosv rcaht
and written to and check if these processes are still functional. If it can be
faul ty. I f reader still cannot r
 Was the card reader disoectedandthen reconnected after SmartCare v
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launched? YESQuit SmartCarandthen relaunch it. NO3d contact DHIO or I
designated person.

SMARTCARE APPLICATION

FAILURE

COMMON SYMPTOMS

POSSIBLE SOLUTIONS

SmartCare application failing
not working

Reboot machine
If problem still does not clear, contact the designated Administrator or DI

UPS FAILURE

COMMON SYMPTOMS

POSSIBLE SOLUTIONS

UPS will not turn on

The ON button might not have been pushed. Press the ON button once
Check that the power cable from the UPS to the power supply is securely
at both ends

UPS will not turn off

UPS may be faulty. Unplug it and contact DHIO

UPS beeps occasionally

Dond6ét do anything. The UPS

or a total supply outage

ndsr vgitag:

UPS does not provide expect]
backup time

UPS battery may be weak due to recent outage. Charge the battery. Batt
some time to recharge after extended outages.
The UPS battery may be near its endratedife. Inform DHIO

All indicators are lit and UPS
emits a constant beeping

This is an internal UPS fault. Turn the UPS off immediately and contact tt
so that they can have the UPS serviced.

UNINTERRUPTIBLE POWE R SUPPLY (UPS) MANAGEMENT

UPSequipment consists of:
Battery based power supply

Power conditioner (levels the peaks and troughs in the supply)
Surge protector (protects computer and monitor from harmful linkoadsy
TheUPS should ALWAYS be plugged into a grounded oaitier

Location should be cool, away from any heater (including hot air from the computer)

Not in sunlight
Dry

With 2.5cm minimum of free space on all sides
TheUPS should NEVER be turned ,offiven mains power is off, unless

one knows mains power will Géfor more than a month, AND

one knows the UPS is currently fully charged, AND

one knows that the next user will know how to restart the UPS
(press and hold the TEST power button on the front for more than a second)
TheLaser printer should NEVER benrected to the UPS

if power fails you should defer your printing tasks until power is available
this is why the SmartCare process is engineered to not reefinne fgraiting
do use the UPS for the computer and the touch screen monitor
When powerdils while computer is on, the UPS will provide a continuous power and you can continue w

without interruption

Monitor the lights on the UPS to get a sense of how much time is left before battery power supply is ex
Turn down brightness ofdlmonitor immediately to lengthen battery life
Be sure to save your work frequently and try to finish essential work well before the battery is exhauste

make an orderly shdbwn

When power fails while computer is off, you should be aéattthe computer and the monitor as you norme

would, but if not

press and hold the TEST power button on the front for more than a second
confirm that your devices are well connected to the UPS and the UPS lights come on after preceding s
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SMARTCARE SYSTEM CARE AND TREATMENT 08 S.0.A.P. APPROACH

The care and treatment that is involved to implement and maintain the SmartCare system is similar to tr
management S.O.A.P. approach.

When something is malfunctioning, the field persontirgpoeeds to describe the nature of the malfunction
completely, their best assessment of possible causes, and thaitgskthey already know the cause and the
Quick Rx ALWAYS first check:

All electrical and cable connections are not loose,

That there is power, and

That switches are turned on (and applications are running, etc)

Try a reboot

Subjectiveget full details from users

Document exactly what happened oappkning

When did it start

Is it constant or intermittent

Does it start suddenly or gradually

Is it getting worse or changing

What makes it begin

What makes it stop

Has this ever happened before, if so what were the circumstances and the fix

Objectve do Physical Exam and Lab Tests

Have you ever seen anything similar before, if so, where, when and what were the circumstances
What is it associated with (can you identify any process, software, action, timeframe, event, or other cor
Can youeproduce it intentionally, and if so, in what ways

Can you do anything that has an effect on it, and if so, what is it, and what is the effect

What is the full list of everything you tried to fixétnember to use strategies of:

Electrical connedins, power source, power switch, reboot checklist

Part substitution to isolate equipment failures, and

Binary search to isolate a break in a casual chain

Calling team for suggestiovisle on site

What was the effect of each thing you tried

Assessmen¥\hat are your working hypotheses, or diagnosis, as to the nature of the problem

Plan

Your next steps to solve problem (diagnostic tests), or

Your plan to fix the problem (treatment) and your plan to

Followup to confirm solution was effective (next visit)
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Appendix B: System
Improvement Form

SYSTEM IMPROVEMENT FORM
The SmartCare System Improvement Form (SIF) is the formal document used when the user is unable t
problems, has questions or would like to offer suggestions regarding the Syséet@aRlesmise note that

suggestions to improving the system are highly encouraged as it is still in the development process. Any
it easier to use or more efficient to maneuver would help all users.

SYSTEM IMPROVEMENT FORM HANDLING PROCESS

Fill out the form below (make sure to keep a copy for yourself in case of loss)
Submit the form to your DHIO or designated IT person

If the DHIO or IT designate is unable to respond to your needs, he or she will work with the National Sm
team toaddress your submission
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Smart CareSystem Improvement Form

Name

Location

Date

Phone

Here is a suggestion to improve the system.

There is a problem with the hardware (Keyboard, Mouse, Printer, Screen, etc.)

There is a problem with the software (A screen, report, field, arrfusidi )

Something in the system, user manual or my training is unclear.

Please describe the improvement or problentAttach pages if necessary)

CAr Adminictratinn | lea

Investigation Assigned

|:|Change Accepted TTFS # D

Change Not

Investigation result:

Date Requestor
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Appendix C. Site
Preparation Checklist

SMARTCAHR Site Preparation Checklist

Basic Facility Information

Facility Name: HMIS Facility Number: Date:
PRDD -FF dd-mmyyyy
Distance from DHMT: Type of Facility:

Catchment Population:

Respondent: Facility iRChargel_] check if same respondent
Surname, First Name: Surname, First Name:

Title: Title:

Address: Address:

Telephone No.: Telephone No.:

Email Address: Email Address:

Checklist QuestionsPlease answer each question below to the best of your ability.

Does your facility currently have electrical power capacity?
[J Yes [ No If No,when?

Number of full days without power in last month; in last year :
Number of hours without power in the last week:

Please place a tick next to the primary sourcevef:po
1 ZESCO [ Solakl Generator 1 None L1 Other

Please place a tick next to the backup source of power:
[J ZESCO [ Solal] Generator 0 None ] Other

Is a room identified at the site to house the computer and related materials?
] Yes 1 No If No, when?

Placea tick next tall the options below that describe the physical security of the place the computer will k
[ Grilled doork] Barred windows [ Lockable doors [ Night Security guard
[ Lockable cabinets sufficient for supplies and log books

Please place a tick next torttethod of communication available at the site:
[] Cell phone [ Landline phone [ Radio ] None 1 Other
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10.

11.

12.

13.

Please place a tick next toskevices your facility routinely provides:
0 ANC ] OPD O TB O VCT [ HIV Care O Pharmacy
O Delivery O PMTCT O In-Patient [0 ART [ Laboratory O Other

Please place a tick next to the following items thasiggodoes NOT have:
] CPU ] Touch Screen [] Card reader ] UPS
[] Keyboard [ Mouse L1 Printer L1 Power strip with adagto

Please place a tick next to the members of staff present at your site and indicate how many are present:

[J Medical Doctor O Clinician ] Nurse O Midwife

1 TBA [] Counselor L] Licentiate L] Data Entry Clerk
[ Pharmacy Technologist /Dispenser ] Volunteers L] Other (plese
specify):

[ Lab Technician___ [ 1 EHT 1 CDE [ Other (please specify):

Please indicate the number of TOTAL PROFESSIONAL STAFF at the site:

Of the professional staff identified above, how many have had the following trainings?
MOH ART Management Training
MOH PMTCT Training
MOH VCT Training
Smart Care Forms Trainings (i.e. ART, RMTCT, Delivery, or VCT)
Smart Care Software Trainings (i.e. ART, ANC, PMTCT, Delivery, or VCT)
Other Training related to SmartCare (specify)

Summary Score

Please tick the following:

[] Site has access to power source at some point every day for any given month
[Siteds source of power is sufficient to keep
[ Site has all the necessary computer equipmen

[ Site staff is trained in use of SmartCare

[J Site has sufficient number of staff to handle work load of implementation

[J Physical security of equipment is sufficient

[ Site has furnitur@f computer and placement near a power outlet.

[J Close proximity to DHMT for initial implementation sitel3igtrict

[] Site staff indicates they are ready and aware of SmartCare system

[ Site provides relewahealth services (e.g. ANC, ART, PMTCT, etc)

____Total score out of 10
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1.
2.

3.
4,

Appendix D: Operations
Analysis Guide

| 1. How do | know if SmartCare is right for our facility?

What paperwork does this facility complete now?
What paperwork does SmartCaristassmanaging?

Patient registration

VCT stand alone services

OPD O6Filterd or GeandPaedslare geeding)i c e s
ANC/PMTCT/Delivery services (Postnatadd Under Five are pending)

HIV Care/ART services, AduindPaeds

Tracking patiestfor ART followup

Generating quarterly HMIS reports

Supply management is pending

Is there overlap?

If yes, SmartCare can help you manage patient care and treatment information.

| 2. When can we use SmartCare?

© © N o o

When you register a new or returning gatien
When you perform any kind of service for which the computer program capture data.
When you want to track patients for follaov
When you send monthly summary reports to the DHMT or others.
When you need to restock supplies.
. More to come in future!

3.How do I incorporate SmartCare into out current information
management system?

11.
12.
13.

List the services you provide.
List all staff that interact with patients and data for each service. Next to each name list their titles.

Describe in word or diagram form hpatients and their paperwork flow through your facility. You will most
need separate flow diagrams for different services or clinics. (See Appendix # for examples.)

| |
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Start with patient registration. What documents does registration require?
Where does the patient go next? What documentation is required at this ste

Continue with this process until the step where the patient leaves the facilit
services such as labs and pharmacy. If the patient must réalrmesults or othe
this can be considered a continuation of services or treated as a neacpifyién
you to decide what makes the most sense for your situation.

14. For each step where paperwork is compstdibel the location where the paperwork completion takes place.

4. Other Considerations for Operations Analysis

More elements of the Operations Analysigide:
1. Forwhat service(s) OA is provided, and which will be implemented with SmartCare currently?

2. Produce a.jpg (scanned or photographed drawing) or Word Drawing graphic, of the dinic floor plan, with
placement

a Use of this diagram is to mark and | abel eac|
allow reviev of planned work flow efficiency.

b. Aretheréd st ati onsd for patients (registration qu
pharmacy, lab, weighing room, etc)?

c¢ Are there 6stationsd for ever xamdraomo,wmdimcian desk,att
weighing station, pharmacy, lab, patient takes home, filing room, etc)

3. Arethere Pr&martCare listing of conditional paper flow sequence of stations (identified in floor plan), evel
staff involved in each?

4. AretherePreSmartCare listing of conditional client flow sequence of stations, events, and staff involved in
5. Arethere PosSmartCare listing of conditional paper flow sequence of stations, events, and staff involved i
6. Arethere PosBmartCare listingf conditional dient flow sequence of stations, events, and staff involved in ¢
7. List of staff, with:

a.  Which will be usersdiwill have alogin ID and passwewhether they are providers or not)

b. Which will be nomuser providers.¢ may sign a fion that is entered)

c.  Which are notuser, norproviders, security, maid, CDE, dri\ec?
8. For each staff, based their part in the patient flow and document flow

a. indicate which are users and which areusenproviders
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b. foreach user, indicate what roles/tWill be provided in RBS, and

9. For each user, provide date they have been trained by DHMT staff for all these roles

i. Baseline Survey month repeat

10. Performance evaluations during site visits by supervision
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Appendix E: Operations
Analysis with Clinical
Examples

| 1. SmartCare Outpatient Service t@pedistinct operations by

There are four major types of SmartCare outpatient services having quite distinct operations:

1 VCT stand alone services

T OPD O6Filterd or GeandPaedslarepeeding)i ces (both Adul't
1 ANC/PMTCT/Delivery services (Postnagald Under Five are pending)

1 HIV Care/ART services, AdwdndPaeds

As a result of distinct services provided, distinct clinic layout, and separate locations, these services hav
different operation®atient Flow, Document Flow, and Staff Roles tend to differ in some significant ways |
these service types, but have more in common within a given type.

Just as the existing paper record systems and flow for these seevjdbe digk of SmartCare and related forr
will also need to be operationalized around these four different types of services.

| 2. HIV Care / ART Operations: Where do patients Stéhi@re d

Currently, there are more patients using HM¢/@RT services in SmartCare than any other service, in part |
the system was developed to help address this complex long term service. But HIV Care/ART service ol
after a person receives a positive HIV test result, so this outpatientsseotiquite a Primary service, but a
Referral or Specialty service.
In fact, there are about eight ways a Patient can Flow into HIV Care/ART services:

1) VCT Scenario: Well client walks in for VCT and tests positive (details of this scenario follow).

2) ANC Scenario: Well client walks in for ANC, is provided PMTCT CT and tests positive.

3) Inpatient Scenario: InpatiénPatient prescribed to have DCT and tests positive.

4) Within OPD Diagnosis Scenario: lll client seeks OPD care, DCT is prescribed avsltigsts p

5) Outside OPD Diagnosis Scenario: Client a) comes to OPD filter clinic with a positive HIV test rep
an outside V/CT service, and b) may have labs sufficient to determine ART eligibility.

6) OPD ART Relnitiate Scenari®atienton ARTtransfes i n fr om another cl
to continue care (meets operational defini-
1) Scenario 6 is very similar operationally to Scenario 5, both may require qualifying lab retesting.

7) OPD ART Transfetn Scenar i o: Patient on ART transfe
continue care (6sufficient r andaureotdrdgs)shoul d

SmartCare v4.@rocedures ManuaBB



8) OPD ART ReActivate Scenari@atient previously on ART was discorthand now is being restarted
ART and O6sufficient recordsd exist.

While there are about eight scenarios for how HIV Care/ART Referral services start, for each there was
service at which an HIV infection diagnosis was made. Commonly thesEGIFe\VRC T, or OPD General servi
These primary services are in fact where the Patient Flow for HIV Care/ ART Referral servicmsdaetimf
these eight scenarios as well, at a point fairly early in the patient flow, the eight scenariostivecdtié (Liste
services or ART services. Clearly, interfaces between services are complex, and represent potential poi
continuity of care.

Both because HIV Care/ART is a referral service, and also because it is the most complexgéirinsegead us
a hypothetical VCT service in a large hospital for a sample Operations Analysis. This primary service the
patients to other services, such as ART via SmartCare.

3,

VCT Example

This is a hypothetical example of hospital Y@arations analy8isther hospitals will differ! Omitted from this VCT example w
the VCT dinic in a different building than the lab, and too far from medical records to pull existing records on dEneaply
many aspects of operations and is one large reason why big facilities have differing operations for the same services.

Visit 1: Well client enters hospital based VCT clinic

2)
3)

4)

5)
6)

7

Counsellar
Asks forSmartCard
a) If patient has card, inse8mart@rdand authenticates patient by verifying patient knows informatior
card (proving ownership).
i) Ifthecardisaloan@martCard t emp) , ask i f patientds car
ii) If the patient has more than one card, inserts cards serially atitigealicahis links all record
fragments. Returns only original card, or last card synced.
b) If no card is available, Searches for patient in SmartCare database furégessalidn step, to assure
duplicate record is not created where it alredly.)e
i) If patient is found, asks patierthiéir SmartCaratan be retrieved, or if a card needs to-Issued.
(Eventually réssuance will need a replacement fee.)
(1) Inserts d.oanerSmartCardOR
(2) Inserts &Replacemer@martCardperhaps with fee)
ii) If patient not found, Registers New Patient in SmartCare uBingf Ehode. Plan: a standard short
Registration Form to be used across all services
Provides VCT service including-peeinsellingtesting and poesbunselling
a) (E-First) Enters results in VCT mad of SmartCare for current VCT service to patient, and at end ¢
(or week), prints paper VCT register, OR
b) [E-Fast or ELast: completes VCT Register by hand, and enters data later]
If client is HIV negative, Enters restgturnsSmartCaravith updagd resultsandclient goes home.
If client is HIV positive:
a) (E-First) Enters Patient Locator fofthis operation differs fromletedCT!)
Plan: this form maybe called SocioDem and will fit with standard short registration.
a) Completes HIV Care Summdorm basic ID info, for inside cover of paper record
by Compl etes Lab Request for CD4, and any ot h
Count, etc, conditioned on healtidreturn transport options).
c) Prints RegsocioDerdabs PatieriRecord, inserts it with HIV Care Summary into a temp patient rec
folder I D6d with pati ent antfilingWth primayfolderr ans p o
d) Completes appointment slip for next HIV/ART clamlinstructs the patient to
i) take lab slipo lab to have blood test, then to
i) attend HIV clinic with appointment slip as scheduled
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e) IssuesSmartCardwith all data, including lab requests and appointments) to patient

8) [End of day: backgp database, merges database with Lab, ANC clinic, AR&rdgliRicarnacy which may
have stand alone installations, in this hypothetical example.]

9) Patient

10) Carries lab requesn(SmartCarar Lab Slip) to lab and provides blood for test(s)

11) Laboratorian

12) (E-First) InsertSmartCardh lab installation of SmartCare.
a) Receives all outstanding lab requests via lab module, obtains specimens. (later in 2g€i&sitihbe E

Log, with a line item autgenerated by the VCT lab) OR

13) (E-Fast or Last) Obtains specimen per lalasti;makes entry in paper Lab Log

14)[End d day: backsp database, participates in reroimin DB merge, as in 8) above.]

15) Patient

16) Goes home

17) Registrar

18) Files papers completed by VCT, creates new N&lfeledolder if one does not exist, and cross indexes
NUPN with patient name, files paper rednrshame.

Visit 2: Return Visit Date is first visit with ART clinical specialist

1) Patient
2) Returns on appointed day, going first to lab to get results (his results are already at clinic, so this
unnecessary but he may not know this, and so he @ad®gwbually would do)
3) Laboratorian
4) Asks patiertor SmartCard
a.lnserts and authenticatoeSnartCa®d®R ch al so s
b. optionally, provides patient paper lab result
5) Patient
6) Collects paper lab result, amdEmartCardand goes to @Pregistrar
7) Reqgistrar
8) Pulls patient folder and provides folder to nurse for documenting vital signs
9) Nurse
10) Confirms that CD4 result (and other tests as per standing protocol) is available in folder as prere
HIV Care/ART clinic
11) Completes Backmind Data and Vital Signs forditP form, and queues patient for clinician
12) Consulting Clinician
13) (E-Fast/Last) Completes rest ofdRbP form including Plans for Referrals, Labs, Prescriptions
a. If CD4 is not availablerders this and any other labs thahtiig required for ART Eligibility ar
ART Initiation, and sets revisit appointment date, or
b. IF CD4 is availableompletes ART Eligibility form Part A, and
i. If Not Eligible instructs patient on HIV Care protocol, indications for return care wt
illness ocurs, and sets revisit appointment date, or
ii. If Eligible but not Readinstructs patient on preparation for ART, initiates any Ol
interventions required prior to ARINdsets revisit appointment, AND
1. If TBis suspected, completes TB Supplemental fodnoyders investigatioaad
referrals,
iii. If Eligible and Readgompletes ART Eligibility form Part B (Initiation) including Plar
prescribes ART regimen, sets one month revisit appointment,
14) Completes HIV Care Summary form for problems, labs, and diagsessed or resolved on current \
15) Nurse/clinical assistant
16) Makes entry in HIV clinic appointment book
17) Gives patient paper prescription with reinforcemenstofictions
18) Gives patient paper with next appointment date

! (once there is a Lab Log SmartCare module, the patient only needs to bring their

smartcard to lab, instead of a lab request)
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For Referrals, Lab requests, Peeriptions, use general flow as follows:

[A. Referrals/Services: general paper flow]
Patient
1) Takes referral documents to referral service
2) Returns with report from referral service, which is added to the patient folder

3) [B. Lab requests/Investigations:eyahpaper flow]

4) Patient

5) Takes lab request to laboratory or location of other investigation services and provides specimer

6) Laboratorian

7) Makes entry in Lab Log (in future this entry may be made directly into SnaadChtains specimen pe
lab request

8) Completes the tests and enters results in the Lab Results form (or SmartCare lab log module)

9) [C. Prescriptions: general paper flow]

10) Patient

11) Takes paper prescription to pharmacy

12) [later coulduseSmartCardbut requires rapid-East capture, if cliniciane&snot do E-irst]

13) Pharmacist

14) Reviews all prescriptions including ART regimen in consideration of allergies, contraindications, i
with any existing drugs, lab results, and

15) Completes Adherence form (IF there is an ART refill)

16) Completes Pharmatorm for drugs to be dispensed (in future this will be in SmartCare)

17) Adds drug entries to HIV Care Summary sheet (perhaps clinician makes this entry upon prescrib
favourp har maci st 6s entry upon dispensing)

18) Dispenses two week supply of ARVs,rifiges longer supply of other prophylactic drugs

19) [D. Patient Status Change: use Patient Status form]
20) Transfer out

21) Patient is made inactive

22) Patient is being reactivated

23) Patient had died

24) Update HIV Care Summary sheet

Post ART Initiation Visit 1 (two weeks dier Visit 2 for clients started on ART)

1) Patient

2) Goes to pharmacy for refill two weeks after ART initiation

3) Pharmacist

4) Does steps-8 in C. Prescriptions, above

5) Dispenses an x month supply of drugs, sets next appointment

Post ART Initiation Visit 2 (1 manth after IH andP)

1) Patient

2) Goes to registrar to have folder pulled for appointment with HIV Care Clinician

3) Registrar

4) Pulls record and gives to nurse

5) Nurse

6) Completes Background Data and Vital Signs for a Clinical F/U form, queues for clinician

7) Clinician

8) Conpletes rest of Clinical F/U form including Plans for Referrals, Labs/Investigations, renewal of
prescriptions, and sets next appointment

9) Completes Patient Summary form for problems and diagnoses assessed or resolved on current

10) Pharmacist
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11) Does step8-6 in C. Prescriptions, above
12) Dispenses an x month supply of drugs, sets next appointment
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pendix F. Operations
nalysis Patient and Data
Flow Charts

Draft : MoH ANC Forms Usage Flow Chart — Chart 1.1 - First Visit
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Draft : MoH ANC Forms Usage Flow Chart with SmartCare — Chart 1.1 - First Vis
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Draft : MoH ANC Forms Usage Flow Chart — Chart 1.2 - Revisit
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