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Forward 
Since the health reforms of the late 1990õs, Zambia has been improving its health information system. One 
of the early milestones of the health reforms was the creation of a health management information system 
(HMIS) that was paper based at health facility level (patient level) and automated at District level (in aggregate 
form). In early 2000, efforts were made to extend the Ministry of Healthõs information system capacity, aimed 
at providing a strengthened patient level information system, capable of providing continuity of care to 
patients / clients, while enabling clients to carry their medical health record in electronic form. This system 
is presently called SmartCare. 
 
The development of the SmartCare system has been based on a modular approach, with Well Care (MCH, 
VCT) and HIV Care (ART, CT and PMTCT) services being the initial modules. The development process 
can be traced, in sum, as follows: 
 

Late. 2003 Concept formation regarding complete patient level data systems and life long electronic health records 
2004 Consensus Building and Start of Software Development for the initial ANC module of the Continuity of Care system, with 

software development support from the Centers for Disease Control and Prevention. 

2005 Release of version 1.0:  

¶ Piloting and refinement (in Kafue District)  
Release of version 2.0: 

¶ First use of smartcards as electronic health records for continuity of care in Zambia 

2006 Release of version 3.15 including:  

¶ Integration of the Lusaka DHMT/CIDRZ ART Patient Tracking system (PTS), and called the Continuity of Care and 

Patient Tracking System (CCPTS) temporarily. 

¶ Identification of the system as a national standard by MOH 

¶ Revision of the systemõs name, from CCPTS to SmartCare 
2007 Release of version 3.2 including:  

¶ Full prescription and dispensation data capture; Lab results; Delivery services 

¶ Addition of Role Based Security for all users 

¶ Secure reporting, and other data security and confidentiality protection features and protocols 

2008 Release of version 4.0 including: 

¶ Paediatric HIV;  Postnatal services; Provider tracking; Mapping and GIS;  

¶ Patient Charts (initial versions); new Registration structure; new Clinician-in-Charge role; 

¶ New Site Configuration lock-down; improved Login Security; new CPU type Smartcard 

¶ Compatibility with new HMIS (DHIS); updated Reporting Framework and faster reports;  

¶ New primary storage 20x more compact; 13x faster merges with de-identification above District 

 
The development of the SmartCare software has, to a large extent, been collaborative with cooperating 
partners, and based on existing Ministry of Health data elements, protocols and regulations.  
 
This Procedures Manual is a guide to the non-software processes that are essential in implementing the 
SmartCare system. It is intended that the SmartCare system will improve service delivery and patient care, 
and also improve HMIS data accuracy, reliability and timeliness. 
  
Dr. Simon K. Miti 
Permanent Secretary 
Ministry of Health 
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Acronyms 
 

ACRONYMS DEFINITION  

ANC Antenatal Care 

ART  Antiretroviral Therapy 

ARTIS ART Information System 

CDC Centers for Disease Control and Prevention 

CHAZ Churches Health Association of Zambia 

CIDRZ Center for Infectious Disease Research in Zambia 

CRS Catholic Relief Services 

CT Counseling and Testing 

DB Database 

DDH District Director of Health 

DHIO District Health Information Officer 

DHMT District Health Management Team 

EGPAF Elizabeth Glaser Pediatric AIDS Foundation 

FDB Facility Database 

GIS Geographic Information System 

GUID Globally Unique ID 

HMIS  Health Management Information System 

HSSP Health Service and Systems Program 

ID  Identification 

IT  Information Technology 

LAN Local Area Network 

M&E Monitoring and Evaluation 

MCH Maternal and Child Health 

MOH  Ministry of Health 

MPD Manager of Planning and Development 

MS Management System 

MSH/RPM Management Sciences for Health/Rational Pharmaceutical Management 

NAC National HIV/AIDS/STI/TB Council  

NGO Non-Governmental Organization 

NHSP National Health Strategic Plan 

NUPN Nationally Unique Patient Numbers 

OA Operations Analysis 

OPD Outpatient 

PHO  Provincial Health Office 

PMTCT Prevention of Mother to Child Transmission of HIV 

QA Quality Assurance 

RBS Role Based Security 

SIF System Improvement Form 

TB  Tuberculosis 

USAID United States Agency for International Development 

VCT Voluntary Counseling and Testing 
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UNGASS United Nations General Assembly Special Session on HIV/AIDS  

UNESCO United Nations Educational, Scientific and Cultural Organization 

WAN Wide Area Network 

WHO World Health Organization 

ZEPRS Zambia Electronic Pediatric Records System 

ZIHP  Zambia Integrated Health Project 

ZPCT Zambia Prevention Care and Treatment Partnership 
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1 Introduction  
The Procedures Manual is designed as a guide for the implementation of the SmartCare system in the health care 
facilities. It covers a host of important steps that must be followed for successful implementation and usage, from 
pre-implementation site preparation through post-implementation troubleshooting and maintenance. This manual also 
discusses in detail the importance of security, protecting privacy and confidentiality. Included in the appendices are a 
number of tools that will help the user in the site level implementation of the SmartCare system and reinforce the 
importance of security, protecting privacy and confidentiality. 

 

It is important to understand that a system like SmartCare is 90% people, meaning that it is not just the hardware and 
software that make this system work. The successful implementation and usage of SmartCare depends on the 
supervisors, managers, service providers and all other staff members working as a team to fulfill their roles in the 
system while protecting the privacy and confidentiality of clients and patients. In many ways this will involve a shift in 
the culture of how medical records are handled as a result of the migration from paper-based medical records to an 
electronic health record system. 

 

This document represents the òbest practicesó and procedures to date for the SmartCare system. This document is a 
living document that is designed to evolve as new òbest practicesó are found and better procedures put in place. 

2 Background 
2.1 Conceptual Framework 
The Conceptual Framework draws the connection between the correct implementation of the SmartCare system and 
the improved health status of Zambians. This portable electronic patient health record is designed to allow service 
providers access to historical patient data regardless of health facilities used in the past or types of services sought. 

As patient histories and interactions are entered into the system clinical, laboratory and pharmaceutical service 
providers have at their disposal the essential information necessary to make informed decisions about appropriate 
patient care. While providing more information to decision makers, one of the benefits of the electronic system is that 
it preserves patient confidentiality by restricting access to non-essential information. 

The system is engineered to promote data use by all levels of Health Facilities, the District Health Management Teams 
(DHMTs), the Provincial Health Offices (PHOs), the Ministry of Health (MOH) and the MOH Implementing 
Partners, for management and policy making by providing access accurate and timely information.  

It is an assumption of the project that improving data timeliness will increase its relevance and consumption turning 
mere data into usable information. Service providers, managers and policy makers will use this information to change 
treatment decisions, adapt procedures, and create policies to improve the quality of patient care. It is believed that 
improving the quality of health care services for all patients in the country will result in an overall improvement in 
national health status. 

The SmartCare team in close collaboration with the MOH has designed the structure of the data tools to facilitate the 
ease with which patient data is collected and ensure the integrity of the standard data recommended by the MOH. The 
tools have also been structured so that they promote adherence to these nationally recognized standards of care.  

2.2 Project Objectives 
The SmartCare project objectives are multi-layered:  

Impact Statement: Improved health status of Zambians 
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  Outcome Statement: Improved continuity of care 
   Output Statement 1: Improved availability of and access to patient information 
   Output Statement 2: Improved availability of and access to management information 
   Output Statement 3: Improved utilization of patient information 
   Output Statement 4: Improved utilization of management information 

 

The output statements will be the measurable results of the SmartCare Programme.  
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3 Hardware and Software       
3.1 Hardware Requirements  
The hardware requirements for any given health care facility will vary depending on several factors, including the size 
of the clinic, the number of staff, the number of patients seen, whether or not you will have multiple computers tied 
together with a server, whether or not your system will be in communication with the central system and so on.  

Donõt worry about trying to decide what hardware you will need, the personnel who will be installing your system will 
configure your hardware to meet your needs.  

The hardware and software for your health care facility will be provided to you. There will not be any charge to your 
budget for these items.  

The following is a summary of the hardware specifications used for the Smart Care application: 

 
Hardware Minimum Requirements Preferred Setup 
Computer 1 GB RAM 2 GB RAM 
Hard Drive 10 GB 60 GB 
Operating System Windows 2000 Windows XP 
Service Pack SP 2 -- 
Mega Hertz 1.5 2.0 
Card Reader EZ 100 -- 
Touch Screen Dell E153 FPTc (1024 x 768)  
Smartcard 256 KB (good for 150 data storage interactions)  

  

3.2 Software Setup  
Your system will come with an installation disk that will automatically install all of the following software, making 
your system fully functional: 

¶ .NET Firmware 

¶ SQL Server desktop edition 

¶ Crystal Report Runtime Components 

¶ SMARTCARE SYSTEM Database 

¶ Developer Express Components  

¶ SmartCare Runtime  

¶ Card Reader Installer  

¶ Desktop Shortcut to SMARTCARE SYSTEM Application  

3.3 Caring for Your Equipment 
Caring for Your Monitor. To clean your antistatic screen, lightly dampen a soft, 
clean cloth with water. If possible, use a special screen-cleaning tissue or 
solution suitable for the antistatic coating. Do not use benzene, thinner, 
ammonia, abrasive cleaners, or compressed air. Use a lightly-dampened, warm 
cloth to clean the plastics. Avoid using detergent of any kind as some detergents leave a milky film on the plastics. If 
you notice a white powder when you unpack your monitor, wipe it off with a cloth. This white powder occurs during 
the shipping of the monitor. Handle your monitor with care as darker-colored plastics may scratch and show white 
scuff marks more than lighter-colored monitor.  

Caring for Your Keyboard. One of the dirtiest parts of your computer is the keyboard. Preventive maintenance, 
protecting form liquid spills and dust accumulation, is the most useful step. Regular cleaning may help keep the 
keyboard working properly. If you shake your keyboard upside-down this may remove some of the particles that tend 

CAUTION! 
Before cleaning your monitor, 

unplug it from the electrical outlet. 
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to accumulate. If a mild vacuum is available, this is thought to be better than blowing. 

Caring for Your Mouse. Like the keyboard, the mouse pad is sitting in the open most of the time getting dusty, wet, 
slimed, or anything else that happens on you desktop. The mouse then rolls over whatever has collected on the mouse 
pad and gets inside, gumming up the works. To clean the mouse pad, wipe it off occasionally with a damp cloth or get 
a new one. If you turn your mouse over, youõll notice a round ball with a cover over it. This cover can be twisted off 
and the ball will come out. Roll the ball on a clean, lint free cloth. Then take a look at the rollers inside the mouse. 
Take tweezers, a screwdriver, or even your fingernail to scratch the dirt and lint off the rods. Next, you should look 
inside the mouse and clean out any other dirt or lint that is hiding in there. Finally, replace the ball and twist back on 
the cover. 

3.4 Troubleshooting Equipment  
Often no matter how well you take care of your equipment something might go wrong which will require your 
attention. A Troubleshooting Guide has been developed for the SmartCare system and is provided in Appendix A. 
The Troubleshooting Guide provides general information about common problems you may encounter, but if the 
possible solutions provided in the guide are not successful you should always consult with the DHIO or designated IT 
person, before attempting heroic measures.  

3.5 SmartCare System Improvement  
The SmartCare System Improvement Form (SIF) is the formal document used when the user is unable to solve 
problems, has questions, or would like to offer suggestions regarding the SmartCare system. Feedback from your 
sites is essential to successful deployments and management of the SmartCare system. Please note that 
suggestions for improving the system are highly encouraged. Any ideas that make your work, or the work of your 
staff, easier or more efficient, would likely help all users. A copy of the SmartCare System Improvement Form and the 
process for submitting the form is provided in Appendix B. 

The experience of the support team to date has been that the desired level of user feedback was not always obtained, 
and perhaps different methods will be proposed and developed that users are more inclined to use.  

If the SIF does not meet your need, please make a suggestion for a better tool! 

Critical user feedback is the lifeblood of an evolving information system; do not be shy! The SmartCare team, of 
which you are becoming part, your fellow users nationwide, and our patients (if they knew), will thank-you. 

More locally, system reports and audit trails will be used to support supervision and management of facilities. 

4 Deployment Framework 
4.1 Introduction 
The SmartCare paper and electronic patient record system will be phased into Zambian health facilities over time 
based a practical marriage of national priorities (top down) and site preparedness (bottom up). Selected sites will be 
required to assess ongoing processes to most effectively integrate the SmartCare system. Provincial, District and 
facility staff will be trained in the system and requested to provide feedback to the SmartCare team using the System 
Improvement Form.  

4.2 Deployment Timeframes 
The implementation timeframes vary by service and by implementing partner, so this document is generic, and leaves 
the actual timeframes to separate deployment documents, some of which are still being developed by the partners. 

Generally speaking, the deployment timeframe to new sites is dependant upon the success rate of the sites already in 
progress.  

4.3 Site Selection 
The updated MOH health record standards will be implemented in health centers and hospitals. Sites will be selected 
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based on a multitude of criteria including the availability of appropriate physical infrastructure to support an electronic 
system, effectiveness and consistency of logistics support, and sufficient human capacity to successfully manage it. 
SmartCare deployment may be constrained by the human and financial resources of the MOH and its partners to 
implement as well as to maintain the systems already in place, to avoid over-extension.  

Sites characteristics to be considered as part of a deployment strategy include; 

¶ Geographic location of initial site which permits adequate DHMT oversight, 

¶ Initial sites with strong PDMS or implementing partner support, 

¶ Prepared sites which have more highly trained DHIOs and MCH specialists with high documented 
achievement levels, 

¶ Prepared sites where clinical aspects of ART care are well established. 

¶ Prepared sites which provide ART, ANC, delivery, VCT, or PMTCT services (services covered by current 
release version of SmartCare), 

 

¶ To assure that the national SmartCare team has practical field experience, the team may assist one area a bit 
more intensively, and this may help by providing a model for other provinces and implementing partners.  

4.4 Site Preparation 
Upon site selection, each site will start the deployment process by completing the Site Preparation Checklist (See 
Appendix C). The checklist includes questions regarding the availability of necessary physical infrastructure to support 
the daily operations of an electronic system and staff skill levels for maintaining the electronic system. 

The checklist will be administered by the DHIO or perhaps self-administered by facility staff, where facility staff have 
this capacity and the checklists should be promptly returned to the DHIO (and appropriate implementing partners 
where available).  

The collective installation team; the facility staff, DHIO and implementing partner or PDMS; will use the Site 
Preparation Checklist to identify areas of strengths and weaknesses. The weaknesses will need to be addressed before 
the system is installed.  

A ôweaknessõ example might be the lack of a secure space to store the equipment. In this example the site would need 
to make or locate a secure area for the equipment before the electronic system can be deployed. This requires keeping 
in mind that the location of the equipment should be based on how best it will fit with patient flow in a health facility.  

4.5 Operations Analysis 

4.5.1  Definition  
An operation is a motivated process - a series of actions and events designed to achieve an end ð in this case, the 
intended result is quality health service delivery in the outpatient context.  

An Operations Analysis (OA) is the process of looking at the parts of complicated operations in order to understand 
them ð generally for the purpose of assessing effectiveness, changing them, replicating them, or interfacing with them.  

The Operations Analysis is a crucial senior-staff-administered exercise facilitated by experienced SmartCare 
deployment team members, to help new institutional implementers (such as hospitals and large clinics) to understand, 
document, (and reach consensus about) the current patient and data flow processes in a large institution, and 
the various facility and staff resources and constraints which affect delivery of services.  

The result of the analysis will often be eye opening to management. Sometimes the very process of bringing to 
light how things have actually been working will result in immediate changes being mandated and clear opportunities 
being identified. This is why both a senior member of the institution and of the SmartCare implementation team, need 
to be engaged in the consensual vetting of the analysis, so that if some changes are needed for optimal SmartCare 
implementation they can be tabled during a natural period of institutional reassessment and revision. 

The OA is designed to document how things actually work, not how people have been told to do them, nor at first, 
how policy would have them be.  

After a thorough OA, it may be required to provide time for the dust to settle while new information is assimilated, 
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since the information sometimes triggers further revisions in operations that could necessitate redoing the 
SmartCare implementation approach for that institution, if implemented too soon. 

4.5.2  SmartCare Use of the Operations Analysis 
The OA will help the installation team to identify processes that will need to be modified, adopted, or removed to 
ensure ease of use and to maximize the benefits of the SmartCare 
system for patient care and reporting.  

SmartCare is engineered to be configured in several combinations of ways: 

¶ E-First, E-Fast, or E-Last data entry timing, for each context, 

¶ keyboard vs. touch screen data entry, for each context, 

¶ one computer vs. multiple, 

¶ number of sub-clinics IDs needed at facility, 

¶ Local Area Network (LAN) vs. stand-alone installations, 

¶ with or without issuance of SmartCards, (without, for ART only) 

¶ in rural clinics or urban institutions, 

¶ with dedicated data clerks or using existing and possibly clinical 
staff,  

¶ ANC vs. ART vs. VCT type clinical contexts.  

Additionally the system is engineered to be inclusive of and coordinated 
with the paper data processes in clinics that may continue using paper 
systems for several years, and to be forward looking about the gradual future events of transition to electronic 
capacity. (The key piece for this is to promulgate in paper clinics the use of a unique number per patient that is reused 
over time and location, the NUPN.) 

The OA helps inform the implementer about the best choice of configurations listed above, but also informs the 
configuration of Role-Based Security. 

Operations Analysis can yield information that affects SmartCare deployment or configuration or management. 
Health service operations vary by hospital, so a system designed to interface with existing hospital outpatient 
operations, and to improve them, must be well informed both about the existing processes at a facility, as well as 
knowledgeable about the different ways in which the new interfacing system (SmartCare) can be implemented to best 
fit a given context. 

Hospital operations often differ regarding Patient Flow, Document Flow, Staff Roles, and Service Delivery and often 
for good reasons, or at least, for reasons that one may not wish to try to revise as part of SmartCare implementation.  

Re-engineering even the outpatient part of hospital operations is quite beyond the scope of efficient SmartCare 
deployment. But the presence of this tool will surely provide some new options for operations and management that 
hospitals may likely decide to exploit in the future, and it may well serve as a catalyst for various operations 
improvements. (See Appendix D for the Operations Analysis Guide.) 

4.5.3 Types of Operational Analyses to deploy SmartCare 
The most critical step prior to configuring SmartCare for any large or complex facility is to thoroughly understand the 
existing operations. The following information will help: 

¶ Patient Flow chart showing how a patient moves through the system for different health conditions,  

¶ Current information systems in use including all documents in use and how they move with the patient, 

¶ Staffing and Roles in provision of the service and information system use. (The itemization of each task that 
each staff member needs to do to provide the service, will inform the configuration of the Role Based 
Security settings in SmartCare.),  

¶ Services Delivered, and 

Defining E-First, E-Fast and  
E-Last 

There are three ways in which 
SmartCare data capture can be 
operationalized within a facility:  
 
¶ E-First: data is entered while the 

provider is meeting with the 
client/patient. The client/patient 
goes away with updated 
information on their SmartCard. 
 

¶ E-Fast: data is entered while the 
client/patient is still in the facility. 
The client/patient goes away with 
updated information on their 
SmartCard. 
 

¶ E-Last: data is entered after a 
client/patient has left the facility. 
Their SmartCard is updated when 
they return for their next visit. 
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¶ Building layout and distances impact Patient and Data Flow options. 
  

The analysis begins once this information is documented and one describes all the ways these relate and interact with 
each other. While simple to say, is takes a bit of work to do. 

 

In Appendix D is an example of the level of detail needed for each hospital and major clinic. The example covers a 
hypothetical VCT service and initial parts of an HIV Care /ART service, and is NOT prescriptive. An example of two 
flow charts with both patient flow and document flow in one diagram follow, one for HIV Care/ART and one for 
ANC/PMTCT. Your facilityõs operations will surely differ in some regard. 

4.6 Baseline 
Baseline questionnaires will be administered at sites where SmartCare is to be implemented. The tool will gather key 
information for the SmartCare Project to assess progress towards meeting project objectives and to measure changes 
from the implementation of SmartCare in a site over time. The responses will establish what systems are in place and 
a little bit about how they are working. The results of the baseline may generate more questions than it answers. 
However the same questions will be asked over a period of time to understand the impact SmartCare has had on 
information management, the quality of patient care, and facility management and some of the questions make more 
sense when they are understood to be Time 0 questions, to which interesting answers may only happen after 6 or 12 
months. The final baseline questionnaire is under revision and will be provided separately. 

4.7 Training 
In addition to physically preparing the sites, human capacity must be enhanced prior to implementation. District and 
facility staff must be trained in the relevant aspects of managing the SmartCare system from maintaining patient 
confidentiality and system integrity to entering data and caring for the system. Specific training sessions will include; 

¶ Conducting District Director of Health and Manager of Planning and Development orientation session,  

¶ Conducting Training of Trainers for District Health Information Officers (DHIOs) and MCH/PMTCT/CT 
Coordinators (District level), as well as Implementing Partner level staff, 

¶ Conducting Data Management Specialist and implementing partner orientation, 

¶ Conducting M&E activities for the system, and providing feed back to the central team for any action needed 
at the central level.  

  
 

Important 
¶ You should make flow diagrams like those in Appendix D for each institution and each clinical service prior to 

implementing SmartCare for those services.   

¶ Flow diagrams should be available and discussed during facility training, and revised as necessary.  
¶ Flow diagrams should be posted in clinics using SmartCare. 

¶ Flow diagrams should be copied to the DHIO, PDMS, MOH and SmartCare support team. 

¶ Flow diagrams should be appended to the local copies of Procedures Manualsô Appendix D, at facility and at 

District, and kept on file at PHO and centrally to facilitate support. 
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5 Key SmartCare 
Procedures  
5.1 Facility by Facility Merge, Symmetric, and Asymmetric 

5.1.1 Merge: record-level data propagation 
Patients visit multiple clinics. If these clinics do not have SmartCare, each of these clinics will end up with a fragment 
of the patientõs health record. The patient may end up with one or more service specific paper documents which 
expire at the end of some period of service. The task of providing patients with continuity of care, and successful 
inter-service referrals, is the same as the task of making a single health record out of all the fragments and finding way 
for it to be accessible at each point of care. This is what SmartCare does. The following tells how. 
 
There are two ways that SmartCare can heal a broken health record: 

1 Provides a client with a portable copy of their electronic health record on a smart card called the òCare 
Cardó so that as they visit clinics, the prior fragments are linked, clinic by clinic. 

2 Provides a means for the health records to be gathered up, fragments are linked, and intact versions of 
records are redistributed to the same health facilities from which the fragments came. 

5.1.2 Circuit rider management and authentication 
Consideration must be made for managing and authenticating the person who will have rights to perform the patient 
record merging, referred to as the Circuit Rider. That role is sensitive, requiring a trusted individual who has been 
specifically authorized.  
 
RBS (Role Based Security) in SmartCare now supports a specific role for the Circuit Rider, but at some point 
leadership needs to provide structure, oversight, and review, of the use of the Circuit Rider privilege, just as for the 
DHIO Role privilege. 
 
Presently the system maintains a log of all user events, which is effectively an audit trail. Supervisors, DHIOs, 
directors, PDMS, implementing partners, may each have a need to review elements in this log, and it may be that push 
button reports should be designed and added to the system to make such oversight easier. 

¶ All other users, lacking the specific Circuit Rider Role, must be prevented from performing the merge.  

¶ The Circuit Rider Role should not be assigned to a facility staff, only a DHMT staff member. 

¶ Like the DHIO Role, the user with the Circuit Rider Role cannot be allowed to also have rights to facility 
patient level data. Neither one has a need to access patient level data.  

¶ Role Creation and User Rights Assignment is the task of the DHIO, so at the initial configuration of the 
Facility RBS, the DHIO needs to have secured a document from the DDH identifying the roughly two 
persons who will provide the Circuit Rider capacity for the District, and define them in the system.  

¶ Circuit Riders should be senior supervisors who most frequently visit all clinics.  

¶ It is possible to divide the Circuit Rider duties by facility or facility groups (i.e., West Circuit and East Circuit). 
 
Current Facility-by-Facility Merge. The electronic health records in SmartCare databases at facility level are accumulated 
and made available to the District office (DHMT) by a Circuit Rider for purposes of District level reporting and de-
duplication of counts.  
 
Monthly, the Circuit Rider goes from clinic to clinic with a flash drive (a small stick-like memory device), inserts it into 
the USB port of the facility computer, logs into SmartCare as the Circuit Rider Role, presses the Merge button in the 
Administration Mode of SmartCare, waits a bit until the merge is complete, logs out of SmartCare, then proceeds to 
the next clinic in the circuit and repeats these steps.  
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After this process is done for all clinics, the flash drive will have a de-duplicated master copy of all District records 
stored in a secure encrypted format called a Transport Database. When this full circuit Transport Database is then 
merged with the DHMT SmartCare database, the DHMT installation receives an update of all of the District data 
from SmartCare facilities. The DHMT is then capable of running reports for any facility or the District as a whole, as 
of the time of the first facility visit of the circuit ride. 
The database process of accumulating non-duplicative records is called a Facility by Facility Merge or FxF Merge.  

5.1.3 Use case: asymmetric circuit synchronization 
Goal: To propagate patient records across multiple Facility Databases by synchronizing each asymmetrically with a 
Transport Database. The end result will be a master transport database with each local facility database containing 
updated patient information for patients that it has seen. However, each local facility will contain no more individual 
patient records than it did at the start of the merge. 
Specifically, there are presently two types of merge, asymmetric and symmetric.   
 
The Asymmetric Merge is used for FxF. The asymmetric merge checks the Transport Database on the flash drive 
for any record fragments that link to a record on the Facility Database (FDB), and if present, links the fragments to 
make a more intact record and saves it both on the Transport DB and the FDB. All non-matching FDB records are 
also copied to the Transport DB, but Transport DB records of people who have never visited the Facility are NOT 
copied to the FDB. 
 
With the current SmartCare release and current HMIS reporting requirements, the District is the administrative level, 
and printing a HMIS report is the process, by which SmartCare produces the information needed by the HMIS for all 
the services in a District using SmartCare. 
 
Once there is a new HMIS implemented and the specifications for the modifications are final, SmartCare will export a 
specific aggregate file that the DHIO should be able to import directly, alleviating the need for data entry into HMIS. 

5.1.4 Use case: symmetric circuit synchronization 
Goal: To propagate patient records across multiple Facility Databases by synchronizing each with a Transport 
Database. 
 
The Symmetric Merge is used for the final step of the FxF circuit ride process: when the Circuit Rider returns to the 
DHMT and merges the full Transport DB with the DHMT DB, producing an updated District master database. 
Future District by District Merge. By a very similar process, de-identified versions of health records that have been 
accumulated at each DHMT within a Province can be periodically merged to provide the same de-duplicated 
SmartCare reports and dynamic maps of services versus populations at the Provincial Health Office (PHO) level as 
was available in SmartCare at the facility and District levels. 
 
By using a òSymmetric DxD mergeó (instead of asymmetric DxD merge), all the Districts in a province, as well as the 
PHO, end up with a Provincial GIS view of the de-identified electronic patient record data. No patient level reports 
or views of data will be available for DxD datasets, but the maps comparing the distribution of de-duplicated services 
by town and village vs. distribution of people, should be invaluable in assessing service gaps in a way never before 
possible. 
 
Future Province by Province Merge. The de-identified PHO held records could be available for further accumulation by 
SmartCare at the MOH, implementing partner, and NAC level for reporting, public health monitoring and evaluation, 
surveillance and analysis, as needed for epidemic or health services monitoring, again by the same merge process. For 
privacy assurance purposes both the DxD and PxP processes will operate on simplified de-identified records, with 
specificity reduced by using a sufficient set of top and bottom coding, interval coding, rounding, n-dimensional small 
cell suppression in OLAP structures, and geographic blurring where resolution indicates need to assure preservation 
of confidentiality. 
 
Role Based Security by Administrative Level. At each Administrative Level there are different RBS roles appropriate to that 
level: 

1) Facility: District level staff should not have access to patient level data when visiting a facility. Facility level 
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staff should not automatically have access to other facilities or even other sub-clinics of same facility, without 
specific need to know. DHIOs need to anticipate frequency of staff movement, and have sufficient numbers 
of users created at the time of establishing the lock down policy. 

2) District : Any access to patient level data at the District level is entered into a multi-year log for future review, 
since there is rarely a need to know patient level information at the District. Reports from this log will be 
made available to management. We presently expect there is no normal use case for District staff to need to 
access patient level data, except for unusual cases of clinical supervision QA, that should be done in a 
structured sampling manner (as in a system generated report, not user selected case records.. RBS Roles for 
all District staff not doing clinical quality assurance should not have access to patient records or patient level 
reports. 

3) Province and above: never have a need to review identified patient data, and identifiers are always removed 
at time of DxD merge and de-deduplication. PxP òmergeó will likely not be a true merge and de-
deduplication, but a simple òappendingó. This is in part for reasons of performance with multi-million record 
files and in part because the inter-province de-duplication yield as a percent of the total would be quite small. 

5.2 Assigning Unique Patient ID Numbers 

5.2.1 Background: record linkage and de-duplication 
Health care information may be collected at separate locations, different times and for somewhat different purposes, 
and as a result, health records usually are fragmented records at multiple locations.  

In Zambia, health records may lack sufficiently unique identification for national linkage, photocopiers are not often 
present, transport alone is a challenge and telecommunications often unaffordable or absent. So creating a 
comprehensive longitudinal patient health record (electronic or paper) system, rather than a snap shot patient record, 
is difficult.  

SmartCare helps to properly connect fragments once they are brought to a common place, by using record linkage 
and record de-duplication.  

The means by which this is done is through the creation and use of unique IDs.  

In the health system context, the assignment of unique IDs is generally not hard, but rather properly connecting 
health record fragments and preventing the assignment of multiple unique IDs to one person, and then recognizing 
and fixing this condition once if it has happened is the hard part. The process of recognizing and fixing the 
assignment of multiple IDs is called Record De-duplication and Reconciliation. 

The following five classes of IDs in the SmartCare system are designed to provide the system with the capacity to 
provide unique IDs and to help prevent, detect, and repair the assignment and use of Multiple IDs. 

5.2.2 SmartCare identifiers: five classes of IDõs used in system 
The SmartCare System will utilize the following 5 classes of identifiers (4 external and 1 internal) in order to achieve 
record linkage and record de-duplication:  

 
NUPN: Nationally Unique Patient Number   

¶ Bridging paper and electronic systems 

Example: 5040-251-00001-1  
(PPDDFFFnnnnn-C)  

¶ PP: Province  

¶ DD: District   

¶ FFF: Facility or clinic code; FFF codes are strings and can be alpha  

¶ Nnnnn: Locally assured unique in clinic serial number,  

¶ C: trailing digit of check sum of serial number digits 
Card ID:  

¶ Unique number up to 99,999,999  

¶ Shorter, random correlate of NUPN 

Examples: 01-01-01-01 or 99-99-99-99  

¶ Assigned to patient upon provision of an initialized SmartCard  
with patient EHR  

Patient GUID: Globally Unique ID  

¶ 16-Byte random key links patient in  
distributed DB tables 

Example: {3F2504E0-4F89-11D3-9A0C-0305E82C3301};  
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Facility-Service-Case IDs:  

¶ Unique by facility  

¶ maybe by service, maybe by case*yr  

¶ IDs are locally assigned 

Examples: Hospital ID, SafeMotherhood ID, Insurance ID  
 

Quasi IDs:  

¶ Quasi unique values,  

¶ Based on client information  

¶ Used to de-duplicate record fragments 

Examples: phone#, NRC#, address, name, DOB 

 

The purpose of each identifier and its relationships to other identifiers is presented below:  

Nationally Unique Patient Numbers ð NUPN (òNEW-pinó) 
The NUPN is designed to be a unique ID that: 

¶ can be locally and manually uniquely assigned without telecom or computer 

¶ can be used in both paper and electronic record system elements 

¶ provides basis for linking paper record fragments upon computerization 

¶ only training of card issuers and client education protects exclusivity 

¶ over time may be replaced by Card ID; both are linked to Patient GUID 

¶ has a one to one relationship with Patient GUID, during de-duplication, the earliest assigned NUPN ôwinsõ, 
but the duplicate NUPN values are maintained in patient ID table for use in de-duplication. 

 
Card ID 
The Card ID is designed to be a unique ID that: 

¶ is SmartCare system assigned for complete assurance of uniqueness nationwide due to production process of 
printing unique serialized runs 

¶ is human readable but linked 1:1 with computer readable Card ID due to production process of printing and 
initializing Card ID in single pass 

¶ only training of card issuers and client education protects exclusivity; protocols exist for provision of loaner 
and replacement cards with diff IDs, but in these cases the multiple Card IDs are assigned by system that 
knows client and are linked via Patient GUID and pose no de-duplication problem. 

¶ is of random content and so slightly more confidential than NUPN 

¶ is 2/3 length, less burdensome, and more accurate for manual transcription 

¶ is durable, portable, and valued (due to being imprinted on attractive plastic smart card) 

¶ linksSmartCard instance to patient indirectly, via internal system managed Patient GUID, so that in the case 
that a card is lost, a new pre-printed and initialized card can be assigned without need to revise internal IDs 
for patient (Patient GUIDs may be in tables at multiple disconnected sites) 

¶ Card ID has a many to one relationship with NUPN 

¶ Card ID has a many to one relationship with patient GUID 

¶ Card ID can be retired for a given individualõs use and reassigned to another patient, but as in duplicate 
NUPNs above, duplicate, retired Card ID values are maintained in the patient ID table for use in de-
duplication. 

 
Patient GUID 
The Patient GUID is a unique ID that: 

¶ is SmartCare system assured to be ôuniqueõ (more accurately, by chance a GUID may be expected to reoccur 
once per 2^128 or 10^38 times)  

¶ is fully secure and private ð never printed, never visible, not human used 

¶ provides the glue between patient information fragments, and is associated with each 

¶ During de-duplication, in case duplicate fragments are found, the earliest assigned Patient GUID ôwinsõ, but 
all duplicate Patient GUID values are maintained in patient ID table for subsequent use in de-duplication. 

 
Facility-Service-Case ID 



SmartCare v4.0 Procedures Manual | 12 
 

The Facility-Service-Case ID is a site- or purpose-specific legacy (non-SmartCare) ID that: 

¶ is usually unique within a specified local context, and is used by a provider of services for internal record 
processes; may not be unique over time 

¶ may provide link to (usually paper) record fragments in that context 

¶ may be very public IDs ð sometimes written on large carried documents 

¶ may have 1:1 or M:1 relationship with Patient GUID; but hazard is that they may not be unique, and used 
alone might lead to a false positive link. 

¶ may be useful during de-duplication in the same manner as Quasi IDs 
 

Quasi-Unique IDs 
Quasi-Unique IDS are patient-provided, relatively specific values that: 

¶ when sufficient in number and used in combination are usually unique 

¶ exist independently of the SmartCare system 

¶ might generally be provided by patient in the future 

¶ might generally be relatively constant over time 

¶ are selected for entry into SmartCare because of their value in combination as ôback-up IDsõ for linking 
record fragments when the system has failed to assure exclusivity of the IDs used by a client.   

6 Security 
6.1 Executive Overview 
SmartCare System Security Policies are intended to address all known data access and data integrity conditions 
associated with use of SmartCare.  These include physical system and software system access, and data preservation 
policies, a people policy that includes training, privileges (including limited personal use of equipment, Role Based 
Security) and responsibilities, and lastly a security assurance policy for responding to security performance failures or 
abuses as they arise. 

  
1) People Procedures for Users, User Supervisors, User Managers, Patients, and Others 

a. Training elements (assuring that people know policies as well as operations)  
i. 1st principle òInformed User Responsibilityó: all users are held responsible; no access is 
provided to persons for whom a signed copy of ôReceipt and Understanding of SmartCare 
System Security Policiesõ is not on file 

b. User elements  
i. 2nd principle òNeed to Knowó: system access is limited to that one person, or very small 
number of persons, who òneed to knowó in order to provide the services 

ii. Oversight: viewing patient records in absence of a patient visit has limited legitimate 
purpose, and all such events are logged by the system for review  

c. Supervision elements (procedures supervisors may use which allow them to assure system users 
follow security policies and good practices) 

d. Management elements (procedures higher levels of management may use to assure that supervisors 
assure that system users follow security policies and good practices) 

i. 3rd principle òSeparation of Powersó: system access and use rights are partitioned among 
different users; this reduces risk and simplifies oversight 

2) Physical System Procedures: Access Restrictions and System Integrity Assurance  
a. Access protection 

i. After hours (grills, locks, who has keys, how they are kept) 
ii. During operations (who can enter space, for what reasons, who supervises and assures this, 

who manages supervision and assures compliance) 
b. Integrity protection 

i. Protection from heat, sun, dust, water, vibration, falls, magnetism, theft,  
3) Software System Procedures: Access Restrictions and System Integrity Assurance  
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a. Facility òUseró account operations 
i. Data entry; data and report access; data back-up; system error reporting 

b. DHIO òPower Useró and òUseró account operations  
i. Configuration, user accounts; back-up and FxF merge oversight; support 

c. MOH and Implementing Partner central òAdministratoró operations  
i. Initial installation, site configuration, DHIO account set up; high tech repairs; OS upgrades 

4) Security Assurance Procedures: Security Quality Maintenance and Assurance of System Integrity 
5) An appropriate cascade of control interventions for system security quality issues is required to address: 

a. System Performance failures: security gap identification and response 
i. Revise physical access restriction and training to address gaps 
ii. Revise logical access restriction and training to address gaps 
iii. Revise procedure implementation and training to address gaps 

b. Individual User Performance issues (failure to adhere to System Security procedures) 
i. Structured retraining and rehearsal of procedures (for gaps in knowledge) 
ii. Reduction of access privileges, such as reassignment to other duties that do not involve 

system responsibilities (for inappropriate use of privileges or demonstrated repeated inability 
to follow procedures) 

iii. Reduction of scope of responsibility for management or supervision (for repeated failure to 
implement and maintain specific procedures) 

c. User Abuse of Privileges  
i. Suspension of duties  
ii. Release from employment  
iii. Legal prosecution (for intentional breaches, fraud, or misuse of authority) 

6) SmartCare Data Back Up and Security Procedures  
a. Facilities with single SmartCare installation (1 computer)  

i. V 4.0  
1.  Daily back-up to local hard drive at time of logout (active, but user is prompted for 

BU at logout) 
2. Provide smart cards to clients (passive, distributed off-site BU on smart cards)  
3. Monthly Merge with District (active, but needed for information cascade, off site 

BU) 
b. Facilities with multiple stand-alone SmartCare installations configured as ôsub-sitesõ (>1 computer, no 

network)  
i. V 4.0  

1. Daily intra-facility Merge with other sub-site installations (to maintain synchrony) 
2. Daily Back-up to local hard drive at time of logout 
3. Provide smart cards to clients (distributed off-site BU) 
4. Monthly Merge with District (off site BU) 

c. Facilities with SmartCare configured as a client-server system on a LAN (>1 computer, network)  
i. V 4.0  

1. Daily back-up to local hard drive at time of logout 
2. Provide smart cards to clients (distributed off-site BU) 
3. Monthly Merge with District (off site BU) 

7 Protecting Privacy 
and Confidentiality 
7.1 Introduction 
The SmartCare security procedures will help to preserve and control access to health facilities, equipment and patient 
records. Protection of sensitive data gathered by the SmartCare system is necessary to maintain data access and system 
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integrity. Three interrelated concepts have an impact on the development and implementation of protections for 
sensitive data: Privacy, Confidentiality, and Security. 
 
Privacy is a legal concept. It refers to the legal protection accorded to an individual to control both access to and use 
of personal information and provides a framework within which confidentiality and security are implemented. 
 
Confidentially relates to the privacy of individuals when storing, transferring and using their data, given that 
individuals may be considered to have rights as well as responsibilities;  
Security is a collection of technical approaches that addresses issues covering physical, electronic, and procedural 
aspects of information protection. Security issues fall in two categories: security from breach of privacy and security 
from data loss or corruption. Good back-up procedures, including off-site back-ups, as well as preserving 'audit trails' 
of all changes, are therefore part of security considerations. 
 
The subsequent sections explain the necessary elements and proposed strategies in securing privacy and 
confidentiality in the SmartCare system. 

7.2 Ethical Considerations in Protecting Privacy and 
Confidentiality 

7.2.1 Adherence to international ethical and legal standards 
The procedures that generate personal health data should conform to international ethical and legal standards. 
Fundamental ethical and legal standards for protecting privacy and confidentiality exist in relevant human rights 
instruments. See: Universal Declaration on Human Rights; Article 17 of the International Covenant on Civil and 
Political Rights; Article 37 of the Convention on the Rights of the Child; paragraph 16 of the 2001 UNGASS 
declaration; and Article 9 of the UNESCO Universal Declaration on Bioethics and Human Rights.  

Data collection that fails to conform to these standards should not be used for the program activity.  

7.2.2 Respect for individual rights 
Organizations, institutions, and individuals should respect the rights of those whose identifiable data may be collected 
or stored. These rights include but are not limited to: 

¶ The right to refuse to answer questions posed by those collecting the data 

¶ The right to have a copy of their health record 

¶ The right to access, review, and correct identified data that can be verified to be erroneous  

¶ The right to voluntary informed consent when appropriate 

¶ The right to seek redress, without negative consequences, for a perceived breach of confidentiality  

7.2.3 Obligation to assure that protections are in place 
Organizations, institutions, and individuals having access to the data have an obligation to ensure that that 
confidentiality and security protections for identifiable information are in place.  

¶ Confidentiality and security protections are needed to ensure the quality of prevention, treatment, and care 
programs. 

¶ Local ownership and proper steps to ensure confidentiality and security help to provide quality data for 
reporting upstream. 

¶ Measures for confidentiality and security protection should go hand in hand with community and advocacy 
efforts to reduce stigma.  

7.2.4 Technical and physical security should be assured 
Personal health information and data collected for patient management and monitoring should be maintained in a 
technically and physically secure environment. 
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7.2.5 Authorized users should be trained, demonstrate competence and 
accountability 
Individuals authorized to access personal health information should receive appropriate training and should be held 
responsible for protecting confidentiality. 

7.2.6 Security breaches should be investigated and sanctions imposed 
Security breaches and loss of confidentiality should be thoroughly investigated and appropriate sanctions imposed. 

7.2.7 Laws, regulations, policies, and security procedures should be 
continuously reviewed 
Security procedures, policies, regulation and laws should be continuously reviewed, independently assessed, and 
changed when required. 

7.2.8 Identifiable data should be shared in limited circumstances 
under explicit authority of the Ministry 
Data should only be shared between or among organizations or institutions under the proviso that: 

¶ the recipient organization has an MOH approved òneed to knowó and will be using the data for a well 
defined legitimate health purpose intended to either directly benefit the patient or, under MOH authority, the 
public health, and 

¶ the security and confidentiality measures of the receiving organization meet the minimum standards of the 
organization which collected the data and which were, in effect, consented to by the patient when the data 
were provided. This requirement generally results in the need for increased levels of security for increased 
levels of data accumulation.  

7.2.9 Data access and use for research purposes 
Organizations that provide significant support to sites should monitor and evaluate data from those 
sites, subject to the authorities of the University of Zambia Research Ethics Committee and the 
relevant Institutional Review Boards or their equivalents, and the Ministry of Health. However, 
access or use for purposes of research should additionally be guided both by a representative 
Research Committee process for overseeing proper research use of un-consented public health data, 
and by more stringent policies stipulating required conditions for conducting such research, 
including:  

¶ limitation of data access to the minimum records and fields required for the project,  

¶ pre-definition of scope of project including shells of tables proposed for publication,  

¶ an approved research protocol including demonstration of research competence and experience of 
researcher(s),  

¶ commitment to use of data for a defined period and the approved purpose, and to destroy, return, or (if data 
is de-identified) securely archive all data after an agreed period after research is complete,  

¶ description of security measures to be used while data are held by researcher, and agreement to have these 
security measures audited,  

¶ commitment that no efforts will be made to identify an individual, unless this is an essential and approved 
part of the research protocol or is necessary for provision of medical care, in which case it must be 
demonstrated that a consented protocol is not feasible, that this research or medical care is necessary, and that 
the prospect of benefit substantially outweighs the risk,  

¶ restriction of further dissemination of data by researcher to assistants or other persons not named in original 
request, and  

¶ review of work by MOH or prior to publication to assure privacy is sufficiently protected. 

7.2.10 Sharing individual patient data with other government agencies 
Individual level information should not be shared with those charged with law enforcement, immigration control, 
management of the public welfare system, or other non-health functions without consent, except in circumstances 
involving the threat of imminent danger or grave physical harm to individuals or populations. 
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7.2.11 Scope of data collection should not exceed purpose 
Organizations and institutions should collect only information that fulfills the clearly stated and authorized purpose(s) 
for which the data is collected. 

7.2.12 Policies and procedures should be transparent and available 
Organizations, institutions, and individuals should ensure that all policies and procedures related to security and 
confidentiality of identifiable information are transparent and available. This includes potential future use of routinely 
collected patient information, including on deceased individuals.  

7.2.13 Organizations, institutions, and individuals should be accountable 
Organizations, institutions, and individuals who fail to adequately protect the security and confidentiality of 
identifiable information should be held accountable and appropriate remedies imposed.  

7.2.14 Policies and procedures should be consistent with these principles 

The development and implementation of policies and procedures should be consistent with these principals, should 
involve concerned persons (such as those living with HIV) and other stakeholders, and be integrated into national 
care and treatment plans and practice. 

7.3 Strategies and Concepts for Protecting Privacy and 
Confidentiality 

7.3.1 Balance between protecting privacy rights and protecting the public welfare 

The public health goal to safeguard the health of communities through the collection and dissemination of health data 
must be carefully balanced with the individualõs right to privacy. Guidelines must allow for consideration of local 
cultural norms, which may influence these policies, while ethical principles should guide decision-making regarding 
the appropriate use and dissemination of data. Overall, guiding principles should be based on human rights principles.  
 
The purpose of establishing health information confidentiality and security principles is to assure that health data are 
used to serve the improvement of health, as well as the reduction of harm, for all people, healthy and not healthy. 
Pursuing this goal involves an ongoing process of refining the balance between maximizing of benefits, which can and 
should come from the wise and fullest use of data, and protection from harm, which can result from either malicious 
or inadvertent inappropriate release of individually identifiable data.  

7.3.2 Requires more than a technical solution 

Appropriate policies, procedures and technical methods must be balanced to secure both individual and public 
protections. A number of managerial and organizational procedures need to be followed to ensure safeguards for the 
collection, transfer and storage of personal identified data, use of the data and the dissemination and disposal of 
information. 

 

7.3.3 Assessing risk of breach and of risk of harm 

In developing a security policy, assessing the risk of a confidentiality breach is often the first element in determining 
risk to confidential data and is discussed in Chapter 6 Security Overview, Chapter 7 Protecting Security and 
Confidentiality, and Chapter 8: SmartCare User Rights and Responsibilities, but consideration of breach protection 
alone is insufficient, given that the purpose of the system is to both protect data and to make data appropriately 
accessible. 
 
The risk of harm following either a breach or a proper access varies with the national or local context according to levels 
of stigma, lack of comprehensive public health safety nets, legal traditions of respect of privacy, religious perspectives, 
and other local conditions. The greatest social benefit, which is associated with fullest possible health data re-use for 
public good, becomes available once a society masters the issues of stigma and universal access to good care 
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regardless of health condition, since these are prerequisites for minimizing risk of harm due to health data use in that 
society. 
 
However the two elements which may most influence the risk of harm are: 

¶ the type of the data provided (aggregated or not; identified or not), and  

¶ the means by which data is provided: view, print hardcopy, export a file  

7.3.4 Risk of harm by type of data: identifiability, specificity, and sensitivity  
Privacy sensitivity and the risk of harm to both the patient and the health system if confidentiality is not preserved 
depend on the identifiability of the data, and the specificity and sensitivity of the information it reveals, and 
sometimes other factors. 
 
In increasing order of risk, these data types can be classified as:  

1) Aggregated data (e.g., counts by category, such as HMIS tallies) 
a. Anonymized aggregate tables (no identifiers, few fields, non-specific categories) - a table approved by 

experienced statisticians for public use with minimal risk of identification even when ancillary data is 
used together with the anonymized aggregates 

b. Aggregated tables with no 'small cells',  
c. Aggregated tables that may include small cells (note: an aggregate table with cell counts of ô1õ have 

similar risk to de-identified line listed patient data 
d. Non-aggregated data or ôindividual patient line listingsõ (e.g., late patient report; treatment failure 
report; often a printout with one patient per row or per ôrecordõ) 

2) De-identified individual records - potentially personally identifiable data (when ancillary data might exist 
that would result in identification),  

3) Coded individual records - names are replaced by initials; external IDs such as NRC are removed, but a 
system ID is provided 

4) Identified individual records - inexplicitly personally identified data. Risk assessment, regulations, policies, 
user roles, and training, all need to reflect a consideration of these classes of data. 

5) Single individual complete record containing great detail, and possibly identifying persons other than the 
patient. 

 
Role Based Security (RBS) in SmartCare provides for defining data use roles according to the five categories in bold 
above: 

1) Aggregate tabular report 
2) De-identified individual line listed report 
3) Coded individual line listed report 
4) Identified individual line listed report 
5) Single individual complete report 

 
To support these distinctions, Reports are grouped in this same way. 
 
In the future, it may be required to provide access rights on a report by report basis for some reports; it may also be 
that the Aggregate report category will be partitioned into 3 categories, as above. 
 

7.3.5 Risk of harm by media of data output: view, print paper, export a file 
The ease of redistribution to unauthorized users of the same confidential data that the system is designed to make 
available to authorized users (clinical providers from whom the patient has sought services) is a second factor in the 
risk of harm following system breach or access. 
 
Accordingly Role Based Security provides distinct rights for viewing, printing or exporting data.  
 

 
Note that export rights should NEVER  be a default right for any role or any user, and should only be enabled for 
temporary purpose of exporting limited de-identified data according to an approved purpose authorized by the MOH 
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and ethics review committee, and if for research, additionally by a public health data research oversight committee as 
described in 7.2.9 Research Use of Public Health Data. 
 

7.3.6 Need to continually refine privacy and confidentiality law and regulations as 
new questions arise 
Within countries, privacy and confidentiality laws should be in place, or developed if not already in place, and relevant 
parameters of privacy or confidentiality laws must be reviewed and known by those involved with the data at all levels.  
New technologies and procedures may require addressing in new regulations and sometimes by new laws. 

7.3.7 Need to develop, use, and update written policies  
Countries and organizations within all levels of the healthcare system should have a written policy of security 
procedures concerning the way data are collected, stored, transferred and released. The policies need to be 
implemented at all relevant levels, and staff need to have understood the policies and signed an agreement stating that 
they will implement them as part of their work. This will also involve training new staff and updating all staff on the 
relevant procedures.  
 
As with privacy and confidentiality law, policies also need to be living documents, continually reassessed and revised 
in the light of changes in norms, values, staffing, patient requirements, clinical protocols, technologies, and laws. 

7.3.8 Need to identify an accountable agent  
Organizations at all levels of the healthcare system, and international organizations, should identify a security and 
confidentiality officer (SCO) to be ultimately responsible for the confidentiality and security of personal health 
information within that organization.  

7.3.9 Obligations of authorizing and funding organizations: 
System authorizing agencies and donors alike should comply with privacy standards and principles, and have an 
obligation to make a portion of the funding of health services available for implementing them, sufficient to assure 
adequate protection of the data collected and used; and to require that maintaining these Privacy, Confidentiality, and 
Security standards are a condition for authorizing or funding of any implementing partners or agencies. 

8 SmartCare User Rights and 
Responsibilities  
8.1 Facility-based User Rights and Responsibilities 
This section provides guidance for the handling of visitors to the health facilities by facility staff, and also provides 
guidance regarding any requests for access to the equipment and patient health records (paper or electronic) that is in 
the custody of the facility. For security purposes, a visitor is any person not stationed for duty at your facility. 

 

8.1.1 General facility-based user rights and responsibilities 
Non-patient visitors may have physical access into the health facility only with written authorization from the DHMT 
or first hand verbal authorization from the DHMT. Remain with any visitors.  
Authorization for visitors (Circuit Rider, Quality Assurance Specialist, Management, DHIO, implementing partner, 
MOH) to access clinic computer equipment or SmartCare software must be in writing, must specify purpose and 
access limits, and an ID must be provided. Record the identity, authority, date, time, and purpose of any individual 
who has access to paper or electronic records, and remain with them to supervise. Staff may turnover, and access 
authorization is not permanent.  
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Passwords control two stages of facility computer access: i.) the Facility User password controls access to the 
computer operating system, and ii.) a personal SmartCare password controls access to patient records. Facility 
passwords may be changed by the facility. A properly authorized visitor will have their own password to SmartCare, 
but should ask facility staff to start the operating system.  
 
Facility staff may i.) use the same Facility User password to start the computer operating system, and do so for visitors 
authorized for access, but ii) passwords to SmartCare are personalized and must never be shared, even with oneõs 
supervisor. Never access SmartCare with your password, and then allow another person to use SmartCare in your 
name. If you do this, the log file will show it was you, and you will be accountable.  
Always touch òLogoutó when finished using SmartCare.  A screen saver with password must be used, to help prevent 
accidentally leaving the system ôopenõ for a time. 
 
Persons authorized to access SmartCare have their own password designed to match their òneed to knowó and role: i.) 
a DHIO may have no need to view identified patient records in a facility since he doesnõt provide patient care, ii) 
clinical staff may have no need to access supervisor reports if they are not supervising, and iii) Quality Assurance 
Specialists may have no need to enter data. Security for patients is improved by providing each user role with only the 
scope of access that meets their need, and monitoring the usage for irregularity. 

8.1.2 Specific facility-based clinical user rights and responsibilities 
If you are a clinician working in a health facility, you may be responsible for entering or accessing identified patient 
health records in SmartCare, reviewing the management of patients who are not doing well, and potentially 
supervising other clinicians. Additionally, for small clinics, you may have the responsibility to oversee daily 
management and security of the system such as performance of back-ups. In more remote clinics, you may need to 
create SmartCare user accounts when the DHIO is not available.  
 
A clinicianõs access to patient records is a limited privilege, allowed only as part of providing care to a patient. 
SmartCare keeps a log of records that have been opened and browsed. This log will be reviewed periodically in 
management reports to assure confidential procedures are being respected. 
 
For more remote locations, creation of new SmartCare users may need to be done by the facility lead user who may 
be assigned a role by DHIO called òClinician-in-chargeó with limited rights to create clinical providers. In addition to 
creating paper user roles called Providers (i.e. clinicians who are authorized to sign paper clinical forms as providers at 
this facility, and whose names and IDs will show up on choice lists for data entry of Provider ID field at end of paper 
form, but who may NOT have login rights), the Clinician-in-charge role can create clinical data entry users. Lastly, the 
Clinician-in-charge role can reassign this role to their replacement Clinician-in-charge, at which point they relinquish 
this role. Only one person at a facility should have this role.  

8.1.3 Specific facility-based data entry user rights and responsibilities 
If you are a Data Associate (a data entry staff employed in some larger facilities, with specialized IT education, which 
has been given additional responsibilities for system support based on job performance and demonstrated expertise), 
sometimes you may be asked to be responsible for operating system procedures requiring different rights than òUseró. 
Using other rights to access the operating system is logged and reviewed by the supervisor, and such accesses should 
correspond fully with documented tasks assigned. Regardless of other responsibilities, when using SmartCare all staff 
will always access the computer with a òUseró level password.  
 
A Data Entry staffõs access to a patientõs record is a limited privilege, allowed only while they are entering data for a 
patient. SmartCare keeps a log of records that have been opened and browsed. This log will be reviewed periodically 
by supervision to assure confidential procedures are being respected. 

8.1.4 Specific quality assurance specialist user rights and responsibilities at a facility 
If you are a Quality Assurance Specialist (a roving specialist who may be based at province or larger Districts or with 
an implementing partner, having specialized IT and/or statistical education who has been given additional 
responsibilities for system Quality Assurance, Monitoring and Evaluation via a Facility User account), your SmartCare 
Role in a facility may permit access to supervisory reports not available to other facility users, but this role does not 
include data entry or modification of data. When you find errors or issues, report them to DHMT, MOH and 
SmartCare team so that there is systematic documentation of issues prior to intervention. These reports are likely to 
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be generally useful, and may often be the feedback that leads to system-wide improvements. Regardless of these 
special roles within SmartCare, a Quality Assurance Specialist always accesses the computer with a òUseró level 
password.  
 
A Quality Assurance Specialistõs access to a patientõs record is a limited privilege, allowed only while they are 
reviewing data quality issues on a scheduled visit, and does not include changing data. SmartCare keeps a log of 
records that have been opened and browsed. This log will be reviewed periodically by supervision to assure 
confidential procedures are being respected. 

8.1.5 Specific circuit rider user rights and responsibilities when at a facility 
If you are the District Circuit Rider performing (a roving specialist who may be based at province or larger Districts 
or with an implementing partner, having specialized IT and/or statistical education who has been given additional 
responsibilities for system Quality Assurance, Monitoring and Evaluation via a Facility User account), performing 
your SmartCare Role in a facility does not include access to reports, patient data, or data entry or modification of data. 
Regardless of these special roles within SmartCare, a District Circuit Rider always accesses the computer with a 
òUseró level password.  
 
A Circuit Riderõs access to a patientõs record is a limited privilege, allowed only while they are on an authorized 
District Data Merge scheduled visit, and does not include viewing identified data. SmartCare keeps a log of records 
that have been opened and browsed. This log will be reviewed periodically by supervision to assure confidential 
procedures are being respected. 

8.1.6 Specific DHIO user rights and responsibilities when at a facility 
If you are the District Health Information Officer (often the responsible IT person for supporting all the systems in a 
District), you may have special rights and responsibilities regarding the operating system. To partially offset your own 
liability for this substantial responsibility level, you should assure that your own SmartCare Role as Facility System 
Administrator will not include access to patient data, even though part of your role is to create the user accounts for 
all other facility staff, including those who can and should access patient data.  
 
This partitioning of rights reflects the òneed to knowó and òseparation of powersó security principles. If a DHIO 
were to create a clinical user account for him or herself or another unauthorized person in order to access patient 
data, this would be a serious abuse of authority. To enhance security, the SmartCare system will permanently record 
irregular RBS events of this type for future reports and review by management. A DHIO will always be logged into 
the computer with a òUseró level password when accessing SmartCare. Use of other rights to the operating system 
will be logged and reviewed, and such accesses should correspond fully with documented tasks assigned by supervisor 
or central MOH SmartCare system administration tasks which require such operating system access. 
A DHIO staffõs access is a limited privilege, designed to allow precisely the system maintenance and support activities 
for which the DHIO is responsible, but not to permit patient access. SmartCare keeps a log of records that have been 
opened and browsed. This log will be reviewed periodically by supervision to assure confidential procedures are being 
respected. 
 
All normal operations at a facility are designed to be done with a basic facility òUseró level access to the operating 
system. In emergency, the DHIO and MOH or implementing partner IT Specialists will have special levels of access 
to the operating system, but this special access is logged and monitored, and is normally only used for initial system 
installation, configuration, and operating system upgrades.  
 
At time of configuration of a new clinic installation of SmartCare, it may be prudent for a DHIO to create a series of 
òfacilityxxx-guest1, facilityxxx-guest2, éfacilityxxx-guest10ó SmartCare user accounts for staff not currently working 
at the facility, but who might be moved or transferred to the facility in the future. These pre-set accounts would allow 
the DHIO to provide a password to a new user at a facility by phone, without having to go to the facility again to 
create a new user each time there is a staff change. This would require careful record keeping by DHIO of ôvacantõ 
user IDõs and passwords, for all facilities in the District. Alternatively, for more remote locations, creation of new 
SmartCare users may need to be done by facility lead user who may be assigned a role by DHIO called òClinician-in-
chargeó with limited rights to create clinical providers. .  

8.1.7 Specific MOH and implementing partner rights and responsibilities at a 
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facility 
If you are the MOH or implementing partner SmartCare IT Specialist in your area (such as an MOH SmartCare IT 
lead, a PDMS or the lead IT specialist for an MOH authorized implementing partner), performing your usual 
SmartCare Role in a facility, this will not include access to patient data, clinical reports, or data entry or modification 
of data, except upon identification of a system problem that makes such actions necessary, and for which a task 
assignment is documented by supervision. This will usually be at the request of the facility, the DHIO, the DHMT, or 
at the central direction of the MOH or MOH implementing partner. There should be an authorizing event. If it is not 
possible to address the service problem with a òUseró access, higher level access may be required. 
 
A Lead IT Specialistõs access to a patientõs record is a very restricted privilege and event, allowed only if necessary in 
order to provide the required system support, and upon request. The controls on this access are in the limited number 
of persons with such access, the fact that the access is on request of others, the level of oversight the action is given, 
and the physical access control embodies in the fact that the occasion of each physical access to the database in the 
facility is recorded. These persons and these conditions are the only ones that might entail access to SmartCare system 
files outside SmartCare Role Based Security limitations. 
 
At time of a new clinic installation of SmartCare (may be done on a computer centrally, and later delivered to site), or 
be a password protected installation in the field, the MOH Lead IT User will provide the initial values for the 
installationõs site, owner, level, supporting NGO (implementing partner, if one), DHIO òPower Useró operating 
system rights, and the DHIO initial SmartCare password. Subsequently this information may be edited by the DHIO 
via the Admin section of SmartCare, but these further site configuration changes are logged by the system.  

8.2 User Rights and Responsibilities at a DHMT Installation of 
SmartCare 
In normal operations, a Circuit Rider periodically uses the administrative feature of SmartCare called òMerge 
Databaseó in a serial manner at all facilities in District, to create a de-duplicated set of all SmartCare patients in 
District. This is done using a flash drive and a Circuit Rider password, and results in an updated, encrypted Transport 
Database being returned to the DHMT. This Transport Database is then òMergedó with the DHMT SmartCare 
system installation to create a SmartCare system holding a District wide dataset.  
 
This SmartCare DHMT file serves as the basis of de-duplicated District reports, exports of counts to HMIS, and is 
also an ôoff-siteõ back-up for the records at the facilities, should a system fail. (Note that client held smartcards are also 
an effective off-site backup) 
 
Because the number of patient records at the District may be roughly 10 times the number at a single facility, access to 
this DHMT SmartCare database must be designed with substantially more restrictions, particularly regarding access to 
identified patient records.  Role Based Security for a DHMT installation of SmartCare supports a more limited set of 
rights than at a facility, and the tool is primarily intended to provide the District management with a very large variety 
of current and de-duplicated reports and maps of the District: 

¶ to assist in the identification of service problems or gaps,  

¶ to aid projections of consumable resource needs,  

¶ to target interventions, 

¶ to help evaluate program interventions,  

¶ to better allocate staff based on load, and  

¶ to assist in justifying budget requests. 
 
District use of compiled District-wide facility data is primarily for statistical and management purposes. Access to 
identified patient data will be disabled by default. 

8.3 User Rights and Responsibilities at a PHO Installation of 
SmartCare 
In normal operations, a Circuit Rider periodically uses the administrative feature of SmartCare called òMerge 
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Databaseó in a serial manner at all DHMTs in a province, to create a de-duplicated set of all SmartCare patients 
province wide. This may be done using a flash drive and a Circuit Rider password, but may be increasingly done via 
WAN as telecommunications expand. It results in an updated, encrypted Transport Database being returned to the 
PHO. This Transport Database is then òMergedó with the PHO SmartCare system installation to create a SmartCare 
system holding a province wide dataset. At the DHMT to DHMT òmergeó level, the data are de-identified with each 
merge, retaining only a converted version of the internal system id for linkage and de-duplication purposes. Many 
potentially identifying data categories are made less specific, ages grouped, etc. 
 
This SmartCare PHO file serves as the basis of more timely de-duplicated province reports than is available via a 
paper system. There is no need to access identified patient data, and there is no capacity to do so. But the millions of 
visit records per year will provide a very clear picture of epidemiologic and programmatic concerns, and combined 
with the SmartCare GIS function, will be very useful for identifying trends and gaps, and for communicating these 
observations is ways that are readily understood. 
 
The provincial tool is primarily intended to provide the District management with a very large variety of current and 
de-duplicated reports and maps of the District: 

¶ to assist in the identification of service problems or gaps,  

¶ to aid projections of consumable resource needs,  

¶ to target interventions, 

¶ to help evaluate program interventions,  

¶ to better allocate staff based on load, and  

¶ to assist in justifying budget requests. 
 
Provincial and national use of aggregated province-wide facility data is for statistical and management purposes.  

8.4 Written Authorization for Access and Facilityõs System 
Access Log 
It is an unusual event to have a visitor for purposes of accessing your electronic records, unless it is for programmatic 
oversight of facility operations, since the District will have an aggregated backup of all but the most recent records.  A 
ôvisitorõ for this purpose is any person not stationed for duty at your facility. 
 
In the event that a visitor needs to access electronic records, the DHMT Director will provide an original letter of 
authorization, including: 

¶ Date of authorization letter 

¶ To (Specific Facilities, or all District Facilities) 

¶ Person(s) authorized to have access 

¶ Purpose of access (including a statement of the limiting scope of the access) 

¶ Duration of access authority (start date and end date) 

¶ Original signature of person authorizing visitor access 
 

The affected facility will record in the ôSystem Access Logõ: 

¶ Date and time of access 

¶ Dates of authorized access 

¶ Person(s) authorized to have access (and verify that this is the ID of person accessing) 

¶ Purpose of access and limits to the scope of the access 

¶ Person authorizing 
 
If there is need for repeat access covered under a single authorization, the in-charge confirms that the person still 
carries the original letter, and then makes a new date and time entry in the System Access Log referencing the initial 
authorization. Authorization may be removed by the authority reclaiming the letter, thus need for the original.  
Sample ôAccess Authorization Lettersõ and facility ôSystem Access Logõ records are provided in Appendix F for your 
reference.  
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8.5 Pledge of Confidentiality and Information Protection 
In order to protect the privacy, confidentiality and security of patient information and electronic health records in the 
SmartCare system all users at every level of the system must understand, accept and sign the Pledge of Confidentiality 
and Information Protection document (see Appendix I). This signed and completed document will be kept on file at 
the facility and hold SmartCare Users accountable for their respective rights and responsibilities when using the 
system.  
 
In addition, trainers and supervisors should ensure that SmartCare users have basic knowledge and understanding of 
the importance of security, privacy and confidentiality. A sample list of security questions to determine potential or 
existing SmartCare user understanding of the importance of security, privacy, and confidentiality in the SmartCare 
system is listed in Appendix J. The answers to these questions will provide guidance on where more training is 
necessary in the area of security. 
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Appendix A: 
Troubleshooting 
Equipment   

EQUIPMENT TROUBLESHOOTING GUIDE  
If the options listed in the troubleshooting guide do not solve the problem(s), always contact the DHIO or designated 
IT person 
 
POWER PROBLEMS - EQUIPMENT IS ôDEADõ 
The following table contains general information about common electrical supply problems you might encounter. 

 
TOUCH SCREEN PROBLEMS 
The following table contains general information about common monitor problems you might encounter. Note: the 
Touch Screen Monitor has three cables with three different purposes:  
1. a power cable that plugs into a UPS device, a surge suppressing cable, or a mains outlet, 

COMMON SYMPTOMS POSSIBLE SOLUTIONS 
No indication that equipment has power 
 
Monitor:  

¶ No picture  

¶ No lit power button  

¶ No response to other buttons 
 
Computer (CPU):  

¶ No lights  

¶ No fan or hard drive or other sounds  

¶ No beeps after you press  
Power On Button  

¶ No warmth in power supply 
 
Printer:  

¶ No lights  

¶ No sounds  

¶ No response if you press power button  
or test buttons  

 
UPS:  

¶ No lights  

¶ No sound 

¶ No warmth  

¶ No power output from  
outlets in back of UPS 

 

¶ Ensure power buttons are depressed fully when you are turning device on. 
¶ Verify electricity supply, with due care, electrocution can be fatal! 

 
Note: electricity flows, like water in water pipes.  
Power fails when the supply is switched off, unplugged, a fuse fails, wire breaks,  
or battery dies, at any point ôupstreamõ of equipment. 
 
Check upstream parts of power supply chain:  

¶ Fuse in equipment: reset if present. 

¶ Power cable connections at device, and at source: check for good connections. 

¶ Power cable(s): swap if possible. 

¶ Fuse in cable plug; check/swap fuse. 

¶ UPS: verify it is operating and indicates sufficient power; reset fuse;  

¶ temporarily bypass UPS if not working.  

¶ Surge suppressor: verify switch is ôonõ; check fuse; temp. bypass suppressor. 

¶ Mains electrical outlet: use alternate outlet known to work; check circuit. 

¶ Circuit serving mains outlets: replace fuse, or reset circuit breaker. 

¶ Equipment: swap; replace if ôdeadõ. 
 
General strategies for isolating problems:  

¶ Use a simple, inexpensive device, like a light bulb in a lamp, to test  
power supply at points in supply chain. 

¶ Either bypass non-working power supply parts, or swap non-working parts  
for parts known to work.  

¶ Binary Search: quickly divide the size of the problem by first checking the  
midpoint in a supply chain, then the midpoint of the half not working, etc. 
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2. a video cable with a 15 pin plug, that connects to the video port of the computer, and  
3. a USB cable that connects to the flat USB port of the computer, just like a mouse, and 

conveys information about where the screen is touched. This USB cable provides the touch 
screen feature, and special software (TouchWare) must be installed to use it. 

 
COMMO N SYMPTOMS POSSIBLE SOLUTIONS 
No picture, light in power button is OFF,  
ômonitor is deadõ 

¶ Ensure power button is pressed fully.  

¶ Verify electricity supply (see Power Problems section, above). 

¶ Press left button on Dell Touch Screen monitor (this is the ôMenuõ button  
for monitor configuration). If i.) you have power and your power button  
light is burned out, but actually ON, AND ii) someone has set all three color  
intensities to 0 (zero), the menu should appear normally and you can use  
the Color Settings to reset the color intensity to the Normal Preset  
(non-black!) state. This is similar to brightness controls on other monitors. 

No picture or no brightness,  
light in power button is ON 

¶ Check connection integrity at both ends of the video cable to be sure signal  
gets from computer to screen. 

¶ Increase 'Brightness' and 'Contrast' controls, using buttons on monitor. 

¶ Check for bent or broken pins on the D-sub cable. 

¶ Perform monitor self-test feature check 
Picture is fuzzy, blurry or ghosting ¶ Press left button on the monitor to access the monitor controls. 

¶ Select ôFactory Resetõ, or  

¶ Select Image Settings to 'Phase' and 'Clock'  

¶ Swap video extension cables 

¶ Perform monitor reset 

¶ Lower video resolution or increase font size 

Wavy picture or fine movement ¶ Push 'Auto Adjust' button 

¶ Adjust 'Phase' and 'Clock' controls via OSD 

¶ Perform monitor reset 

¶ Check environmental factors such as interference from other electrical, magnetic or radio 
equipment nearby by removing or turning them off 

¶ Relocate and test in other room 
LCD screen has spots ¶ Clean the LCD Screen, please refer to Caring for Your Monitor. 

¶ Cycle power on-off 

¶ These are pixels that are permanently off and is a natural defect that occurs  
in LCD technology 

LCD screen has bright spots ¶ Cycle power on-off 

¶ These are pixels that are permanently on and is a natural defect that occurs  
in LCD technology 

Picture too dim or too bright ¶ Perform monitor reset 

¶ Push 'Auto Adjust' button 

¶ Adjust 'Brightness' and 'Contrast' controls 
Screen not centered correctly  ¶ Perform monitor reset on "All Settings"  

¶ Push 'Auto-Adjust' button  

¶ Adjust the centering controls  

¶ Ensure monitor is in proper video mode, please refer to preset display modes. 
Screen has one or more lines  ¶ Perform monitor reset 

¶ Push 'Auto Adjust' button 

¶ Adjust 'Phase' and 'Clock' controls via OSD 

¶ Perform monitor self-test feature check and determine if these lines are also in self-test mode 

¶ Check for bent or broken pins on the D-sub cable. 
Screen is scrambled or appears torn ¶ Perform monitor reset 

http://support.dell.com/support/edocs/monitors/E153FPTc/English/about.htm#Caring
http://support.dell.com/support/edocs/monitors/E153FPTc/English/about.htm#Preset_Display_Modes
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COMMO N SYMPTOMS POSSIBLE SOLUTIONS 

¶ Push 'Auto Adjust' button 

¶ Adjust 'Phase' and 'Clock' controls via OSD 

¶ Perform monitor self-test feature check to determine if scrambled screen appears in self-test 
mode 

¶ Check for bent or broken pins on the D-sub cable 

¶ Boot up in the 'Safe mode' 
LCD Screen has scratches or smudges ¶ Turn monitor off and clean the screen 

¶ For cleaning instruction, see Caring for Your Monitor. 
Visible signs of smoke or sparks ¶ Do not perform any troubleshooting steps 

¶ Monitor needs to be replaced 
Monitor malfunctions on and off ¶ Ensure monitor is in proper video mode 

¶ Ensure video cable connection to computer and to the flat panel is secure 

¶ Perform monitor reset 

¶ Perform monitor self-test feature check to determine if the intermittent problem occurs in self-
test mode 

 
TOUCHWARE PROBLEMS  
 
 PROBLEM POSSIBLE SOLUTIONS 
Touch screen is not responding ¶ Ensure that all cables are properly connected. 

¶ Check that the touch screen and USB cables do not have any kinks and  
that connector pins are not bent. 

¶ Restart your computer. 

¶ Make sure the touch screen controller is connected to the correct port.  
Review the installation procedures and verify all hardware is properly  
connected.  

¶ Reset the touch screen and its controller. Turn off both the computer  
and the monitor, wait a few minutes, and then turn on each device again. 

¶ Click Find Touch Screen to locate the USB port in use. If the  
touchscreen was not found, this field will be grayed out and the  
Find Touch Screen button is active. 

Touch screen or mouse are not working ¶ If both devices are sharing the same port or IRQ, check your operating  
system to see if you have a device conflict. 

¶ Verify that any previously loaded hardware or software that used the  
port have been uninstalled.  

Cursor does not display on the screen  
after starting Microsoft Windows 

¶ Select Mouse properties from the Control Panel and ensure that  
¶ Touch Screen Hidden Cursors is not selected. 

Cursor does not reach out to edges of  
screen 

¶ Calibrate the touch screen. When calibrating the screen, be sure you  
touch the center of each target firmly and precisely. 

¶ You may also want to turn on the Edge Adjustment in the Cursor tab. 
Cursor is jittery ¶ Run the Stabilize Cursor option to adjust the controller frequency setting.  

¶  
¶ NOTE: Any time you adjust the frequency you should test how the  

¶ touchscreen is working and verify you are satisfied with the operation of the  
¶ touch screen. It is a good idea to calibrate the touch screen again. 

Cursor jumps or bounces suddenly  
across screen 

¶ You are most likely touching the screen in more than one spot at the same  
¶ time. Be sure to point and touch with one finger only. Keep your other  
¶ fingers away from the touch screen. Do not rest your hand on the monitor  

¶ or bezel while touching the screen. 
Drawing lines are not straight and  
smooth 

¶ Run the Stabilize Cursor option to adjust the controller frequency setting.  
¶  

http://support.dell.com/support/edocs/monitors/E153FPTc/English/about.htm#Caring
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¶ NOTE: Any time you adjust the frequency you should test how the  
¶ touchscreen is working and verify you are satisfied with the operation of the  
¶ touch screen. It is a good idea to calibrate the touch screen again. 

Double-click on touch screen does not  
work 

¶ Use the Touch Settings tab to adjust the double-click speed and area.  
The double-click speed defines how quickly you must touch the screen for the system to 
interpret your actions as a double-click.  

¶ Set the double-click speed in the slow to medium range for optimum  
performance with a touch screen. The tick mark on the bar indicates the  
default setting. 

¶ Click the globe (Test) to test the double-click speed and area settings.  
If the MicroTouch Enabled logo begins to circle the globe (or stop circling),  
the touch screen recognized your touch as a double-click. 

 
KEYBOARD FAILURES 
 
COMMON SYMPTOMS POSSIBLE SOLUTIONS 
Keyboard does not respond at all ¶ Look behind the system (Computer Tower or Case) where the keyboard  

plugs in. Make sure the cable connector is fully seated into the keyboard  
connector. Also that if a PS/2 that it is not accidentally connected into the  
MOUSE port i.e. check and make sure the mouse and keyboard connectors have  
not been switched. 

¶ Restart the computer, sometimes this will resolve the problem, as it may have  
frozen up during the first boot up. Make sure nothing has spilled or fallen into  
the keyboard (between the keys). 

¶ Shut the computer down. Physically remove the keyboard cable and visually  
check to make sure that no pins are bent or broken. If you have access to another  
keyboard try it, if it works then replace the keyboard. If the new keyboard still  
doesnõt work, then you most likely have a CPU problem. 

Continuous beep from the system  
when starting up 

¶ Check keyboard, maybe a key is stuck or there is something resting on the keys 

 
MOUSE FAILURES 
 
COMMON SYMPTOMS POSSIBLE SOLUTIONS 

Mouse does not respond at all ¶ Look behind the system (Computer Tower or Case) where the mouse plugs in.  
Make sure the cable connector is fully seated into the keyboard connector. Also that if  
a PS/2 that it is not accidentally connected into the Keyboard port i.e. check and make  
sure the mouse and keyboard connectors have not been switched. 

¶ Restart the computer, sometimes this will resolve the problem, as it may have  
frozen up during the first boot up. Make sure nothing has spilled or fallen into the  
keyboard (between the keys). 

¶ Shut the computer down. Physically remove the mouse cable and visually check to  
make sure that no pins are bent or broken. If you have access to another mouse try it,  
if it works then replace the mouse. If the new mouse still doesnõt work, then you most  
likely have a CPU problem. 

 
CPU FAILURES 
 
COMMON SYMPTOMS POSSIBLE SOLUTIONS 
CPU does not boot, green light  
on your monitor but not on your  
CPU 

¶ Check to make sure power cables are connected 

¶ Check to make sure power is switched on 

¶ Check the wall socket or surge strip to see if they are bad (sometimes a surge strip 
will have good and bad outlets). 
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¶ Check all the connections, the cables between the CPU and the monitor and all  
the electrical cables.   

¶ If there is a green light on your CPU and not your monitor, then you have a  
problem with your monitor and your CPU may be fine. If you have another monitor  
that you know is good, the quickest way to test is to put another monitor on the  
machine and see if you get an image on the screen.  

¶ If you have a light on both the monitor and the CPU, check the pins of the data  
cable between the monitor and the CPU. A single bent pin can cause an image  
problem. 

CPU boots but fails to load  
operating system 

¶ Ensure that nothing is plugged into the USB ports (apart from the printer, SmartCard  
¶ reader and touch screen) or inserted into the floppy disk drives. If so remove and  

¶ press a combination of Ctrl+Alt+Del 
Computer is frozen ¶ Press Ctrl + Alt + Del (all three keys at the same time) to bring up the Task List.  

¶ Select any program that says "Not responding" and click the End Task button. Repeat until all tasks are 
ended.  If this does not work, reboot or turn the computer off, wait several seconds,  

¶ turn the computer back on, and let the computer run the Scandisk.  
 
PRINTER FAILURE  
     
COMMON SYMPTOMS POSSIBLE SOLUTIONS 
Printer does not have power  
indicator 

 

¶ First, make sure that the printer is on. When a printer is on it should have some  
type of light (usually green) that indicates that the printer is receiving power and is on.  

¶ If you do not have any indicator light make sure the printer is connected to a  
working power outlet by verifying each end of the power cable. Next, press the  
printer power button. 

Printer error (orange or blinking  
light) 

 

¶ After your printer has completed its initial startup you should have a solid green light.  

¶ If the light indicator is blinking or orange often this is an indication of a printer error.  
¶ For example: 
¶ No paper in printer 
¶ A paper jam 

¶ Toner is low 
¶ Other serious error 
¶ Without paper your printer will not be able to print. Make sure you have paper in the  
¶ paper loaded into the printer paper cartridge or tray. Next, verify that no printer  

¶ paper is jammed or partially fed into the printer. If you have one or more pieces of  
¶ paper stuck in the printer these will need to be manually removed before the printer  
¶ will print again. 

Printer does not respond despite  
sending a print job to it 

¶ Having already verified that power is connected to the printer (the printer power light  
¶ is on and green as mentioned above), make sure that the data cable, USB cable is  

¶ properly connected between the printer and computer. 
Printouts from the printer are  
very faint 

¶ Toner is low 

 
SMART CARD READER FAILURE  
 
COMMON SYMPTOMS POSSIBLE SOLUTION S 

Smart card reader cannot read or  
write to card 

¶ Check to make sure card is properly inserted and the right face up 

¶ If you have access to another Smart Card reader try it, if it works then replace the  
SmartCard reader.  

¶ If the new reader still doesnõt work, then insert a card that you know can be read  
and written to and check if these processes are still functional. If it can be accessed, then the initial card is 
faulty. If reader still cannot read/write to the òtrusted cardó: 

¶ Was the card reader disconnected and then re-connected after SmartCare was  
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launched? YES ð Quit SmartCare and then re-launch it. NO ð contact DHIO or IT  
designated person. 

 
SMARTCARE APPLICATION FAILURE  
 

COMMON SYMPTOMS POSSIBLE SOLUTIONS 
SmartCare application failing to open or password 
not working 

¶ Reboot machine 
¶ If problem still does not clear, contact the designated Administrator or DHIO 

 
UPS FAILURE 
 
COMMON SYMPTOMS POSSIBLE SOLUTIONS 
UPS will not turn on ¶ The ON button might not have been pushed. Press the ON button once 

¶ Check that the power cable from the UPS to the power supply is securely connected  

¶ at both ends 
UPS will not turn off ¶ UPS may be faulty. Unplug it and contact DHIO 
UPS beeps occasionally ¶ Donõt do anything. The UPS is protecting the load from either over/under voltages  

¶ or a total supply outage 
UPS does not provide expected  
backup time 

¶ UPS battery may be weak due to recent outage. Charge the battery. Batteries require  
¶ some time to recharge after extended outages. 
¶ The UPS battery may be near its end of service life. Inform DHIO 

All indicators are lit and UPS  
emits a constant beeping 

¶ This is an internal UPS fault. Turn the UPS off immediately and contact the DHIO  

¶ so that they can have the UPS serviced. 
 
UNINTERRUPTIBLE POWE R SUPPLY (UPS) MANAGEMENT  
 
UPS equipment consists of:  
Battery based power supply  
Power conditioner (levels the peaks and troughs in the supply)  
Surge protector (protects computer and monitor from harmful line over-loads)  
The UPS should ALWAYS be plugged into a grounded power outlet  
Location should be cool, away from any heater (including hot air from the computer)  
Not in sunlight  
Dry  
With 2.5cm minimum of free space on all sides  

The UPS should NEVER be turned off, even mains power is off, unless  
one knows mains power will be off for more than a month, AND  
one knows the UPS is currently fully charged, AND  
one knows that the next user will know how to restart the UPS  

(press and hold the TEST power button on the front for more than a second) 
The Laser printer should NEVER be connected to the UPS;  
if power fails you should defer your printing tasks until power is available  
this is why the SmartCare process is engineered to not require real-time printing  
do use the UPS for the computer and the touch screen monitor  

When power fails while computer is on, the UPS will provide a continuous power and you can continue working 
without interruption  
Monitor the lights on the UPS to get a sense of how much time is left before battery power supply is exhausted  
Turn down brightness of the monitor immediately to lengthen battery life  
Be sure to save your work frequently and try to finish essential work well before the battery is exhausted, so you can 
make an orderly shut-down  

When power fails while computer is off, you should be able to start the computer and the monitor as you normally 
would, but if not  
press and hold the TEST power button on the front for more than a second  
confirm that your devices are well connected to the UPS and the UPS lights come on after preceding step  
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SMARTCARE SYSTEM CARE AND TREATMENT ð S.O.A.P. APPROACH 
 
The care and treatment that is involved to implement and maintain the SmartCare system is similar to the clinical 
management S.O.A.P. approach.  
   
When something is malfunctioning, the field person reporting needs to describe the nature of the malfunction 
completely, their best assessment of possible causes, and their plan - unless they already know the cause and the fix: 

¶ Quick Rx  ALWAYS first check: 
o All electrical and cable connections are not loose,  
o That there is power, and  
o That switches are turned on (and applications are running, etc) 
o Try a reboot 

Subjective: get full details from users 

¶ Document exactly what happened or is happening  
o When did it start  
o Is it constant or intermittent  
o Does it start suddenly or gradually  
o Is it getting worse or changing 
o What makes it begin  
o What makes it stop  
o Has this ever happened before, if so what were the circumstances and the fix  

Objective: do Physical Exam and Lab Tests 

¶ Have you ever seen anything similar before, if so, where, when and what were the circumstances  

¶ What is it associated with (can you identify any process, software, action, timeframe, event, or other correlations)  
o Can you reproduce it intentionally, and if so, in what ways  
o Can you do anything that has an effect on it, and if so, what is it, and what is the effect  

¶ What is the full list of everything you tried to fix it - remember to use strategies of:  
o Electrical connections, power source, power switch, reboot checklist 
o Part substitution to isolate equipment failures, and  
o Binary search to isolate a break in a casual chain  
o Calling team for suggestions while on site 

¶ What was the effect of each thing you tried 
Assessment: What are your working hypotheses, or diagnosis, as to the nature of the problem 
Plan:  

o Your next steps to solve problem (diagnostic tests), or 
o Your plan to fix the problem (treatment) and your plan to 
o Follow-up to confirm solution was effective (next visit) 
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Appendix B: System 
Improvement Form  
SYSTEM IMPROVEMENT FORM  
The SmartCare System Improvement Form (SIF) is the formal document used when the user is unable to solve 
problems, has questions or would like to offer suggestions regarding the SmartCare system. Please note that 
suggestions to improving the system are highly encouraged as it is still in the development process. Any ideas to make 
it easier to use or more efficient to maneuver would help all users. 
 
 
SYSTEM IMPROVEMENT FORM HANDLING PROCESS  

 
¶ Fill out the form below (make sure to keep a copy for yourself in case of loss) 
¶ Submit the form to your DHIO or designated IT person 

¶ If the DHIO or IT designate is unable to respond to your needs, he or she will work with the National SmartCare IT 
team to address your submission 
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 Smart Care - System Improvement Form  
 

Name   Date  

 
Location 

   
Phone 

 

 
There is a problem with the hardware (Keyboard, Mouse, Printer, Screen, etc.)  

 
There is a problem with the software (A screen, report, field, or function, etc. ) 
 
Here is a suggestion to improve the system.  
 
Something in the system, user manual or my training is unclear. 
 

 
Please describe the improvement or problem: (Attach pages if necessary) 

 
 

 
 

 
 
 
 

     

     Change Accepted ïTFS # ___________     Change Not 

Accepted  

  
 

  
  

 
 
 

 

For Administration Use 

Investigation Assigned 
to >  

Investigation result:  

 
 
 

 
 

 
 
 

 
 

 Date Requestor 
Notified > 
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Appendix C: Site 
Preparation Checklist  
SMARTCARE Site Preparation Checklist 
 
Basic Facility Information 
 
Facility Name:  _________________________ HMIS Facility Number: _______________ Date:__________ 
         PP-DD-FF  dd-mm-yyyy 
Distance from DHMT: _________________   Type of Facility:__________________________________ 
 
Catchment Population: _________________ 
      
Respondent:      Facility in-Charge:  check if same respondent 
        
Surname, First Name:________________________ Surname, First Name: ___________________________ 
Title: ___________________________________ Title:______________________________________ 
Address: __________________________________ Address: ___________________________________  
Telephone No.: _____________________________ Telephone No.: _____________________________ 
Email Address: _____________________________ Email Address: _____________________________ 
 
Checklist Questions Please answer each question below to the best of your ability.  
 

1. Does your facility currently have electrical power capacity?  
        Yes    No  If No, when?__________ 
 

2. Number of full days without power in last month; in last year : _______   _______ 
 

3. Number of hours without power in the last week:________ 
 

4. Please place a tick next to the primary source of power:  
 ZESCO  Solar  Generator   None  Other_____________________ 

 
 

5. Please place a tick next to the backup source of power:  
 ZESCO  Solar  Generator   None  Other_____________________ 

 
 

6. Is a room identified at the site to house the computer and related materials?  
 Yes   No   If No, when? __________ 

 
7. Place a tick next to all the options below that describe the physical security of the place the computer will be placed:  

 Grilled doors  Barred windows  Lockable doors  Night Security guard  
 Lockable cabinets sufficient for supplies and log books   

 
 

8. Please place a tick next to the method of communication available at the site:  
 Cell phone   Landline phone  Radio  None  Other______________ 
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9. Please place a tick next to the services your facility routinely provides:  
 ANC   OPD  TB    VCT     HIV Care     Pharmacy 
 Delivery     PMTCT  In-Patient   ART     Laboratory     Other_______  

 
 
 

10. Please place a tick next to the following items that your site does NOT have:  
 CPU   Touch Screen  Card reader   UPS   
 Keyboard      Mouse    Printer   Power strip with adaptor 

     
 

11. Please place a tick next to the members of staff present at your site and indicate how many are present: 
 Medical Doctor _____  Clinician_____  Nurse______    Midwife_____  
 TBA _____    Counselor ______  Licentiate_____  Data Entry Clerk ____ 
 Pharmacy Technologist /Dispenser ____      Volunteers______  Other (please 

specify):__________ 
 Lab Technician____  EHT _____   CDE _____  Other (please specify):__________ 

 
 

12. Please indicate the number of TOTAL PROFESSIONAL STAFF at the site: ____________________________ 
 
 

13. Of the professional staff identified above, how many have had the following trainings? 
      ________ MOH ART Management Training 
 ________MOH PMTCT Training 
 _______ MOH VCT Training  
      ________ Smart Care Forms Trainings (i.e. ART, ANC, PMTCT, Delivery, or VCT)  
      ________ Smart Care Software Trainings (i.e. ART, ANC, PMTCT, Delivery, or VCT)  
      ________ Other Training related to SmartCare (specify)_________________________ 
            
 
Summary Score 
 Please tick the following:  

 Site has access to power source at some point every day for any given month 
 Siteõs source of power is sufficient to keep UPS charged every day for half a day 
 Site has all the necessary computer equipment 
 Site staff is trained in use of SmartCare  
 Site has sufficient number of staff to handle work load of implementation 
 Physical security of equipment is sufficient 
 Site has furniture for computer and placement near a power outlet. 
 Close proximity to DHMT for initial implementation sites in District 
 Site staff indicates they are ready and aware of SmartCare system 
 Site provides relevant health services (e.g. ANC, ART, PMTCT, etc) 

 
___ Total score out of 10 
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Appendix D: Operations 
Analysis Guide  

 

1. How do I know if SmartCare is right for our facility? 
 

1. What paperwork does this facility complete now? 

2. What paperwork does SmartCare assist in managing? 

 

 
1) Patient registration 
2) VCT stand alone services 
3) OPD ôFilterõ or General services (both Adult and Paeds are pending) 
4) ANC/PMTCT/Delivery services (Postnatal and Under Five are pending) 
5) HIV Care/ART services, Adult and Paeds  
6) Tracking patients for ART follow-up 
7) Generating quarterly HMIS reports 
8) Supply management is pending 

 

3. Is there overlap? 

4. If yes, SmartCare can help you manage patient care and treatment information. 

2. When can we use SmartCare? 
 

5. When you register a new or returning patient. 

6. When you perform any kind of service for which the computer program capture data. 

7. When you want to track patients for follow-up. 

8. When you send monthly summary reports to the DHMT or others.  

9. When you need to restock supplies. 

10. More to come in future! 

3. How do I incorporate SmartCare into out current information  
management system? 

11. List the services you provide.  

12. List all staff that interact with patients and data for each service. Next to each name list their titles. 

13. Describe in word or diagram form how patients and their paperwork flow through your facility. You will most likely 
need separate flow diagrams for different services or clinics. (See Appendix # for examples.)  
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1) Start with patient registration. What documents does registration require? 

 
2) Where does the patient go next? What documentation is required at this step? 

 
3) Continue with this process until the step where the patient leaves the facility. Making sure to include other 

services such as labs and pharmacy. If the patient must return for lab results or other follow-up reasons 
this can be considered a continuation of services or treated as a new patient-facility interaction. It is up to 
you to decide what makes the most sense for your situation. 
 

 

14. For each step where paperwork is completed state the location where the paperwork completion takes place. 

 

4. Other Considerations for Operations Analysis 

More elements of the Operations Analysis include:  

1. For what service(s) OA is provided, and which will be implemented with SmartCare currently? 

2. Produce a .jpg (scanned or photographed drawing) or Word Drawing graphic, of the clinic floor plan, with computer 
placement  

a. Use of this diagram is to mark and label each clinic ôstationõ as it is called below, for reference in flow charts, to 
allow review of planned work flow efficiency. 

b. Are there ôstationsõ for patients (registration queue, registration workstation, waiting room, exam room, 
pharmacy, lab, weighing room, etc)? 

c. Are there ôstationsõ for every document (patient carried in, at registrar, in exam room, on clinician desk, at 
weighing station, pharmacy, lab, patient takes home, filing room, etc) 

3. Are there Pre-SmartCare listing of conditional paper flow sequence of stations (identified in  floor plan), events, and 

staff involved in each? 

4. Are there Pre-SmartCare listing of conditional client flow sequence of stations, events, and staff involved in each? 

5. Are there Post-SmartCare listing of conditional paper flow sequence of stations, events, and staff involved in each? 

6. Are there Post-SmartCare listing of conditional client flow sequence of stations, events, and staff involved in each? 

7. List of staff, with: 

a. Which will be users (i.e. will have a login ID and password - whether they are providers or not) 

b. Which will be non-user providers (i.e. may sign a form that is entered) 

c. Which are non-user, non-providers, security, maid, CDE, driver, etc? 

8. For each staff, based their part in the patient flow and document flow 

a. indicate which are users and which are. non-user providers 
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b. for each user, indicate what roles they will be provided in RBS, and  

9. For each user, provide date they have been trained by DHMT staff for all these roles 

i. Baseline Survey - 6 month repeat 

10. Performance evaluations during site visits by supervision
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Appendix E: Operations 
Analysis with Clinical 
Examples  

1. SmartCare Outpatient Service types ð 4 distinct operations by service groups  
 

There are four major types of SmartCare outpatient services having quite distinct operations: 

¶ VCT stand alone services 

¶ OPD ôFilterõ or General services (both Adult and Paeds are pending) 

¶ ANC/PMTCT/Delivery services (Postnatal and Under Five are pending) 

¶ HIV Care/ART services, Adult and Paeds  
 
As a result of distinct services provided, distinct clinic layout, and separate locations, these services have significantly 
different operations. Patient Flow, Document Flow, and Staff Roles tend to differ in some significant ways between 
these service types, but have more in common within a given type. 
 
Just as the existing paper record systems and flow for these services differ, the use of SmartCare and related forms 
will also need to be operationalized around these four different types of services.  

 
 

2. HIV Care / ART Operations: Where do patients start? Where do patients go? 
 

Currently, there are more patients using HIV Care/ART services in SmartCare than any other service, in part because 
the system was developed to help address this complex long term service. But HIV Care/ART service only begins 
after a person receives a positive HIV test result, so this outpatient service is not quite a Primary service, but a 
Referral or Specialty service.  
 
In fact, there are about eight ways a Patient can Flow into HIV Care/ART services: 
 

1) VCT Scenario: Well client walks in for VCT and tests positive (details of this scenario follow). 
 

2) ANC Scenario: Well client walks in for ANC, is provided PMTCT CT and tests positive. 
 

3) Inpatient Scenario: Inpatient ð Patient prescribed to have DCT and tests positive. 
 

4) Within OPD Diagnosis Scenario: Ill client seeks OPD care, DCT is prescribed and tests positive. 
 

5) Outside OPD Diagnosis Scenario: Client a) comes to OPD filter clinic with a positive HIV test report from 
an outside V/CT service, and b) may have labs sufficient to determine ART eligibility. 

 
6) OPD ART Re-Initiate Scenario: Patient on ART transfers in from another clinic ôwithout sufficient recordsõ 
to continue care (meets operational definition of a ônewõ ART patient at facility) 

1) Scenario 6 is very similar operationally to Scenario 5, both may require qualifying lab retesting. 
 

7) OPD ART Transfer-In Scenario: Patient on ART transfers in from another clinic with ôsufficient recordsõ to 
continue care (ôsufficient recordsõ should show ART eligibility, initiation, and current drugs). 
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8) OPD ART Re-Activate Scenario: Patient previously on ART was discontinued and now is being restarted on 
ART and ôsufficient recordsõ exist. 

 
While there are about eight scenarios for how HIV Care/ART Referral services start, for each there was a prior 
service at which an HIV infection diagnosis was made. Commonly these are PMTCT, VCT, or OPD General services. 
These primary services are in fact where the Patient Flow for HIV Care/ ART Referral services begin. For each of 
these eight scenarios as well, at a point fairly early in the patient flow, the eight scenarios become just two: HIV Care 
services or ART services. Clearly, interfaces between services are complex, and represent potential points of failure for 
continuity of care. 
   
Both because HIV Care/ART is a referral service, and also because it is the most complex service, we will instead use 
a hypothetical VCT service in a large hospital for a sample Operations Analysis. This primary service then links 
patients to other services, such as ART via SmartCare.  

 

3. VCT Example 
 
 

This is a hypothetical example of hospital VCT operations analysisð other hospitals will differ! Omitted from this VCT example was an explicit indication that 

the VCT clinic in a different building than the lab, and too far from medical records to pull existing records on demand, etc. The physical plant will affect 

many aspects of operations and is one large reason why big facilities have differing operations for the same services. 

 

Visit 1: Well client enters hospital based VCT clinic 

2) Counsellor: 
3) Asks for SmartCard 

a) If patient has card, inserts SmartCard and authenticates patient by verifying patient knows information on the 
card (proving ownership). 
i) If the card is a loaner SmartCard (temp), ask if patientõs card is also available 
ii) If the patient has more than one card, inserts cards serially authenticating all. This links all record 

fragments. Returns only original card, or last card synced. 
b) If no card is available, Searches for patient in SmartCare database (universal 1st registration step, to assure a 

duplicate record is not created where it already exists.) 
i) If patient is found, asks patient if their SmartCard can be retrieved, or if a card needs to be re-issued. 

(Eventually re-issuance will need a replacement fee.) 
(1) Inserts a Loaner SmartCard, OR 
(2) Inserts a Replacement SmartCard (perhaps with fee) 

ii) If patient not found, Registers New Patient in SmartCare using E-First mode. Plan: a standard short 
Registration Form to be used across all services 

4) Provides VCT service including pre-counselling, testing and post-counselling 
a) (E-First) Enters results in VCT module of SmartCare for current VCT service to patient, and at end of day 

(or week), prints paper VCT register, OR 
b) [E-Fast or E-Last: completes VCT Register by hand, and enters data later] 

5) If client is HIV negative, Enters result, returns SmartCard with updated results, and client goes home. 
6) If client is HIV positive: 

a) (E-First) Enters Patient Locator form (this operation differs from stand-alone VCT!) 
7) Plan: this form maybe called SocioDem and will fit with standard short registration. 

a) Completes HIV Care Summary form basic ID info, for inside cover of paper record 
b) Completes Lab Request for CD4, and any other tests required per standing orders (LFTõs, Complete Blood 

Count, etc, conditioned on health and return transport options). 
c) Prints Reg-SocioDem-Labs Patient Record, inserts it with HIV Care Summary into a temp patient record 
folder IDõd with patient NUPN, for transport to med records and filing with primary folder.   

d) Completes appointment slip for next HIV/ART clinic and instructs the patient to  
i) take lab slip to lab to have blood test, then to  
ii) attend HIV clinic with appointment slip as scheduled 
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e) Issues SmartCard (with all data, including lab requests and appointments) to patient 
8) [End of day: backs-up database, merges database with Lab, ANC clinic, ART clinic, and Pharmacy, which may 

have stand alone installations, in this hypothetical example.] 
9) Patient 
10) Carries lab request (on SmartCard or Lab Slip) to lab and provides blood for test(s) 
11) Laboratorian 
12) (E-First) Inserts SmartCard in lab installation of SmartCare.  

a) Receives all outstanding lab requests via lab module, obtains specimens. (later in 2007 will be E-First Lab 
Log, with a line item auto-generated by the VCT lab) OR 

13)  (E-Fast or Last) Obtains specimen per lab slip and makes entry in paper Lab Log1 -  
14) [End of day: backs-up database, participates in round-robin DB merge, as in 8) above.] 
15) Patient 
16) Goes home 
17) Registrar 
18) Files papers completed by VCT, creates new NUPN labelled folder if one does not exist, and cross indexes 

NUPN with patient name, files paper record by name. 
 

Visit 2:  Return Visit Date is first visit with ART clinical specialist  

1) Patient:  
2) Returns on appointed day, going first to lab to get results (his results are already at clinic, so this is 

unnecessary but he may not know this, and so he does what he usually would do) 
3) Laboratorian 
4) Asks patient for SmartCard,  

a. Inserts and authenticates, which also syncõs, putting result on SmartCard OR 
b. optionally, provides patient paper lab result 

5) Patient 
6) Collects paper lab result, and/or SmartCard, and goes to OPD registrar  
7) Registrar  
8) Pulls patient folder and provides folder to nurse for documenting vital signs 
9) Nurse 
10) Confirms that CD4 result (and other tests as per standing protocol) is available in folder as prerequisite for 

HIV Care/ART clinic  
11) Completes Background Data and Vital Signs for IHandP form, and queues patient for clinician 
12) Consulting Clinician 
13) (E-Fast/Last) Completes rest of IHandP form including Plans for Referrals, Labs, Prescriptions 

a. If CD4 is not available, orders this and any other labs that might be required for ART Eligibility and 
ART Initiation, and sets revisit appointment date, or 

b. IF CD4 is available, completes ART Eligibility form Part A, and 
i. If Not Eligible, instructs patient on HIV Care protocol, indications for return care when 

illness occurs, and sets revisit appointment date, or 
ii. If Eligible but not Ready, instructs patient on preparation for ART, initiates any OI 

interventions required prior to ART, and sets revisit appointment, AND 
1. If TB is suspected, completes TB Supplemental form, and orders investigations and 

referrals, 
iii. If Eligible and Ready, completes ART Eligibility form Part B (Initiation) including Plan, 

prescribes ART regimen, sets one month revisit appointment,  
14) Completes HIV Care Summary form for problems, labs, and diagnoses assessed or resolved on current visit,  
15) Nurse/clinical assistant 
16) Makes entry in HIV clinic appointment book 
17) Gives patient paper prescription with reinforcement of instructions 
18) Gives patient paper with next appointment date 

                                                 
1
  (once there is a Lab Log SmartCare module, the patient only needs to bring their 

smartcard to lab, instead of a lab request)  
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For Referrals, Lab requests, Prescriptions, use general flow as follows: 

[A. Referrals/Services: general paper flow] 
Patient: 

1) Takes referral documents to referral service 
2) Returns with report from referral service, which is added to the patient folder 

 
3) [B. Lab requests/Investigations: general paper flow] 
4) Patient 
5) Takes lab request to laboratory or location of other investigation services and provides specimen 
6) Laboratorian 
7) Makes entry in Lab Log (in future this entry may be made directly into SmartCare) and obtains specimen per 

lab request 
8) Completes the tests and enters results in the Lab Results form (or SmartCare lab log module) 

 
9) [C. Prescriptions: general paper flow] 
10) Patient  
11) Takes paper prescription to pharmacy 
12) [later could use SmartCard, but requires rapid E-Fast capture, if clinician does not do E-First]  
13) Pharmacist  
14) Reviews all prescriptions including ART regimen in consideration of allergies, contraindications, interactions 

with any existing drugs, lab results, and  
15) Completes Adherence form (IF there is an ART refill) 
16) Completes Pharmacy form for drugs to be dispensed (in future this will be in SmartCare) 
17) Adds drug entries to HIV Care Summary sheet (perhaps clinician makes this entry upon prescribing, but 

favour pharmacistõs entry upon dispensing) 
18) Dispenses two week supply of ARVs, if perhaps longer supply of other prophylactic drugs 

 
19) [D. Patient Status Change: use Patient Status form] 
20) Transfer out 
21) Patient is made inactive 
22) Patient is being reactivated 
23) Patient had died 
24) Update HIV Care Summary sheet 

 

Post ART Initiation Visit 1 (two weeks after Visit 2 for clients started on ART) 

1) Patient 
2) Goes to pharmacy for refill two weeks after ART initiation 
3) Pharmacist 
4) Does steps 3-6 in C. Prescriptions, above 
5) Dispenses an x month supply of drugs, sets next appointment  

 

Post ART Initiation Visit 2 (1 month after IH andP) 

1) Patient: 
2) Goes to registrar to have folder pulled for appointment with HIV Care Clinician 
3) Registrar 
4) Pulls record and gives to nurse 
5) Nurse 
6) Completes Background Data and Vital Signs for a Clinical F/U form, queues for clinician 
7) Clinician 
8) Completes rest of Clinical F/U form including Plans for Referrals, Labs/Investigations, renewal of 

prescriptions, and sets next appointment  
9) Completes Patient Summary form for problems and diagnoses assessed or resolved on current visit, 
10) Pharmacist 
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11) Does steps 3-6 in C. Prescriptions, above 
12) Dispenses an x month supply of drugs, sets next appointment  
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Appendix F: Operations 
Analysis Patient and Data 
Flow Charts  
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