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Forward

Since the health reforms o ¥ingtthhealth idotmatiornl systet.dO
of the early milestones of the health reforms was the creation of a health management informat
(HMIS) that was paper based at health facility pextien(t Ievahd automated Bistrictlevel (n aggratg
forml n early 2000, efforts were made to exte
at providing a strengthened patient level information system, capable of providing continuity of
patients / clients, while enablingiats to carry their medical health record in electronicThrsnsystem
is presently called SmartCare.

The development of the SmartCare system has been based on a modular approach, witki@F)| ¢
VCT) and HIV CareART, CT and PMTQBervices beg the initial moduleshe development proces:
can be traced, in sum, as follows:

Late. 2003 Concept formation regarding complete patient level data systems and life long
2004 Consensus Building and Start of Software fioe #stopitiahANC module of the Con
software development support from the Centers for Disease Control and Preve
2005 Release of version 1.0:

Piloting and refinement (irDicfige
Release of version 2.0:

Firstuse of smartcards as electronic health records for continuity of care in Zam
2006 Release of version 3.15 including:

Integration of the Lusaka DHMT/CIDRZ ART Patient Tracking system (PTS), a
Patient Tracking SYy&E&RTS) temporarily.

Identification of the system as a national standard by MOH

Revision of the SmadGaemds name, from
2007 Release of version 3.2 including:

Full prescription and dispensation data captur®edliaemesehsices

Addition of Role Based Security for all users

Secure reporting, and other data security and confid éeditalrasproteptiotocols
2008 Release of version 4.0 including:

PaediatritlV; Postnatal servitzesider trackikgppingndGIS;

Patient Charts (initial versions); new Registration structusie:Cleavgelimkzan

New Site Configurationdoek; improved Login Security; new CPU type Smartcan
Compatibility with new HMIS (DHIS); updated Reporting Rtfeataroepprts

New primary storage 20x more I®xipatdr merges withmdication albps#ict

The development of the SmartCare software has, to a large extent, been collaborative with cooj
partners, and based on existing Ministry of Healtkldatents, protocols and regulations.

This Procedures Manual is a guide to thesoftware processes that are essential in implementing
SmartCare system. It is intended that the SmartCare system will improve service delivery and p
and aso improve HMIS data accuracy, reliability and timeliness.

Dr. Simon K Miti

Permanent Secretary
Ministry of Health
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AcCronyms

ACRONYMS DEFINITION

ANC
ART
ARTIS
CDC
CHAZ
CIDRZ
CRS
CT

MS
MSH/RPM
NAC
NGO
NHSP
NUPN
OA
OPD
PHO
PMTCT
QA
RBS
SIF

B
USAID
VCT

Antenatal Care

Antiretroviral Therapy

ART Information System

Centers for Disease Control and Prevention
Churches Health Association of Zaan
Center for Infectious Disease Research in Zambia
Catholic Relief Services

Counseling and Testing

Database

District Director of Health

District Health Information Officer

District Health Management Team

Elizaketh Glaser Pediatric AIDS Foundation
Facility Database

Geographic Information System

Globally Unique ID

Health Management Information System
Health Service and Systems Program
Identification

Information Technology

Local Area Network

Monitoring and Evaluation

Maternal and Child Health

Ministry of Health

Manager of Planning and Development
Management System

Management Sciences for Health/Rational Pharmaceutical Management

Natioral HIV/AIDS/STI/TB Council
Non-Governmental Organization

National Health Strategic Plan

Nationally Unigue Patient Numbers
Operations Analysis

Outpatient

Provincial Health Office

Prevention of Mother to Child Transsios of HIV
Quiality Assurance

Role Based Security

System Improvement Form

Tuberculosis

United States Agency for International Development
Voluntary Counseling and Testing

SmartCare v4.®rocedures Manualy



UNGASS United Nations General Assembly Special SessidIV/AIDS
UNESCO United Nations Educational, Scientiincl Cultural Organization
WAN Wide Area Network

WHO World Health Organization

ZEPRS Zambia Electronic Pediatric Records System
ZIHP Zambia Integrated Health Project

ZPCT Zambia Preventio@are and Treatment Partnership

v | SmartCare v4.@rocedures Manual



[EEN

Table of Contents

Introductioré € ¢ é e ééeéeééeeéeeéeééeééeeeé.l .
Background ¢ ¢ é 6 ¢ éééééécéééeeééceééeéeééel
2.1 Conceptual Framewalé ¢ éé é eeeéeeéééééeééeeeee.l .
2.2 Project Objectivésé ¢ e e €€ 6 éé ééééecééeeeeéeééeé.l .
Hardware and Softwére¢ e e é ¢ é e éeéeéeééééeeéeéeé. .3
3.1 Hardware Requiremefite é € € é 6 €€ ééeééeéééééeééed
3.2 Softvare Setdpé € € € 6 €€ éééééééeééeééééeééeée. 3.
3.3 Caring for Your Equipmenté é é é é e é e eéeeééeéééééé. 3.
3.4 Troubleshooting Equipmeéntt é ¢ é é é é 6 e€é e ééeéééééé .4 .
35 SmartCare System Improverée@ité é é e € é e éé ééeéééeééd
Deployment Framewatké € é € 6 € éé € éé ééééeéeééeéd
4.1 Introductioré e é é e ééeéeéeéeeéeeceééeéeéeeeé. 4.
4.2 Deployment Timeframést é € é € €€ € éééééééééééééd
4.3 Site Selectiéné é e é e ¢ ééeeééecéeééeééeéeéeéeéee.d
4.4 Site Preparatiéné ¢ ¢ e éé ééeééééeééeéeéeéééée.b
4.5 Operations Analygisé ¢ e e ¢ 6 ééééecééeeeeéeeeééeé.h.
TNt I T 1011 1T o S 5
4.5.2 SmartCare use of the Operations ANAIYSIS......cccccveuerrimmmrereee e e s 6
4.5.3 Types of Opetinal Analyses to deploy SMartCare..........ccocuevervemmereeveeeeseeseeseeeneoms 6
4.6 Baselineé e e écecééeeéececééeecééeéeééeeeée..
4.7 Trainingg é é 6 éééééééeéececéeééeééeéeéeéeeeé ..
Key SmartCare Proceddras é ¢ é € € é € € é é € éééééééé 8
51 Facility by Facility Merge, Symmetric, and Asymgnétrice ¢ é é € é é . 8
5.1.1 Merge: recortevel data Propagation..........ccceeeverrermmereresreseeeesee st 8.
5.1.2 Cirauit rider management and authentication...................
5.1.3 Use case: asymmetric circuit synchronization.................
5.1.4 Use case: symmetric circuit synchronizatian....................
5.2 Assigning Unique Patient ID Numbers
5.2.1 Background: record linkage analdplication..............cccvevuveviimmmreeseece e 10
5.2.2 SmartCareidentfir s: f i ve ¢l as s es...a.f. in syst
Securitg 6 6 € 66 ééééeeéééeéeéeceéeeceé
6.1 Executive Overviedvé e ¢ é e e éée e ééeéée
Protecting Privacy and Confident@lig/é ¢ € € é é é é
7.1 Introductioré € ¢€ é € ééééeéééeceééééeééeé
7.2 Ethical Considerations in Protecting Privacy and Confidentéliy .14
7.2.1  Adherence to international ethical and legal stBdar.............cocoovicmmmeeececicnencnnn 14
7.2.2  Respect for iNdividual MIgNIS........ccooiiiiiiiimme e 14
7.2.3  Obligation to assure that protections are in Place...........cocoovemmeeeceerene e 14
7.2.4 Technical and physical security should be assured.............couemeeerininieeicnenessomm 14
7.2.5 Authorized users should be trained, demonstrate competence and accauntabililyp
7.2.6  Seaurity breaches should be investigated and sanctions.imposed............ccoven... 15

7.2.7 Laws, regulations, polides, and security procedatdd ble continuously reviewed..15
7.2.8 Identifiable data should be shared in limited circumstances under explicit authority of the

IVHINTESEIY ettt ettt h e e bR n e 15
7.2.9 Data access and use for researCh PUIPOSES.....c.couvveeimmmeseeseeseeseeseeeses smmmeeeseeenes 15
7.2.10 Sharing individual patient data with other government agencies.............ccumvvenne.. 15
7.2.11 Scope of data collection should not exceed PULPOSE.........ccvevvecmmmeeerieesiesreeseesee e 16
7.2.12 Polides and procedures should be transparent and available..............coercvernennee. 16
7.2.13 Organizations, institutions, and individuals should be accountahle..............ccce..... 16

SmartCare v4.@rocedures Manuabj



7.2.14 Polides and procedures should be consistent with these principles..............ccc... 16

7.3 Strategies and Concepts for Protecting Privacy and Confidentiality 16
7.3.1 Balance between protecting privacy rights and protecting the puatie welf............ 16
7.3.2 Requires more than a technical SOIULION..........ccooii i 16
7.3.3  Assessing risk of breach and of risk of RarM...........ccooi i e 16
7.3.4 Risk of harm by type of data: identifiability, specificity, and sensitivity................. 17
7.3.5 Risk of harm by media of data output: view, print pagport afile...........cccccvvrin A7
7.3.6  Need to continually refine privacy and confidentiality law and regulations as new questions

L] =PTSRS PSPPSR 18

73.7 Need to develop, use, and update written PaliGES.........cccoevviimemeeere s 18
7.3.8 Need to identify an accountable agent...........ccooviimmmeeereeeeneene s 18
7.3.9 Obligations of atorizing and funding 0rganizations:............cevveveemmmeeeieesesesennee 18

8 SmartCare User Rights and Responsibilities 18

8.1 Facilitybased User Rights and Resjiwiities 18
8.1.1 General facilitpased user rights and responsibilities..............coc e vceveeveeseenen. 18
8.1.2 Spedfic facilithased clinical user righand responsibilities.............ccccoceecvimmceeceenee. 19
8.1.3 Spedific facilithased data entry user rights and responsibilities...............cccemenne.e. 19
8.1.4 Spedific quality ssrance specialist user rights and responsibilities at a.fadility.....19
8.1.5 Spedfic dreuit rider user rights and responsibilities when at a facility.................. 20
8.1.6  Spedfic DHIO user rights and responsibilities when at a facility...............cceeme..e.. 20
8.1.7 Spedfic MOH and implementing partner rights and responsibilities at a.fadlity..20

8.2 User Rights and Responsibilities at a DHMT Installation of SméréCére 21. .

8.3 User Rights and Responsibilities at a Pld@llation of SmartCare é é . 21.

8.4 Written Authorization f or éAcécéeés. 22 and

8.5 Pledge of Gnfidentiality and Information Proteciog € € € € € € € € . 23.

,,,,,,,,,,,

,,,,,,,,,,,,,,,,,

Appendix G: Baseline Questionné@iré ¢ é é € ¢ €6 € éé éééééééééédar
Appendix H: Written Authorization Sample Lefta¥tsé ¢ ¢ é € € é é €€ é éé é . K0.

,,,,,,,,

,,,,

,,,,,,

vii| SmartCare v4.@rocedures Manual






Introduction

The Procedures Manual is designed as a guide for the implementation of thee Sysei@an the health c
facilities.It covers a host of important steps that must be followed for successful implementation and 1
preimplementation site preparation through-pogtementation troubleshooting and maintendimte manual a
discusses in detail the importance of security, protecting privacy and confitteitidéty.in the appendices &
number of tools that will help the user in the site level implementation of the SmartCare system and
importance of sedty, protecting privacy and confidentiality.

It is important to understand that a system like SmartCare is 90% people, meaning that it is not just the
software that make this system wdihe successful implementation and usage of Smaitt#pams on tli
supervisors, managers, service providers and all other staff members working as a team to fulfill the
system while protecting the privacy and confidentiality of clients and patiemy. ways this will involve a shi
the culture of how medical records are handled as a result of the migration froaspdpeedical records t
electronic health record system.

This document represents the o0Obes
|l iving document that is designed

Background

2.1 Conceptual Framework

The Conceptual Framewahtawshe connection between the correct implementation of the SmartCararsys
the improved health status of Zambid@hs portable electronic patient health record is designed to allow se
providers access to historical patient data regardless of health facilities used in the past or types of serv

p r aThis documens ¢

t
to evolve as

As patient hisries and interactions are entered into the system clinical, laboratory and pharmaceutical se
providers have at their disposal the essential information necessary to make informed decisions about a
patient care. While providing more infdiometo decision makers, one of the benefits of the electronic syste!
it preserves patient confidentiality by restricting accessdssenitial information.

The system is engineered to promote data use by all levels of Health Fafligieist thealth Management Tec
(DHMTSs), the Provincial Health Offices (PHOSs), the Ministry of Health (MOH) and the MOH Implementir
Partners, for management and policy making by providing access accurate and timely information.

It is an assumption of thegpect that improving data timeliness will increase its relevance and consumptiol
mere data into usable information. Service providers, managers and policy makers will use this informat
treatment decisions, adapt procedures, and poéeitss to improve the quality of patient care. It is believed tl
improving the quality of health care services for all patients in the country will result in an overall improv
national health status.

The SmartCare team in close collaboratibrtivei MOH has designed the structure of the data tools to facilit
ease with which patient data is collected and ensure the integrity of the standard data recommended by
tools have also been structured so that they promote adhetbkese t@tionally recognized standards of care

2.2 Project Objectives

The SmartCare projeobjectives are mtiiyered:

Impact Statement: Improved health status of Zambians

1| SmartCare v4.@rocedures Manual



Outcome Statement: Improved continuity of care

Output Statement 1: Improvedavailability of and access to patient information
Output Statement 2: Improved availability of and access to management informatio
Output Statement 3: Improved utilization of patient information

Output Statement 4: Improved utilization of magament information

The output statements will be the measurable results of the SnPaicigrareme

Figure 1 SmartCare Conceptual Framework

Conceptual Framework of SmartCare Syst

Clinicia
Electronic n
Health | makes | __
Record an |
system links informe !
patient data d I
to care: ! Impr
Over time indad OVG‘? ™
Between Decisi Policy/ | ! quali IMPRO
locations on manage| 1 | ¥ Of VED
Across maker | | ment |, ;a:re HEALT
services s use change H
(e.g. timely s at STATU
ANIC progr facility S OF
Assumptions
Quality structured and standard data tools improves data collection ease,
quality, and use
Improved access to and utilization of clinical information will result in
better informed care decisions, management and policies
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Hardware andSoftware

3.1 Hardware Requirements

The hardware requirements for any given health care facility will vary depending on seyereutiingthe siz:
of the clinic, the number of staff, the number of patients seen, whether or not you will have multiple com
together with a server, whether or not your system will be in communication with the central system and

D o médiry about trying to decide what hardware you will need, the personnel who will be installing your
configure your hardware to meet your needs.

The hardware and software for your health care facility will be provided to you. There aillyrcidrge to you
budget for these items.

The following is a summary of the hardware specifications used for the Smart Care application:

Hardware Minimum Requirements Preferred Setup
Computer 1 GB RAM 2 GB RAM
Hard Drive 10 GB 60 GB
Operating Syster Windows 2000 Windows XP
Service Pack SP 2 --

Mega Hertz 15 2.0

Card Reader EZ 100 --
Touch Screen  Dell E153 FPTc (1024 x 768)
Smartcard 256 KB (good for 150 data storage interac

3.2 Software Setup

Your system will come with an installatisk that will automatically install all of the following software, mak
your system fully functional:

.NET Firmware

SQL Server desktop edition

Crystal Report Runtime Components

SMARTCARE SYSTEM Database

Developer Express Components

SmartCare Runtime

Cad Reader Installer

Desktop Shortcut to SMARTCARE SYSTEM Application

3.3 Caring for Your Equipment

Caring for Your Monitorclean your antistatic screen, lightly dampen a sg CAUTION!

clean cloth with water. If possible, use a specialslzarimg tissue or Before cleaning your monitor,
solution suitable for the antistatic coating. Do not use benzene, thinner, | unplug it from the electrical outlet.
ammonia, abrasive cleaners, or compresdddead lightiglampened, warm
cloth to clean the plastics. Avoid using detergent of any kind as some detergents leave a niékylalsticdh t
you notice a white powder when you unpack your monitor, wipe it off with a cloth. This white powder occ
the shipping of the monitddandle youmonitor with care as darkalored plastics may scratch and show wt
scuff marks mre than lightecolored monitor.

=4 =8 -8 -4 _8_9_-9_-°

Caring for Your KeybOaedof the dirtiest parts of your computer is the keyd@@dentive maintenance,
protecting form liquid spills and dust accumulation, is the most useful step. Regular cleaning may help k
keyboard working properlfyyou shake your keyboard upside/n this may remove some of the particles that
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to accumulatéf a mild vacuum is available, this is thought to be better than blowing.

Caring for Your Mduge the keyboard, the moypsal is sitting in the open most of the time getting dusty, we
slimed, or anything else that happens on you deBkéomouse then rolls over whatever has collected on the
pad and gets inside, gumming up the wbokslean the mouse pad, wipaffioccasionally with a damp cloth ol
a new one. I f you turn your mous e Thiswevercan peawisted d
and the ball will come o®oll the ball on a clean, lint free cldtien take a look at thellers inside the mouse.

Take tweezers, a screwdriver, or even your fingernail to scratch the dirt and lint offliset,rpds.should look
inside the mouse and clean out any other dirt or lint that is hiding iRitiadise.replace the ball andstviback on

the cover.

3.4 Troubleshooting Equipment

Often no matter how well you take care of your equipment something might go wrong which will require
attentionA Troubleshooting Guide has been developed for the SmartCare system and is propeixnAp
The Troubleshooting Guide provides general information about common problems you may encounter, |
possible solutions provided in the guide are not successful you should always consult with the DHIO or ¢
person, before attenipy heroic measures.

3.5 SmartCare System Improvement

The SmartCare System Improvement Form (SIF) is the formal document used when the user is unable t
problems, has questions, or would like to offer suggestions regarding the SmartCeedpsi&rrom your
sites is essential to successful deployments and management of the SmartCare syddgase note that
suggestions for improving the system are highly encodmag&tbas that make your work, or the work of you
staff, easier or more efficiambuld likely help all users. A copy of the SmartCare System Improvement Fol
process for submitting the form is provided in Appendix B.

The experience of the support team to date has been that the desired level of user feedback wasainedl
and perhaps different methods will be proposed and developed that users are more inclined to use.

Ifthe SIF does not meet your need, please make a suggestion for a better tool!

Critical user feedback is the lifeblood of an evolving informatem;sye not be shyhe SmartCare team, of
which you are becoming part, your fellow users nationwide, and our patients (if they knewsyauill thank

More locally, system reports and audit trails will be used to support supervision and managéesnt of faci

Deployment Framework

4.1 Introduction

The SmartCare paper and electronic patient record system will be phased into Zambian health facilities
based a practical marriage of national priorities (top down) and site preparedness (bottordupleSelgidbe
required to assess ongoing processes to most effectively integrate the SmartCare systeDistPiciwndial,
facility staff will be trained in the system and requested to provide feedback to the SmartCare team usin
Improvament Form.

4.2 Deployment Timeframes

The implementation timeframes vary by service and by implementing partner, so this document is gener
the actual timeframes to separate deployment documents, some of which are still being developeersy tt

Generally speaking, the deployment timeframe to new sites is dependant upon the success rate of the s
progress.

4.3 Site Selection

The updated MOH health record standards will be implemented in health centers and&Shespitdlfselected
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based on a multitude of criteria including the availability of appropriate physical infrastructure to support
system, effectiveness and consistency of logistics support, and sufficient human capacity to successfully
Smart@re deployment may be constrained by the human and financial resources of the MOH and its pa
implement as well as to maintain the systems already in place, to aexidnsiean.

Sites characteristics to be considered as part of a deplowtegyt isclude;

Geographic location of initial site which permits adequate DHMT oversight,

Initial sites with strong PDMS or implementing partner support,

Prepared sites which have more highly trained DHIOs and MCH specialists with high documente
achieverant levels,

Prepared sites where clinical aspects of ART care are well established.

Prepared sites which provide ART, ANC, delivery, VCT, or PMTCT services (services covered b
release version of SmartCare),

= = E ]

1 To assure that the national SmartCxm thas practical field experience, the team may assist one a
more intensively, and this may help by providing a model for other provinces and implementing [

4.4 Site Preparation

Upon site selection, each site will start the deploymensgipaesnpleting the Site Preparation Checklist (Se
Appendix C). The checklist includes questions regarding the availability of necessary physical infrastruc
the daily operations of an electronic system and staff skill levels for maimagténgronic system.

The checklist will be administered by the DHIO or perhagedseifiistered by facility staff, where facility staff
thiscapacityand the checklists should be promptly returned to the DHIO (and appropriate implementing p
where available).

The collective installation team; the facility staff, DHIO and implementing partner or PDMS; will use the ¢
Preparation Checklist to identify areas of strengths and weakhessesknesses will need to be addressed
the systm is installed.

A Oweaknessd® example might be t Hehislexampie the $ite veouldsne
to make or locate a secure area for the equipment before the electronic system can bénideiqyieds keepi
in mind that the location of the equipment should be based on how best it will fit with patient flow in a he

4.5 Operations Analysis
4.5.1 Definition

An operation is a motivated proceaseries of actions and events designed to achievedam teisdcase, the
intended result is quality health service delivery in the outpatient context.

An Operations Analysis (OA) is the process of looking at the parts of complicated operations in order to
thema generally for the purpose of assessfagtigeness, changing them, replicating them, or interfacing wi

The Operations Analysis is a crucial sstaffradministere@xerciséacilitated by experienced SmartCare
deployment team members, to help new institutional implementers (egpitads bnd large clinicsytmerstand
document, (and reach consensus about) the current patient dod gatecessean a large institution, and
thevarious facilitgend staff resourcasd constraintshich affect delivery of services.

The result of the analysis will often be eye opening to managemer@ometimes the very process of bringin
light how things have actually been working will result in immediate changes beingamdtetategpportunities
being identifiedThis is why both a sen member of the institution and of the SmartCare implementation tee
to be engaged in the consensual vetting of the analysis, so that if some changes are needed for optimal
implementation they can be tabled during a natural periodtutfansl reassessmanidrevision.

The OA is designed to document how things actually work, not how people have been told to do them, r
how policy would have them be.

After a thorough OA, it may be required to provide time for the dutiietevdele new information is assimilate
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since the information sometimes triggers further revisions in operations that could necessitate redoing tt
SmartCarenplementation approach for that institution, if implemented too soon.

4.5.2 SmartCareUse of the Orations Analysis

The OAwill help the installation team to identify procéisaewill need to be modified, adopted, or removed
ensure ease of use and to maximize the benefits of the SmartCare

systenfor patient care and reporting. . ,
Defining E-First, E-Fast and
SmartCare is engered to be configured in several combinations of W E-Last
i L There are three ways in which
1 E-First, EFast, or ELast data entry timing, for each context, | SmartCare data capture can be
operationalized within a facility:
1 keyboard vs. touch screen data entry, for each context,
. 1 E-First: data is entered while the
I one computer vs. multiple, provider is meeting with the
. .. client/patient. The client/patient
1 number of sukzlinics IDs needed at facility, goes away with updated
1 LocalArea Network (LAN) vs. staralone installations, information on their SmartCard.
; ; ; ; 1 E-Fast: data is entered while the
1 with or without issuance 8martCarg (without, for ART only) clientpatientis stil in the facilty
 in rural clinics or urban institutions, 72 Sl el st gees eran i
updated information on their
1 with dedicated data clerks or using existing and possibly clin SmartCard.
staff, 9 E-.Last: dgta is entered aﬂe( a
f ANC vs. ART vs. VCT typeirital contexts. clisifpitzn hes Jeiiine Bl
Their SmartCard is updated when
Additionally the system is engineered to be inclusive of and coordin theyreturn for their next visit.

with the paper data processes in clinics that may continue using paper

systems for several years, and to be forward looking about the gradual future evetits &b tedatsronic
capacity(The key piece for this is to promulgate in paper clinics the use of a unique number per patient tl
over time and location, the NUPN.)

The OA helps inform the implementer about the best choice of configuragidrabliste, but also informs the
configuration of RolBased Security.

Operations Analysisin yield information that affects SmartCare deployment or configuration or managen
Health service operations vary by hospital, so a system designed to ithesfastng hospital outpatient
operations, and to improve them, must be well informed both about the existing processes at a facility, a
knowledgeable about the different ways in which the new interfacing system (SmartCare) can be st
fit a given context.

Hospital operations often differ regarding Patient Flow, Document Flow, Staff Roles, and Service Delivel
for good reasons, or at least, for reasons that one may not wish to try to revise as part of SmartCatiemy

Reengineering even the outpatient part of hospital operations is quite beyond the scope of efficient Sme
deployment. But the presence of this tool will surely provide some new options for operations and mana
hospitals may likely dee to exploit in the future, and it may well serve as a catalyst for various operations
improvements. (See Appendix D for the Operations Analysis Guide.)

4.5.3 Types of Operational Analyses todeploy SmartCare

The most critical step prior to configuring Snaae@r any large or complex facility is to thoroughly underst:
existing operationghe following information will help:

9 Patient Flow chart showing how a patient moves through the system for different health conditior
1 Current information systenmsuse including all documents in use and how they move with the patie
1 Staffing and Roles in provision of the seandénformation system ug@he itemization of each task tr

each staff member needs to do to provide the service, will informfidgperaton of the Role Based
Security settings in SmartCare.),

I Services Delivered, and

SmartCare v4.@rocedures Manuab



1 Building layout and distances impact Patielidata Flow options.

The analysis begins once this information is documented and one describes all the gtk deteehct witl
each other. While simple to say, is takes a bit of work to do.

Important
You should make flow diagrams like those in Appendix D for each institution and each clinical service prior o
implementing SmartCare for those services.
Flow diagrams should be available and discussed during facility training, and revised as necessary.
Flow diagrams should be posted in clinics using SmartCare.
Flow diagrams should be copied to the DHIO, PDMS, MOH and SmartCare support team.
FIl ow diagrams should be appended to the | ocal copi
District, and kept on file at PHO and centrally to facilitate support.

=

= = = =

In Appendix D is an example of the level of detail needed for each hospital and major clinic. The exampl
hypothetical VCT service and initial parts of an Hé (B4&RT service, and is NOT prescriptive. An example ¢
flow charts with both patient flow and document flow in one diagram follow, one for HIV Care/ART and c
ANC/PMTCT.Your facilityés operations will surely

4.6 Baseline

Basehe questionnaires will be administered at sites where SmartCare is to be implemented. The tool wi
information for the SmartCare Project to assess progress towards meeting project objectives and to me:
from the implementation of @mCare in a site over time. The responses will establish what systems are ir
a little bit about how they are working. The results of the baseline may generate more questions than it ¢
However the same questions will be asked over aqfdinod to understand the impact SmartCare has had c
information management, the quality of patient care, and facility management and some of the question:
sense when they are understood to be Time 0 questions, to which interesting armwerspypsn after 6 or 1.
months.The final baseline questionnaire is under revision and will be provided separately.

4.7 Training

In addition to physically preparing the sites, human capacity must be enhanced prior to impBistittaind.
facility st must be trained in the relevant aspects of managing the SmartCare system from maintaining
confidentiality and system integrity to entering data and caring for the system. Specific training sessions

1 Conductingistrict Director of Health and Manager of Planning and Development orientation sessi

1 Conducting Training of Trainers fistrict Health Information Officers (DHIOs) and MCH/PMTCT/C
Coordinatorsijistrictlevel), as well as Implementing Partner level staff,

1 Conducting Da Management Specialist and implementing partner orientation,

1 ConductingM&E activities for the system, and providing feed back to the central team for any acti
at the central level.
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Key SmartCare
Procedures

5.1 Facility by Facility Merge, Symméeric, and Asymmetric

5.1.1 Merge:record-leveldatapropagation

Patients visit multiple clinitfsthese clinics do not have SmartCare, each of these clinics will end up with a
of the pat i eThdpatent hay antl aphlwithroeeoranordaEspecific paper documents which
expire at the end of some period of serVieetask of providing patients with continuity of care, and succes:
inter-service referrals, is the same as the task of making a single health record out of allttherfdafymdeny we
for it to be accessible at each point of G&is.is what SmartCare doé® following tells how.

There are two ways that SmartCare can heal a broken health record:
1 Provides a client with a portable copy of their electronic heatthrred o n a s maQdae c
Cardd so that as they visit clinics, the pri
2 Provides a means for the health records to be gathered up, fragments are linked, and intact vers
records are redistributemithe same health facilities from which the fragments came.

5.1.2 Circuit rider management andauthentication

Consideration must be made for managing and authenticating the person who will have rights to perforn
record merging, referred to as theutiRider. That role is sensitive, requiring a trusted individual who has |
specifically authorized.

RBS (Role Based Security) in SmartCare now supports a specific role for the Circuit Rider, but at some
leadership needs to provide structurersight, and review, of the use of the Circuit Rider privilege, just as f
DHIO Role privilege.

Presently the system maintains a log of all user events, which is effectively arSapeitvisolrs, DHIOs,
directors, PDMS, implementing partneay each have a need to review elements in this log, and it may be
button reports should be designed and added to the system to make such oversight easier.

9 All other users, lacking the specific Circuit Rider Role, must be prevented fronmgdhiemmerge.

1 The Circuit Rider Role should not be assigned to a facility staff, only a DHMT staff member.

9 Like the DHIO Role, the user with the Circuit Rider Role cannot be allowed to also have rights to
patient level dathleither one has a k& access patient level data.

1 Role Creation and User Rights Assignment is the task of the DHIO, so at the initial configuration
Facility RBS, the DHIO needs to have secured a document from the DDH identifying the roughly
persons who will prade the Circuit Rider capacity for Bhistrict and define them in the system.

9 Circuit Riders should be senior supervisors who most frequently visit all clinics.

1 Itis possible to divide the Circuit Rider duties by facility or facility groups (i€irddesand East Circu

Current FactHityFacility Merdée electronic health records in SmartCare databases at facility level are acc
and made available to strict office (DHMT) by &Circuit Rider for purposes dDistrictlevel repding and de
duplication of counts.

Monthly, the Circuit Rider goes from clinic to clinic with a flash drive (a srrédestiekmory device), inserts it
the USB port of the facility computer, logs into SmartCare as the Circuit Rider RotbeMesgedutton in the
Administration Mode of SmartCare, waits a bit until the merge is complete, logs out of SmartCare, then |
the next clinic in the circuit and repeats these steps.
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After this process is done for all clinics, the flash dhilivhave deduplicateanaster copy of dllistrictrecords
stored in a secure encrypted format callednaport DatabaseWhen this full circuit Transport Database is tf
merged with the DHMT SmartCare database, the DHMT installation receidedeanfugl of th®istrictdata
from SmartCare faciliti€idie DHMT is then capable of running reports for any facility @rigtectas a whole, a
of the time of the first facility visit of the circuit ride.

The database process of accumulatinglgalicative records is called a Facility by Facility Mefge dlerge.

5.1.3 Use case:asymmetric circuit synchronization

Goal To propagate patient records across multiple Facility Databases by synchronizing each asymmetri
Transport Databas€he ad result will be a master transport database with each local facility database co
updated patient information for patients that it hasldegrever, each local facility will contain no more indivi
patient records than it did at the starhefrherge.

Specifically, there are presently two types of merge, asymmetric and symmetric.

The Asymmetric Mergeis used for FxFhe asymmetric merge checks the Transport Database on the flas|
for any record fragments that link to a record oRdbdity Database(FDB), and if present, links the fragment
make a more intact record and saves it both on the Transport DB and tAd RRfBnatching FDB records ar
also copied to the Transport DB, but Transport DB records of people who havesteddhe Facility are NOT
copied to the FDB.

With the current SmartCare release and current HMIS reporting requireni2istsictiie the administrative leve
and printing a HMIS report is the process, by which SmartCare produces the infoedatidnyrtbe HMIS for «
the services inRistrictusing SmartCare.

Once there is a new HMIS implemented and the specifications for the modifications are final, SmartCare
specific aggregate file that the DHIO should be able to impoiydaketiating the need for data entry into HI

5.1.4 Use case:symmetric circuit synchronization

Goal To propagate patient records across multiple Facility Databases by synchronizing each with a Tral
Database.

The Symmetric Mergeis used for the finatep of the FxF circuit ride process: when the Circuit Rider return
DHMT and merges the full Transport DB with the DHMT DB, producing an upiRiatedt master database.
FuureDistricbyDistricMergdy a very similar proceds;identified versions of health record¢hat have been
acamulated at each DHMT within eoRince can be periodically merged to provide the sashuplidated
SmartCare reports and dynamic maps of services versus populations at the Provincial Health Office$PF
was available in SmartCare at the facilitip istrett levels.

By using a oSymmetric DxD mer g e Districts imesprogircel asovéll as
PHO, end up with a Provincial GIS view of th@eéatified electronicgtient record datdlo patient level reports
or views of data will be available for DxD datasets, but the maps comparing the distdewtigplicdtedservices
by town and village vs. distribution of people, should be invaluable in assessingsénace ggnever before
possible.

Future Province by Provincéhdeatgdentified PHO held records could be available for further accumulatio
SmartCare at the MOH, implementing partner, and NAC level for reporting, public health neowitvahgation
surveillance and analysis, as needed for epidemic or health services monitoring, again by the same Foer
privacy assurance purposes both the DxD and PxP processes will operate on shidpfititddieecords, with
specificity r@uced by using a sufficient set of top and bottom coding, interval coding, rowdidiegsional sma
cell suppression in OLAP structures, and geographic blurring where resolution indicates need to assure
of confidentiality.

Role BaseenBty by Administrative Ladvehch Administrative Level there are differentrBBS appropriate to th

level:
1) Facility: Districtlevel staff should not have access to patient level data when visitingFatalayitievel
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staff should not autoatically have access to other facilities or even otkaingigof same facility, withc
specific need to knoDHIOs need to anticipate frequency of staff movement, and have sufficient r
of users created at the time of establishing the lockpddayn

2) District: Any access to patient level data ddigtectlevel is entered into a myidar log for future revie
since there is rarely a need to know patient level informatioBiatribeReports from this log will be
made available to megyemeniVe presently expect there is no normal use ca&¥etfmt staff to need to
access patient level data, except for unusual cases of clinical supervision QA, that should be dol
structured sampling manner (as in a system generated repeet, selected case recoRBS Roles for
all District staff not doing clinical quality assurance should not have access to patient records or [

reports.

3) Province and abovenever have a need to review identified patient data, and &largifaways remowv:
at time of DxD merganddededuplicatorP x P o mer ge 6 wi | | éanddeel y n
deduplicaton but a simple oOoappendingo. Thi sniliongecarc

files and in part because titertprovincededuplicatioryield as a percent of the total would be quite ¢

5.2 Assigning Unique Patient ID Numbers

5.2.1 Background:record linkage andde-duplication

Health care information may be collected at separate locations, different times aadHat ddferent purpose:
and as a result, health records usually are fragmented records at multiple locations.

In Zambia, health records may lack sufficiently unique identification for national linkage, photocopiers ar
present, transport aloigea challenge and telecommunications often unaffordable orSabeesating a
comprehensive longitudinal patient health record (electronic or paper) system, rather than a snap shot p
is difficult.

SmartCare helps to properly connegnfirents once they are brought to a common place, by using record li
and recora@leduplication

The means by which this is done is through the creation and use of unique IDs.

In the health system context, the assignment of unique IDs is gendrally, imit rather properly connecting
health record fragments and preventing the assignment of multiple unique IDs to one person, and then r
and fixing this condition once if it has happened is the hard part. The process of recognizinghend fixing
assignment of multiple IDs is called ReBarduplicatiorand Reconciliation.

The following five classes of IDs in the SmartCare system are designed to provide the system with the ¢
provide unique IDs and to help prevent, detect, and tepassignment and use of Multiple IDs.
5.2.2 SmartCareidentifiers:fivecl asses of | D6s wused in

The SmartCare System will utilize the following 5 classes of identifiers (4 external and 1 internal) in orde
record linkage and recordaiglicdion:

NUPN: Nationally Unique Patient Number | Example: 504252000011
f Bridging papeandelectronic systemg (PPDDFFFnnnn#C)
1 PP: Province
9 DD:District
1 FH-= Facility oclinic codeFFF coaes are strings and ca
1 Nnnnn Locally assured gpuie in clinic serial number,
1 C:trailing digit of check sum of serial number digits

Card ID: Examgpes: 0101-01-01 or 99999999
1 Unigue number up to 99,999,999 1 Assigned to patient upon provision of an initiaradtCe
I Shorter, random correlate of NUPN | with patienEHR

Patient GUID: Globally Unique ID Example{3F2504E4F8911D39A0G0305E82C3301};
1 16Byterandomkey links patient in

distributedDB tables
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